59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
74a
75
76
76a
77
78
79
80
81
82
83
84
85
86
87
88
89

01-26-17 12:34 PM S.B. 118

(7)_"Computer technology" includes:

(a) a computer:

(b) a computer network:

(¢) computer hardware:

(d) a computer system;

(e) a computer program;

(f) _computer services;

(2) computer software: or

(h) computer data.

[€H] (8) "Confidential" means data, text, or computer property that is protected by a
security system that clearly evidences that the owner or custodian intends that it not be
available to others without the owner's or custodian's permission.

(9) "Critical infrastructure" includes:

S=» [(a) a communication or data system:

—)] (a) S a financial or banking system:;
$=» [t0}] (b) €S any railroad. airline, airport, airway, highway, bridge. waterway, fixed

guideway, or
other transportation system intended for the transportation of persons or property:

S=» [¢d] (c) =S any public utility service. including a power, energy. gas, or water supply

system;
S-» )] (d) «S asewage or water treatment system:

S=» [(0] (e) =S a health care facility, as that term is defined in Section 26-21-2;

S$=» [t2)] () ¢S an emergency fire, medical. or law enforcement response system:
S=» [t)] (2 S a public health facility or system:
$=» [()] (h) €8S a food distribution system;

S=» D] () S a government computer system or network:

S=» [(a)] (j) ¢S a school: or

S=» [B] (k) €8S other government facilities, operations, or services.

(10) "Denial of service attack" means an attack or intrusion that is intended to disrupt

legitimate access to, or use of, a network resource. a machine. or computer technology.

[(t2)] (11) "Financial instrument" includes any check, draft, money order, certificate of
deposit, letter of credit, bill of exchange, electronic fund transfer, automated clearing house

transaction, credit card, or marketable security.
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