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Executive Summary

* Risk of Criminal Activity: HIGH

* High for past years & medium for current

* Risk of Structural Imbalance: HIGH
* High for past years & low for current

* Risk of political or sponsor/vendor concerns: HIGH
* High for past years & high for current

* Reconciliation done for all programs back to 2015
* Reconciliation for the initiative programs back to 2008

* Risk of improper closing balances prior to 2015: HIGH
* Reconciliation for all programs prior to 2015 is time and cost prohibitive
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History and Cost of Reconciliations

« Risk of improper or incorrect closing balances across all programs is very high prior to FY 2015
* Reconciliation of appropriations and programs prior to 2015 is time and cost prohibitive

« Reconciled all appropriations and programs back to the close of FY2015

* Reconciled initiative programs and appropriations back to FY2008

* The entire reconciliation process took four months and six personnel
« Serious detriment to other on-going concerns of our employees
* Nothing material was discovered 2015 to the 2016 close. All issues were able to be corrected before year end close.
¢ Major finding noted was related to UPSTART initiative program- some carry forward amounts were swept into the discretionary fund instead of being retained
in the program between the years of 2008-2014. Contract payments were made from discretionary funds.
* Cost of going back further than 2015 for any other programs:
* Impedes ability to transition to FINET
* Impedes ability to implement and test internal controls
* Impedes ability to conduct current year reconciliation and monthly closures
* Impedes ability to train staff for conversion to FINET
* Impedes ability to create standardized policies and train staff
* Cost from a dollar perspective for one year of staffing above current levels: $1,000,000
*  One year of work by six dedicated staff gets reconciliations back to 2008
* Data may not be complete because of prior year closures, before FY 2016 were not done properly

* Cost > Benefit of a full reconciliation of programs before 2015
* There are 4 USBE staff that could provide training or supervision to other staff or external contractors; however, the time to teach others the institutional
knowledge, programs, account structure, and systems would be immense and would be detrimental to on-going operations, financial consolidation, and
systems upgrades
* The benefit of performing the reconciliations back to 2008 is minimal. Issues identified in the 2008 initiatives reconciliation and 2015 reconciliation are being
addressed in current operations. Funds not reported in the close packages have been swept by the LFA or repurposed by the legislature.

Red Flags

Risk of Criminal Activity is medium to high (medium currently and going forward high in
past years)

Due to lack of sufficient internal controls, testing of internal controls, and segregation of duties in the past

1) Risk is medium for payments generated by USBE to vendors and LEAs, which accounts for the majority of expenditures from the
USBE:

* For all LEA payments, we mitigate risk by providing an allotment memorandum for reconciliation purposes to the LEAs
monthly. This provides the LEAs an accounting for all funds sent to their LEA by program and purpose.

* We have centralized vendor establishment, to an individual that does not create or approve payments, and are
presently validating our vendor list.
2) Risk is higher for non LEA subrecipeints, vendors and other contract type payments. These expenditures are less frequent and
smaller in total expenditures:
¢ We are increasing validation procedures for vendor creation, increasing the supporting documentation required for
payments, and segregating duties among payment initiators and approvers.
3) Risk is medium of non-compliance and unallowable costs from LEAs:
* We mitigate this risk with external audits and USBE program monitoring.

4) Misappropriation of cash receipts is medium risk:
* The USBE no longer has bank accounts outside the control of State Finance.

 Cash Receipts are largely centralized in the educator licensing area. Material cash receipts are infrequent and know to many
parties. Misappropriating cash receipts and concealing the theft would be difficult as teachers would complain if asked to pay
again and material cash receipts are usually part of the MSP or corrective action and followed up on by many.

* Time it takes for implementation of the new controls-we may discover criminal activity over the next two to
three years while we implement and test our controls

* Lack of personnel impedes the ability to promote separation of duties (a key piece of mitigating against the
risk of criminal activity)

* Significant progress in separation of duties with additional manpower provided during 2016
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Red Flags

Risk of a Structural Imbalance or mismanagement is low current year and
beyond but was very high in previous years

* Significant progress in ensuring funding is tied out to the correct appropriations
* Only reconciled back to 2015 across all programs

* Reconciling any years before 2015 will require additional manpower or funding for an external
source

* FY2017 budgets were tied out and reconciled by two individuals

* FY2016 close was reported to the LFA and GOMB at the program level, which we haven’t done
before-transparency to third parties

* FY2017 Budget Prep was completed at the program level, which we haven’t done completely
before-transparency to third parties

* Requesting two specific line item appropriations during the 2017 legislative session
for effective funds control

* Monthly closures and reconciliations are occurring now with the additional
manpower we were funded for last (2016) session

* Carefully analyzing MOE and Matching requirements

* Carefully analyzing Federal Funds and dedicated credit revenues and matching with
expenditures

Red Flags

Risk of political or sponsor/vendor concerns or pushback are high both in
previous years, current year, and out years
* Currently undergoing a top to bottom review of programs to ensure benefits of the
program outweigh the costs
* Particular sponsored programs are currently identified for recommendation to stop and
repurpose the funding (benefits do not outweigh the costs)
* Reducing expenditures on food, travel, conventions/workshops to provide the
precise amount of funding to the project or program

* Ensuring compliance with expenditures and reporting by vendors (highly
problematic since prior years vendors were not held to standards)
* We are ensuring proper supporting documentation before paying the vendors

* We are enforcing the establishment official award letters, contracts, or MOUs prior to initiating
payments to non LEA third parties
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Lessons Learned and The Way Forward

We learned a lot about the weaknesses of our processes and systems and have implemented internal
controls to mitigate risk

We have developed excellent working relationships with the LFA, GOMB and State Finance which
increases the transparency and accountability for USBE managed funds

We require better systems
* Moving to FINET now
* Moving to an Enterprise Resource Planning (ERP) system
* Moving to an accounting system with internal controls
» Developing a grants management system with State Finance
* Transitioning out of sub or shadow systems (spreadsheets)
* We learned we were not reconciling our spreadsheets with our current systems
Individual employees held all of the information in their own spreadsheet(s)

We are writing and implementing consistent policies and procedures and enforcing compliance

We are training individual staff and funds managers to be accountable, compliance, and increasing
transparency of the uses of funds.

We are documenting job functions and creating position back ups so no one employee has sole control
over any process.

We are establishing stronger controls and seeking the better systems




