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FBI – IC3 Statistics
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Ransomware by Sector



Cyber Center
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What is the Utah Cyber Center?

Utah Cyber Center
Director: Philip Bates, State CISO
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Cybersecurity Assessments and Surveys

1. Independent firm Gartner (2 separate assessment 
completed)

2. Legislative Cybersecurity Audit (2023)
3. State Cybersecurity Audit
4. Cybersecurity needs survey - conducted by UVU Emerging 

Technology Policy Lab
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Cybersecurity Assets & Resources

1. We recommend funding the match requirement for the SLCGP for years 2-4, in order for Utah to take full

advantage of the federal program and help approved projects be successful over the next 4+ years.

a. Year 2 (Federal FY2023) - $1,337,092

b. Year 3 (Federal FY2024) - $1,683,591

c. Year 4 (Federal FY2025) - $872,937

2. In keeping with last year's recommendation, we have found the need to find long term funding for

cybersecurity improvements for State and Local government, the Utah Cyber Center, and staffing. Therefore,

we recommend sustained long term funding for the State and local government entities to implement best

practices and projects as identified by the commission.

a. Along with the recommendations for funding, the proposed solutions should also include:

i. Standards and specifications to which these systems should be implemented

ii. Expert advice related to the implementation of these systems

iii. Priority given to implementations that support a shared service model or Whole-of-State

approach, leveraging a unified solution
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Cybersecurity Assets & Resources

1. We request funding the match requirement for the State and Local 
Cybersecurity Grant Program (SLCGP) for years 2-4, in order for Utah to take 
full advantage of the federal program and help approved projects be 
successful over the next 4+ years.

a. Year 2 (Federal FY2023) - $1,337,092
b. Year 3 (Federal FY2024) - $1,683,591
c. Year 4 (Federal FY2025) - $872,937

Request Total: $3,893,621 (One time funding)
Federal Funding - $13,205,072 - From the SLCGP



Local Governments Program Adoption

118 different entities signed up for services and are in various 
states of onboarding

Endpoint Protection Platform to date:

65 unique Accounts created

13,100 installed endpoints 
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