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All NIST CSF Function and Category Scores
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Authentication and Access Control
PR.AT Awareness and Training
PR.DS Data Security
PRIP Information Protection Processes
and Procedures
Em:nw PR.MA Maintenance

PR.PT Protective Technology
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DE.CM Security Continuous Monitoring
DE.DP Detection Processes
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Perimeter Blocking - Geo Blocking

- 2020 - 1.2 Billion per day
- 2021 - 1.7 Billion per day
» 2022 - 1.5 Billion per day
» 2023 - 1.5 Billion per day
= 2024 - 1.5 Billion per day



FBI - Internet Crime Complaint Center Statistics

Complaints and Losses over the Last Five Years*

467,361
3.5 Billion 3.79 M'"'“"

Total Complaints

791,790
‘ $4.2 Billor $37.4 Billion

Total Losses

£6.9 Billion

800,944
h $10.3 Billor
880,418
h $12.5 Bilion

B Complaints M Losses



Ransomware by Sector

Infrastructure Sectors Affected by Ransomware

Defense Industrial Base | 2
Water and Wastewater Systems l g
Emergency Services l 9
Chemical |l 24
Energy
Communications
Transportation
Food and Agriculture
Commercial Facilities
Financial Services
Information Technology
Government Facilities

Critical Manufacturing

Healthcare and Public Health



Results to date (1 year):

Endpoint Protection: Security Awareness IT Professional

o Ontéoardtgd: 23 Training: Cybersecurity
o Counties - . . e .
Citiac - 04 e Onboarded: Training/Certification:
© gofmt'elso'fz e 8 classes completed
Total Accounts - 140 1HEs e ® 200 Local IT professionals

®
Total Endpoints - 26,824 Z Special Districts - 31 trained
o

O

O Special Districts - 23
O

O

Total Accounts - 157

e Total Seats- 31,090
True positive incidents:

9,255 9 newsletters, 4 quarterly

trainings, 2 phishing

Prevented 4 major campaigns

incidents

*Expectation was to achieve 10,000 endpoints and 30-50 entities in year 1.




Request for Appropriation:

S5,000,000 ongoing FY 2028

Breakdown:

Personnel

Licenses

Employee - Cybersecurity Training

Professional IT - Cybersecurity Training

.gov Requirement

Amounts

$1,058,190

$3,628,333

$125,477

$80,000
$108,000

Details

6 FTEs to administer and support the City/County/Special District program, including assessing
and addressing cyber risk, implementing cybersecurity programs, conducting threat hunting,
assisting with data breaches, incident response, consultation, and assisting local entities with
improving cybersecurity.

Endpoint (computer/server) protection and vulnerability scanning licenses, vulnerability patching
software, email security, network security software licensing (SIEM, SOAR, firewalls, and network
logging software)

Cybersecurity awareness and compliance training for all localentity personnel.
Professional IT cybersecurity training and certification for localgovernment IT staff.

Assistance with .gov requirements for website and email services for entities with populations of
10,000 or less.
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