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Introduction and Methodology: 
High-Risk Areas Are Focused on Impact  

Identifying High-Risk Areas 
In the 2023 General Session, the Legislature codified this High-Risk 
List as part of our office’s regular duties. Utah Code directs us to 
“create, manage, and report to the Audit Subcommittee a list of 
high-risk programs and operations that:  

• Threaten public funds or programs; 

• Are vulnerable to inefficiency, waste, fraud, abuse, or 
mismanagement; or 

• Require transformation.”1 

We identified twelve high-risk areas in our 2023 report which met these criterion. 
The purpose of this 2025 report is assess progress in those areas. We deemed 
three of the areas in 2023 as “honorable mention” and did not provide a full 
analysis of them in that report. Two of those areas (Contract Performance 
Management and Public Building Safety) are now part of our high-risk Watch 
List, discussed in Area 11. The other area, Revenue Diversification, receives a 
more in-depth analysis in Area 10. 

We identified the original areas in 2023 through a risk assessment and impact 
analysis process. Through that process we reviewed and analyzed concerns from 
key Utah stakeholders, concerns at the federal and state levels, and concerns 
reported in our past audits. We identified the largest 
detrimental effects that could stem from various risk areas, 
and when possible, quantified those potential impacts. 
Impacts that are considered high-risk are those that could 
cause (1) injury or loss of life, (2) fiscal damages, or (3) 
impaired service delivery. 

Lastly, we selected performance measures in each risk area 
that could be used to track progress toward mitigating its 
risk. That analysis allowed us to compare potential risks on 
equal footing, from which we chose the twelve original areas. Some of the 
progress determination is now also based on the implementation status of our 
audit recommendations. Following those same steps for this report, we 

 
1 Utah Code 36-12-15(6)(d) 

Click or Scan for 
the High-Risk List 

Website 

https://olag.utleg.gov/hr_areas.jsp
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determined that Transportation should be added to the High-Risk List. This 
leaves us with ten high-risk areas. 

Rating and Updating the High-Risk Areas 
Each of the ten high‐risks has its own area in this report and some have multiple 
sub-areas. For example, Water Needs is comprised of three sub-areas. We rate 
each sub-area according to four dimensions and discuss the most detrimental 
impacts that could arise if the risks are not addressed. As the format for this is 
the same in each area, we explain the rating system here for future reference. 
Following our counterpart at the federal level, the Government Accountability 
Office (GAO), we chose to rate the high‐risk areas on the following dimensions:2 

• Action Plan: a corrective action plan exists that defines the root cause and 
solutions and provides for substantially completing corrective measures, 
including steps necessary to implement solutions we recommended. 

• Capacity: agency has the capacity (i.e., people and resources) to resolve 
the risk(s). 

• Monitoring: a program has been instituted to monitor and independently 
validate the effectiveness and sustainability of corrective measures. 

• Progress: ability to demonstrate progress in implementing corrective 
measures and in resolving the high‐
risk area. 

The four dimensions are likely to build on 
each other. Once an action plan is in place, 
then capacity and monitoring can be 
established, and progress is likely to follow. 
If progress does not follow, it could show a 
need to review and adjust action plans, 
capacity, or monitoring mechanisms. 

The Implementation Framework “beehive” 
shows how we have rated each of the four 
dimensions. We rate them as “Not Met,” “In 
Process,” “In Process (Static),” or “Met.” The 

 
2 Government Accountability Office. “High-Risk Series: Heightened Attention Could Save 
Billions More and Improve Government Efficiency and Effectiveness,” February 2025, pg. 34. 

Implementation Status
Progress

Monitoring

Capacity

Action Plan

MetIn ProcessNot Met

2023: Not Met 2025: In Process

2025: In Process (Static)

2025: In Process2023: Met

2023: In Process

2023: In Process

2025: In Process

https://www.gao.gov/assets/gao-25-107743.pdf
https://www.gao.gov/assets/gao-25-107743.pdf
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updated beehive compares the 2025 rating to the 2023 rating. This provides the 
reader with a summary of the work agencies did in each dimension. 

If a dimension is In Process in both years, that means there has been notable 
progress on the dimension, but work is still ongoing. In contrast, In Process 
(Static) means that work is ongoing on a dimension, but there has been minimal, 
if any, change since 2023. For example, in 2023, we reported that local water 
systems needed to create secondary metering plans. Since the plans are not due 
until December 31, 2025, we were told they still have not submitted them. Thus, 
we rate the action plan dimension for that sub-area (1.3) as In Process (Static). 

In our 2023 High-Risk List, we wrote a detailed background summary to help 
provide context for the risk areas. Rather than duplicate these summaries in this 
2025 report, we chose to limit the background information for the risk areas that 
we already discussed in 2023. These areas are therefore more succinct and focus 
on progress or major changes that have taken place since 2023. However, we 
provide more background for Transportation (Area 5) and Energy Policy (Area 
8) to give those areas sufficient context. 

Many of Utah’s High-Risk Areas 
Are Increasingly Interwoven  

Performance audits help identify and address challenging government problems 
by providing objective analysis to improve program performance, reduce costs, 
and facilitate decision making. As the Legislature recognized in House 
Concurrent Resolution 11 from the 2024 General Session, Utah faces interrelated 
growth challenges. They cut across geographic boundaries and are interwoven 
between government agencies and their programs. Similarly, the Governor’s 
Office of Planning and Budget released a report stating,3 

For example, water consumption concerns are related to Utah’s air quality 
through the drying of the Great Salt Lake. Likewise, close coordination between 
Utah’s transportation entities, local municipalities, and housing authorities will 

 
3 Governor’s Office of Planning and Budget, State Agency and Legislative Leadership. “Guiding 
Our Growth: A Statewide Planning Coordination Strategy,” March 2025. 
 

“Many…growth issues are interconnected and the work of state agencies is 
increasingly interdependent. This overlap of issues to serve Utah residents and 
protect our resources requires working together to ensure enterprise alignment and 
the prudent use of the state’s limited fiscal, workforce, and natural resources.” 

Governor’s Office of Planning and Budget: 
 

https://docs.google.com/document/d/1u8CQMjPOQ4S8fsLPAwIF2WY-uF3YGSTXnsTPy6FNGbs/edit?tab=t.0#heading=h.ugaokxxyom36
https://docs.google.com/document/d/1u8CQMjPOQ4S8fsLPAwIF2WY-uF3YGSTXnsTPy6FNGbs/edit?tab=t.0#heading=h.ugaokxxyom36
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be required to provide efficient transportation solutions and most effectively 
address unaffordable housing. We have also been told that water needs may 
affect future growth potential, which could change future planning dynamics for 
housing.  

The GAO has found that auditors need to focus on improving 
connections across organizations, levels of government, 
sectors, and policy tools. This High-Risk List is one of our 
office’s efforts to help achieve this end. We believe that the 
high-risk areas generally require robust and sustained efforts 
by stakeholders across the state and generally exist on a 
longer-term horizon. With that in mind, our experience shows 
that it is not feasible to fully address all these risk areas in a 
short period of time. Going forward, we will likely conduct 
high-risk follow-ups every three to five years. 

Incorporating OLAG Audits into  
the 2025 High-Risk List 

Like GAO, we rely heavily on presenting information and findings that our office 
identified in audits related to the high-risk areas. While most areas on the high-
risk list can draw from findings and recommendations made in our other audits, 
we believe some high-risk areas could benefit from further investigation if the 
Legislative Audit Subcommittee chose to prioritize full-scale audits in those 
areas. From our experience, this could add additional nuance and completeness 
to the high-risk list. 

Sub-area 1.3: Secondary Water Metering Area 5: Effective Transportation 

Sub-area 2.1: High-Hazard Dams Area 6: Public Workforce Shortages 

Sub-area 2.2: Water Infrastructure Area 10: State and Federal Revenue 
Diversification Sub-area 3.2: Educational Pathways 

It is important to recognize that our High-Risk List presents scoped risks rather 
than attempting to address and rank every potential vulnerability that the state 
could face. We prioritize critical gaps where exposure is greatest, recognizing 
that the state’s resources are finite and must be directed strategically. By focusing 
on the highest-impact areas, we hope to provide decisionmakers with a clear and 
actionable framework for strengthening the state’s capacity to address its most 
pressing risks. Final prioritization of state efforts to address these issues will 
ultimately rely on the Legislature.

The high-risk areas 
generally require 
robust and 
sustained efforts 
over a longer-term 
time horizon. We 
will likely conduct 
high-risk follow-
ups every three to 
five years. 
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Area 1 
Meeting Utah’s Water Needs Requires Ongoing 

Data Management, Optimization, and 
Coordination 

Why Area Is High Risk 
Due to Utah’s climate and reliance on mountain snowmelt for its water supply, 
wise water use is essential. In the midst of a 25-year megadrought, the Division 
of Water Resources (DWRe) has reported that since 2000, “…some percentage of 
the state has experienced moderate to exceptional drought nearly every year.” 
Future population growth adds to these concerns. As reported in the previous 
High-Risk List, Utah’s population is expected to grow to five million by 2050, 
about a 43 percent increase from the present population. This growth will further 
strain Utah’s water supply, highlighting the importance of effective management 
of the state’s water resources.  

Both the Agricultural Water Optimization Program and the metering of 
secondary water systems are efforts in place to help conserve water. While these 
efforts are underway to more effectively manage the state’s water supply, 
continued focus and efforts on this issue are needed. 

1.1 Without Sufficient Data, Utah Cannot Account for Future 
Population Growth and Increased Water Needs 

Our update on this high-risk area is based on our report, A 
Performance Audit of Utah’s Water Management (#2023-15), and its 
subsequent one-year follow-up. That audit provided 

recommendations to improve water 
data and statewide water planning. 

Work in this area is generally In 
Process. Our primary concern 

is that it will take years to 
fully implement some recommendations 
related to water data management. We 
provide a short explanation of our 
ratings below. Further information on 
progress agencies are making to 
implement audit recommendations 
can be found after that. 

Click or Scan for 
Report #2023-15 

(Water Management) 

Progress

Monitoring

Capacity

Action Plan

2023: Not Yet Rated 2025: In Process

2025: In Process

2025: In Process2023: Not Yet Rated

2023: Not Yet Rated 2025: Not Yet Rated

2023: Not Yet Rated

Specific and measurable goals are under development.

State water monitoring efforts are still being fully developed.

It will take some time to address recommendations related to capacity.

Utah’s statewide plan to address water needs is still under development.

https://go.utleg.gov/2023-15_RPT.pdf
https://go.utleg.gov/2023-15_RPT.pdf
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We recognize the Division of Water Resources’ (DWRe) ongoing efforts to 
develop a statewide water plan. Because that plan is not required to be 
completed until December 31, 2026, the specific, measurable goals of the plan 
have not yet been formalized. We believe those goals should align with Utah 
Code 73-10-15-2(a). Until those goals are formalized, we cannot rate this area. 

 

Our 2023 audit noted that the Division of Water Rights (DWRi) could improve 
state water use monitoring, water data management practices, and supplemental 
well monitoring in critical groundwater management areas. DWRi has shown 
progress but is still in the process of implementing these recommendations. 

 

We also found in 2023 that state water data could not be used as effectively as it 
needed to be for various management needs, including distribution 
accountability and water use transparency. DWRi told us that they have been 
coordinating with DWRe and the Division of Drinking Water to address related 
recommendations; however, they expect full implementation to take some time.  

 

We reported in 2023 that, despite planning efforts by multiple entities, no single 
comprehensive statewide plan existed for addressing Utah’s water needs. House 
Bill 280 in 2024 required the creation of a statewide plan that provides for 
adequate water.4 DNR reported that DWRe is now in the process of coordinating 
and creating that plan with state agencies and will also work closely with local 
watershed councils. They expect to release the plan by the December 31, 2026 
deadline. 

 
4 Utah Code 73-10-15(2)(a) 

Progress
2023: Not Yet Rated 2025: Not Yet Rated

Monitoring
2023: Not Yet Rated 2025: In Process

Capacity
2025: In Process2023: Not Yet Rated

Action Plan
2025: In Process2023: Not Yet Rated



https://go.utleg.gov/2023-15_RPT.pdf
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House Bill 280 in the 2024 session strengthened statute for statewide water 
planning. DWRe and DWRi said that this would help them better work toward a 
comprehensive statewide water plan, addressing two of the recommendations. 
The other recommendations are still In Process. DNR reported that DWRi is 
working closely with DWRe and the Division of Drinking Water to coordinate 
improvements to data collection, organization, and analysis. They expect that 
these efforts will take some time. For Recommendation 1.5, DNR reported that 
Utah State University completed the gap analysis and a technology 
modernization roadmap. The roadmap, which DWRi reported that they are 
implementing, includes processes for updating data tools and documenting 
systems with a data map and data dictionary. DNR also told us they are 
developing a data services action plan to address the relevant focus areas. 

 

#2023-15 – 3.1 The Legislature should consider strengthening the current 
statute Utah Code 73-10-15 outlining cooperation with the Division of 
Water Resources in the formulation of a state water plan going forward by 
ensuring all other entities, institutions, and political subdivisions of the 
state cooperate in statewide planning, and address language which may 
prevent the Division from collecting the information needed for a 
comprehensive statewide water plan. 

 

Implemented 

#2023-15 – 3.2 The Legislature should consider a comprehensive update 
of Utah Code 73-10-15, 16, and 17 to ensure coordinated efforts in statewide 
water planning. 

Implemented 

#2023-15 – 1.1 The Division of Water Rights should continue to develop 
the Water Right Network so that data can be used in a wider scope of 
internal management needs and provide better transparency and 
accountability. 

Monitoring Recommendations 2024 Follow-up 
Status 

In Process 

#2023-15 – 1.2 The Division of Water Rights should continue its internal 
data audit to ensure its data is accurate and complete, and should make 
improvements based on gaps or inaccuracies identified in the internal 
audit. 

In Process 

In Process 
#2023-15 – 1.3 The Division of Water Rights should identify, meter and 
monitor supplemental wells in critical areas and implement a well 
management plan to protect water users against interference from over-
pumping and to bring declining aquifers into balance. 
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We were told DWRi’s data services section was reorganized to include the water 
right network team to help facilitate some of these recommendations. The DNR 
also reported that they hired additional hydrologic scientists and other staff to 
help address Recommendations 1.1 and 1.2, but they expect it will take multiple 
years to build out the Water Right Network statewide. DWRi plans to require 
metering and monitoring of supplemental wells as part of new groundwater 
management plans as they are implemented. 

1.2 The Agricultural Water Optimization Program Has Not 
Yet Fully Demonstrated Its Effectiveness 

Our update on this high-risk area is based on our report, A Performance Audit of 
Utah’s Water Management (#2023-15), and its subsequent one-year follow-up. We 
provided recommendations to improve the Agricultural Water Optimization 
Program (the Program) in Chapter two of that report. We subsequently followed 
up on those recommendations in December 2024. We are encouraged by the 

Program’s 2024 annual report5 showing some results of 
the Program, but the report states that measuring 

the impact of projects will be more accurate as 
data becomes available. Further information 

on progress agencies are making to 
implement audit recommendations can be 

found on the following pages. 

Project Selection and Data 
Collection Remain Critical 
Concerns for Program Progress 
and Success 

Accounting for 80 percent of Utah’s 
diverted water use, it is extremely important that agricultural water use is 
efficient and effective. The Program is a significant factor to help those efforts. 
One of our main concerns lies with the fact that some Program outcomes are 
likely to be counter to statutory expectations and the Program’s purpose. 
According to the Program’s 2024 annual report: “It is possible under certain 
circumstances that some conversions may lead to increased depletion.” We 
believe the Program should identify and prioritize projects that are based on best 
practices and do not produce results counter to the Program’s design. 

 
5 DWRe prepared this report in coordination with the Utah Department of Agriculture and Food 
and DWRi. 

Progress

Monitoring

Capacity

Action Plan

2023: Not Yet Rated 2025: In Process

2025: In Process

2025: In Process2023: Not Yet Rated

2023: Not Yet Rated 2025: In Process

2023: Not Yet Rated

Measuring the impact of projects can be more accurate.

UDAF has gathered a significant amount of prior water use data.

There are still challenges for accurately quantifying depletion.

UDAF established an action plan and we will evaluate its effectiveness as data becomes available.

https://go.utleg.gov/2023-15_RPT.pdf
https://water.utah.gov/wp-content/uploads/2024/11/2024-Agricultural-Water-Optimization-Report.pdf
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The Program’s 2024 annual report claims that measuring the impact of projects 
will be more accurate as data becomes available. Thus, the effectiveness of the 
Program still cannot fully be evaluated. 

 

In response to our 2023 audit, the Utah Department of Agriculture and Food 
(UDAF) has established objectives, strategies, and performance metrics that will 
help measure the effectiveness of the Program. UDAF has also gathered prior 
water use data; however, future annual audit follow-ups may evaluate how the 
information in those reports is being used. 

 

One of our main capacity concerns is the Program’s ability to quantify depletion. 
While the 2024 annual report provides insight into some benefits of the Program, 
researchers have reported challenges to measuring a reduction in depletion. 
UDAF and other Program stakeholders need to ensure that they can quantify 
changes in depletion in a standardized and comparable manner across projects. 

 

In our 2023 report, A Performance Audit of Utah’s Water Management (#2023-15), we 
found that UDAF had not developed a strategic plan for the Program. In our 
one-year follow-up for that audit, we found that UDAF had developed a 
strategic plan with a vision, mission, and actionable steps to achieve performance 
measures. In future follow-ups, when Progress can be measured, we will assess 
whether the plan is successful. As such, we rate this area as In Process. 

  

Progress
2023: Not Yet Rated 2025: In Process

Monitoring
2023: Not Yet Rated 2025: In Process

Capacity
2025: In Process2023: Not Yet Rated

Action Plan
2025: In Process2023: Not Yet Rated

https://go.utleg.gov/2023-15_RPT.pdf
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UDAF Has Collected a Significant 
Amount of Prior Water Use Data 

Several recommendations from our report, A Performance Audit of Utah’s Water 
Management (#2023-15) are still In Process based off our last one-year follow-up. 
Implementing these recommendations related to the Agricultural Water 
Optimization Program will help move this area forward. The recommendation 
numbering below matches that of the report. The lighter blue “Action Items” are 
new items to be considered to further progress in this area. 

 

The Agricultural Water Optimization Program’s 2024 strategic plan addressed 
most of the bulleted items in Recommendation 2.1. UDAF reported that they 
have collected most of the prior annual reports and we have decided to focus on 
that as part of Recommendation 2.3 below. Thus, Recommendation 2.1 is 
Implemented and Recommendation 2.3 is In Process. Our second annual follow-
up for this audit will provide an updated status on Recommendation 2.3. We also 
plan to conduct a deeper dive in future follow-ups to see whether the strategic 
plan has been successful. 

 

#2023-15 – 2.1 The Department of Agriculture and Food should develop a 
comprehensive strategic plan for the Agricultural Water Optimization 
Program to include the following elements: 

• Vision statement and core values 
• Measurable outcomes of long‐term objectives 
• Strategies, best practices, and actionable steps fulfilling the 

Program’s vision 
• Key data elements, including all prior data, to evaluate performance 

of measurable outcomes 

Action Plan Recommendation 2024 Follow-up 
Status 

Implemented 

The Department of Agriculture and Food, the Division of Water Resources, and the 
Division of Water Rights should ensure that they can quantify changes in depletion 
in a standardized and comparable manner across projects. 

Action Item for Agency (Capacity) 

https://go.utleg.gov/2023-15_RPT.pdf
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UDAF reported that they worked with DNR to create the agricultural water 
optimization strategic plan, which developed clear goals for the program. As we 
previously stated, DWRe also coordinated with UDAF and DWRi to develop the 
Program’s 2024 annual report.  

 

UDAF reported to us that future annual assessments will review progress 
towards strategic plan goals. Once these assessments have been done, we plan to 
review them during future follow-ups.  

#2023-15 – 2.2 The Department of Agriculture and Food should work 
with the Department of Natural Resources and the Legislature to ensure the 
goals of the Agricultural Water Optimization Program are clear, as well as a 
clear awareness and understanding of what the Program should achieve and 
work towards those goals. 

Monitoring Recommendations 2024 Follow-up 
Status 

Implemented 

#2023-15 – 2.3 The Department of Agriculture and Food should enforce 
its reporting requirements by collecting all annual reports currently past 
due and those that will be due in the future, including prior water use data 
and savings, and other noted metrics in this Chapter, from all projects it 
has already funded. 

In Process 

#2023-15 – 2.4 The Department of Agriculture and Food, when 
developing the comprehensive strategic plan for the Agricultural Water 
Optimization Program, should also include an annual assessment of 
progress towards strategic plan goals and objectives. 

Progress Recommendation 2024 Follow-up 
Status 

In Process 
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1.3 Retrofitting Secondary Systems with Meters Is a Major 
Initiative Requiring Lead Time 

In Chapter 1 of our 2023 High-Risk Report, we rated this risk area. 
This section focuses on providing updates to the main concerns 
we presented in that report. Following the QR code provides more 
detailed information about the scope and background of this risk 
area from our previous report. Action items for this area can be 
found following the beehive ratings on the next page. 

The adjacent beehive shows that most of the ratings have 
remained the same. We are encouraged 

that a reported 85,300 secondary meters have been 
installed since 2023 (the infographic below shows 

that unmetered connections decreased from 
190,000 to 104,700).  

Our main concern is whether water 
suppliers will be able to finance all the 
meters they need to install by the January 
1, 2030 deadline. Of the reported 104,700 
unmetered connections, 25,000 still need 
funding. DWRe expects that annual 
grants can help fund 5,000 of those 

connections (up to 50 percent of the costs). Low-interest loans are available to 
help water suppliers finance the remaining 20,000 meters. We were told that the 
loans typically cover 85 percent of the costs. Under current cost estimates, it is 
projected that there will be enough low-interest loans available to help water 
suppliers finance the remaining unfunded meters. Given, of course, that the 
suppliers cover their portion of the costs. This highlights the need for local 
secondary metering plans. These are supposed to identify how water suppliers 
will fund the remaining connections. 

  
Source: Auditor generated from numbers reported by the Division of Water Resources. 

Click or Scan for 
the first High-Risk List 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process (Static)2023: In Process

2023: In Process 2025: In Process

2023: In Process

85,300 more secondary water meters have been installed.

Continued monitoring of local area plans and installation progress would be beneficial.

Some local water systems will not receive state grants to cover installation costs.

Local secondary metering plans are not required until December 31, 2025.

https://go.utleg.gov/2023-10_RPT.pdf
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As discussed on the previous page, the number of reported unmetered 
connections have decreased nearly 45 percent since 2023, from 190,000 to 104,700. 
Additionally, the reported unfunded connections decreased from 49,000 to 
25,000. 

 

In 2023, we suggested that indicators for awareness of installation requirements, 
procurement and installation details, and adherence to project budgets could be 
insightful indicators for this risk area. We believe this type of data should be 
leveraged to ensure that water suppliers can meet the 2030 deadline. For 
example, DWRe told us they review invoices for procurement and installation 
details. Water providers have expressed concern about their ability to cover 
metering costs and since the invoice review can show whether projects are 
coming in under budget, it could help show whether additional grant funding is 
available. Additionally, we believe it is important to monitor American Rescue 
Plan Act (ARPA) funds that have been committed to this initiative. As they 
expire at the end of 2026, efforts should continue to be made to ensure they are 
used by then. 

 

The Legislature appropriated $250 million through grants to help cover 
installation costs. Additional small system grants have also been made available. 
These cover up to 50 percent of the installation costs. Based on the current 
estimated metering costs, it is projected that there will be enough low-interest 
loans available to help water suppliers finance the costs of the remaining 20,000 
unfunded meters. 

 

Given the capacity constraints outlined above, our focus for this dimension is on 
local secondary metering plans. They will provide installation costs and timeline 
details, as well as how suppliers will finance the installation. Thus, these plans 

Progress
2023: In Process 2025: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: In Process

Action Plan
2025: In Process (Static)2023: In Process
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can help ensure that water suppliers meet the 2030 deadline. Per statute, 
suppliers must submit plans by December 31, 2025. Because this is similar to 
what we reported in 2023, we rate this area as still In Process, but Static. 

Continued Monitoring of Local Secondary Metering  
Plans and Installation Progress Would Be Beneficial 

To further address this high-risk area, the following Action Items should be 
considered. 

 

 

The Division of Water Resources should ensure that secondary water suppliers 
submit their secondary metering plans by the December 31, 2025 deadline. 

Action Item for Agency (Action Plan) 

Once suppliers have submitted their plans, the Division of Water Resources should 
review whether there will be adequate funding through remaining state loans and 
grants to address all of the secondary water metering needs. 

Action Item for Agency (Capacity) 

The Division of Water Resources should continue to monitor invoices and address 
any potential delays in installation or procurement that could hinder suppliers 
from meeting the 2030 deadline. 

Action Item for Agency (Monitoring) 
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Area 2 
Utah’s Aging Water Infrastructure Continues to 

Require Large Capital Infusions 
Why Area Is High Risk 

We reported in 2023 that much of Utah’s water infrastructure was nearing or 
exceeding its useful life. Replacing aging water infrastructure and building new 
infrastructure to meet a growing population continues to be a significant need 
for Utah. Failure of this infrastructure could put human lives at risk and restrict 
access to water for many people. It is projected that a major 
earthquake event could happen within the next 40 years 
which highlights the importance of mitigating these risks. 
When or if this occurs, it is projected that water and sewer 
services would be disrupted for more than a million people 
for six months or longer. The focus of this chapter is on high-
hazard dams, aqueducts, and public water systems, including 
stormwater, wastewater, and drinking water systems. 

High-hazard dams are rated differently than other dams because they could 
place human lives at risk and cause extensive damage in the event of a failure. 
For example, our analysis of just two high-hazard dams shows that they could 
impact up to 131 parcels6 of land with a total market value of nearly $400 million. 
There are a reported 104 high-hazard dams in Utah that do not meet minimum 
safety standards. Some progress has been made in upgrading dams since our last 
report. However, we are concerned that the current estimated time to upgrade all 
high-hazard dams is still 117 years. 

Aqueducts and water systems, which include treatment and storage facilities, are 
part of the infrastructure which provides water to Utahns. Aqueducts are at risk 
of significant damage in the event of an earthquake as they are located across 
and along fault lines. Damage to the aqueducts could not only restrict water 
access for many months but also lead to negative impacts to Utah’s economy 
which could take years to recover. Completion of proposed projects would 
reduce the timeline for restoring water service in the event of an earthquake and 
increase the chances that water is available for residents. These aqueducts feed 
Utah’s local water systems, which are also susceptible to a seismic event.  

 
6 Our analysis only included residential, commercial, and mixed-use parcels. 

A major 
earthquake could 
disrupt water and 
sewer services for 
more than a 
million people for 
many months. 
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State water leaders are developing a statewide water infrastructure plan that is 
required to outline, plan for, and prioritize water infrastructure projects that are 
needed to maintain a reliable, safe, and clean water supply in Utah. This plan 
will be based on plans that state water agencies submit. However, many water 
systems that feed these agency plans do not have adequate expertise for 
managing their infrastructure and do not know some details about their systems. 
This knowledge gap should be addressed in order to provide the best possible 
information to build out the agency and statewide plans. 

2.1 Some High-Hazard Dams Do Not Meet Safety Standards 
In Chapter 2 of our 2023 High-Risk Report 
(#2023-10), we rated this risk area. More 
detailed information about the scope and 
background of this risk area can be found in 
that report. This section focuses on 
providing updates to the main concerns we 
identified in 2023. As the graphic below 
shows, it is now reported that there are 227 
high-hazard dams in the state. Our focus is 
on the 104 that do not meet minimum safety 
standards. Over a one-year span since the 
previous high-risk list, the expected number 
of years before all high-hazard dams that do 
not meet safety standards are rehabilitated decreased from 120 to 117 years. This 
shows progress; however, it is far from the target of 30 years. Funding remains a 
barrier to meeting this goal as current reported funding levels only allow for one 
dam to be finished each year. We believe more planning is needed to address the 
funding barrier. 

  
Source: Auditor generated from numbers reported by the Department of Natural Resources and COBI. 
*DNR explained that this number has increased due to new dam construction and hazard creep, which is 
when homes or businesses are established below moderate- or low-hazard dams. 
** The estimated years to completion number was reported in 2024. 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: Met

2023: In Process 2025: In Process

2023: In Process

Two dams have been rehabiliated.

Monitoring efforts are still being fully developed.

Capacity concerns are still being addressed.

Additional work is now needed on the action plan.

https://go.utleg.gov/2023-10_RPT.pdf
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Since the last High-Risk List was released in 2023, we were told that two high-
hazard dams that did not meet safety standards were rehabilitated. Again, our 
main concern is that the projected number of years to rehabilitate all the high-
hazard dams that do not meet safety standards is still nearly quadruple the goal 
of 30 years. 

 

Annual inspections are the main monitoring effort. These inspections were all 
reported to us as completed in 2024, and the prioritization list was not changed. 
We reported in 2023 that the Division of Water Rights was updating the hazard 
classifications of all dams by reviewing projected populations at risk in the event 
of a dam failure. They are still working on this. Thus, this dimension remains In 
Process. 

 

Utah Code 73-5a-502 recognizes that some dam owners7 need assistance from the 
state to meet minimum dam safety standards. Thus, Utah Code states that the 
state engineer cannot require those dam owners to rehabilitate a dam unless a 
state grant to cover 80 percent of the costs is available. This has tied the rate of 
rehabilitation efforts to the amount of funding for dam safety, contributing to the 
long estimated timeline before all high-hazard dams are rehabilitated. More 
options should be considered to speed up the rehabilitation rate, as we discuss in 
Action Plan below. For example, there is reportedly limited information about 
the capacity of dam owners to pay for rehabilitation costs. 

 

Utah Code 73-5a and Administrative Rules R655-10 to 12 continue to establish a 
plan to manage dam safety throughout the state. This includes requiring that 
minimum standards be set for high-hazard dams and prioritizing high-hazard 

 
7 Mutual irrigation companies and water users associations. 

Progress
2023: In Process 2025: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: In Process

Action Plan
2025: In Process2023: Met
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dams for rehabilitation. We believe, however, that more should be done to plan 
for and address the funding constraints previously discussed. 

For example, the Division of Water Resources could study the capacity of dam 
owners to pay for rehabilitation costs. They could then determine whether there 
are dam owners who can afford to rehabilitate their dam and do not need to wait 
for state funding. The Legislature could also decide whether to adjust the current 
80/20 funding scheme and require some dam owners to cover more of the 
rehabilitation costs. We now rate this dimension as “In Process.” 

New Strategies to Increase the High-Hazard 
Dam Rehabilitation Rate Should Be Considered 

To further address this high-risk area, the following Action Items should be 
considered. 

 

 

 

  

The Division of Water Resources should develop a plan to address funding 
constraints for high-hazard dam rehabilitation. 

Action Item for Agency (Action Plan) 

Based on the Division of Water Resources’ plan, the Legislature should consider 
whether the 80/20 split for rehabilitating high-hazard dam should be adjusted. 

Action Item for Legislative Consideration (Capacity) 

The Division of Water Rights should complete its review of the projected 
populations at risk in the event of a high-hazard dam failure. 

Action Item for Agency (Monitoring) 
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2.2 Water Infrastructure Is at Risk of Failure from Seismic 
Risks and Delayed Replacement 

In 2024, a leak in Huntsville’s water system caused the city’s storage tank to fall 
to about six percent capacity. This was equal to about ten hours of water left if 
citizens did not conserve water; citizens were also put on a boil water alert, 
suggesting the water was contaminated. Much of Utah’s water 
infrastructure is reaching the end of its useful life and other 
systems could be at risk. The events in Huntsville show what 
can happen if infrastructure fails. The Legislature has passed 
bills in the last couple of years creating the framework for a 
new statewide Unified Water Infrastructure Plan (UWIP). This 
should help organize and prioritize water infrastructure projects across the state; 
however, we are concerned that some water systems may not have the necessary 
resources to comply with certain parts of the plan. This would mean that 

decisionmakers still may not have all the relevant information 
they need. 

Our previous High-Risk List (#2023-10) had areas 2.2 
and 2.3 in the water infrastructure chapter. One 

was for major aqueducts and water systems, 
while the other was for stormwater, 
wastewater, and drinking water systems. Since 
the UWIP takes a holistic approach to 
addressing these water systems, we combined 
the two sections into one going forward. All 
high-risk dimensions are currently In Process. 

Action Plan – In Process: 
Following Recent Legislation, a Unified Water  
Infrastructure Plan for Utah Is Under Development  

Recent legislation requires the creation of the 
UWIP. This new plan will rank and prioritize 
water infrastructure projects across the state up 
to a 20-year time horizon. Furthermore, the 
intent of the UWIP is to be holistic as it is 
informed by several agency plans, as shown in 
the infographic to the right. Those agency plans 
are tied to applications from applicants seeking 
state funding. Once these agencies have 

A water leak in 
Huntsville reduced 
their storage tank 
to six percent 
capacity. 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: In Process

2023: In Process 2025: In Process

2023: In Process

Specific progress metrics and still being developed.

The UWIP process can help improve monitoring of water infrastructure.

Adequate resources and expertise remain a concern.

The Unified Water Infrastructure Plan is under development.

Source: Division of Water Resources’ Integration of 
Existing Funds Study. 

https://go.utleg.gov/2023-10_RPT.pdf
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submitted their plans, the Water Development Coordinating Council (WDCC) 
will then prioritize the projects into the UWIP. 

The UWIP process should help the state proactively plan for water infrastructure 
needs and still find flexibility to respond to emergencies. The first UWIP is 
supposed to be done by March 1, 2026 and will be updated at least every four 
years after that. As we will discuss in the capacity section, sufficient expertise 
and resources at the local water system level remain a major concern for 
developing a comprehensive and accurate statewide plan. Some plans to update 
the major aqueducts are developed, but the major water conservancy districts are 
still fully evaluating the aqueducts. The main aqueducts that serve the Wasatch 
Front are the Alpine Aqueduct, Davis and Weber Aqueducts, Salt Lake 
Aqueduct, and Jordan Aqueduct. 

Capacity – In Process: 
Adequate Resources and Expertise Remains a Key 
Concern for Water Systems to Prepare for the Future  

As we have said, one challenge to addressing aging water infrastructure is 
having proper resources and expertise at the local water system level. This is a 
factor that leads to emergency water infrastructure projects and we are 
concerned that instances like Huntsville may happen elsewhere. To address this, 
the new UWIP has a related Water Infrastructure Fund (WIF) that will help fund 
the prioritized projects. Any entity that applies for funding through the WIF is 
required to submit a reserve study showing how they will pay back the loan and 
that they must comply with capital asset management requirements. 

However, we previously reported that additional expertise 
was likely needed to help local systems create similar plans. 
Our collaboration with local water systems, state agencies, 
and other water stakeholders confirmed that this is still an 
issue that needs to be addressed. While funding may be a 
challenge, other public or private entities are available to help 
or consult. Insufficient expertise can also impact an entity’s 
ability to set proper water rates, which have not kept pace 
with infrastructure needs over time. We were told that entities 
usually cannot cover both ongoing maintenance and new capital infrastructure 
projects. 

The exact extent of potential funding shortfalls remains to be seen. The Division 
of Water Resources (DWRe) has reported that there is an estimated $60 billion in 
water infrastructure needs by 2060. This includes pipes, canals, and treatment 

Insufficient 
expertise can 
impact a 
municipality’s 
ability to set 
proper water rates 
and maintain 
infrastructure over 
time. 
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plants for drinking water, wastewater, and stormwater systems. DWRe expects 
that water providers will cover many of the expenses with a portion coming 
from federal and state funding sources. A study stemming from Senate Bill 34 in 
2023 looked at potential adjustments to how water is funded in the state, 
including whether to use property tax revenue, concluding: 

This statement shows how adjustments to water funding may be needed for 
financial purposes, but they also can help with water conservation efforts (one of 
the major factors of Area 1’s risk of having enough water for the future). DWRe 

is also conducting a study tied to UWIP that will 
determine whether additional fees will be needed to 
fund those projects. The Legislature should consider 
aspects of both studies to determine if policy changes 
may be necessary related to water infrastructure 
funding. 

Besides workforce and water fees/rates, there are 
other options to consider for closing the funding gap and building more water 
resilience. Based on a national report,8 this could include looking for ways to 
optimize funding sources9, prioritizing resilience outcomes, and enabling 
operational efficiencies such as technology integration or regional cooperation.10 
Given the scope of the High-Risk List being different than a full audit, we did not 
vet each of these options, but an analysis of how viable and applicable these 
options could be in Utah would be beneficial. 

 
8 Adam Barth, Humayun Tai, and Sarah Brody. “Water resilience: Closing the funding gap for 
utilities,” McKinsey & Company, March 11, 2025. 
9 A study of other state revolving funds found existing resources could be better leveraged and 
the number of projects funded by the funds could be scaled. 
10 Tied to Senate Bill 76 in 2023, Utah’s Division of Drinking Water also conducted a study on 
regionalization and provided several recommendations. 

“Balancing water conservation and revenue streams is a delicate matter that will 
require constant attention. Tiered rates economically motivate water 
conservation. Securing stable revenue streams through base rates and property 
taxes helps lower the costs of water. Seeking this balance to maintain reliable 
revenues and encourage water conservation.”  

LRB Public Finance Advisors:  
 

There are various 
options besides 
raising fees/rates 
that could help 
close the water 
infrastructure 
funding gap. 

https://www.mckinsey.com/industries/energy-and-materials/our-insights/water-resilience-closing-the-funding-gap-for-utilities#/
https://www.mckinsey.com/industries/energy-and-materials/our-insights/water-resilience-closing-the-funding-gap-for-utilities#/
https://le.utah.gov/AgencyRP/reportingDetail.jsp?rid=219
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Monitoring – In Process: 
The UWIP Process Can Help Improve Monitoring of Water 
Infrastructure Upgrades; Local Plans Should Also Be Used Effectively 

This statement from the Utah American Society of Civil Engineers (ASCE) 
stresses the importance of infrastructure monitoring: 

While ASCE’s 2025 Utah report card focuses on the need to fund new 
infrastructure, their 2020 report highlighted concerns with monitoring of 
drinking water and stormwater systems, including inadequate planning and 
limited or non-existent management systems. 

Thus, we believe that the new UWIP framework can 
help improve monitoring of water infrastructure, 
although some gaps still exist. Systems who apply for 
funding should have a better grasp of their 
infrastructure and its remaining useful life. Systems 
that do not apply for this funding will not have to 
abide by the same requirements. 

Once the projects are prioritized and put into funding phases through the UWIP 
process, the completion of those projects can then be 
monitored. Monitoring should help to show whether projects 
are happening in a timely manner or are being deferred. 
Additionally, it can offer insight into whether actual project 
costs are coming in close to projected costs. This could provide 
valuable information on whether specific factors are driving 
higher-than-expected costs. Given the $60 billion in expected 
water infrastructure expenses, any efforts to prevent those projections from 
rising would be beneficial. 

The Legislature should consider aspects of water infrastructure funding studies 
(Senate Bill 34 in 2023 and House Bill 280 in 2024) and determine whether policy 
changes are necessary. 

Action Items for Legislative Consideration 

“In absence of any data on operation, maintenance, conditions or risk, the 
performance and reliability of [stormwater] systems under extreme events is 
questionable at best and at worst poses a threat to infrastructure and the public.”  

Utah Infrastructure Report Card 2020: 

Preliminary 
reports show that 
about 48 miles of 
aqueducts need 
improvement to 
withstand seismic 
activity. 

Water systems 
that do not apply 
for state grants 
may have limited 
knowledge about 
their water 
infrastructure 
needs. 
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We were told that the total estimated length of aqueducts needing improvement 
for potential seismic activity is not precisely known. This is because each of the 
four major aqueducts has not been fully evaluated. Preliminary estimates, 
however, show at least 48.9 miles of aqueducts will need to be improved to 
withstand seismic activity. Water systems who own the major aqueducts should 
continue to fully evaluate them. 

Progress – In Process: 
Data on Necessary Water Infrastructure 
Projects Should Continue to Be Gathered 

We believe that progress in this area can be shown in a couple of ways. This 
includes having better knowledge about whether the rate of upgrading water 
infrastructure across the state is sufficient11 and what water infrastructure 
funding gaps exist. For example, UDOT closely tracks the state of repair of all its 
infrastructure. Its website shows this information and provides strategies for 
maintaining its infrastructure. In contrast to this road tracking, the full extent of 
necessary water projects and whether there are funding gaps is not known. 
Unlike UDOT’s infrastructure, water infrastructure is mainly maintained at the 
local level. Thus, it is primarily up to local systems to set sufficient rates and 
upgrade their infrastructure. Despite that challenge, we believe the UWIP 
process can provide information on the progress of water infrastructure 
upgrades. 

 

Additionally, progress on upgrading the four major aqueducts 
is still underway. The owners of those aqueducts need to 
finish evaluating them and upgrade all sections in need of 
seismic resiliency. Considering that major projects on the Salt 
Lake Aqueduct will not get underway until 2041, this high-
risk dimension remains In Process. Without seismic upgrades to the aqueducts, 
there will be no water in the network. Subsequently, upgrades to water and 
sewer systems will have a negligible impact. Given the importance of the 

 
11 For instance, this could include establishing a target date to upgrade infrastructure, similar to 
what is established for high-hazard dams. 

The Water Development Coordinating Council should develop metrics that show 
whether aging water infrastructure is being updated in a timely manner. 

Action Item for Agency 

Major projects on 
the Salt Lake 
Aqueduct will not 
begin until 2041. 
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aqueducts, we recommend that the Legislature consider whether a deeper 
analysis of the work being done on them is needed. 

 

 

The Legislature should consider whether a deeper analysis of the efforts to upgrade 
major aqueducts is necessary. 

Action Item for Legislative Consideration 
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Area 3 
Continued Emphasis on Student Preparation 

and Clearer Pathways to High-Yield Programs 
Can Improve Education’s Return on Investment 

Why Area Is High Risk 
Cost of living remains a top concern for Utah citizens. An effective and efficient 
education system is an essential tool to address this risk as it can help citizens 
increase their earning potential. It has been shown also that in the state of Utah, 
students tend to prioritize enrolling in programs that will potentially improve 
their employment outcomes. Typically, students who do not access 
postsecondary programs limit their earning potential. Those who begin but do 
not complete a program may also incur student debt, increasing their costs 
without gaining the credential that could significantly raise their earnings. Thus, 
educational and workforce pathways should be aligned with workforce demand 
and effectively help students access postsecondary education programs—and 
complete them. 

Both Utah’s K-12 system, overseen by the Utah State Board of Education (USBE), 
and the Utah System of Higher Education (USHE) play a role in this risk area. 
Past audits have found weaknesses in both systems that they are addressing. For 
example, declines in math proficiency and ACT scores among Utah K-12 
students is concerning as it correlates with a student’s ability to succeed in high-
yield, high-demand postsecondary programs. Additionally, efforts are underway 
at Utah’s higher education institutions to more fully understand the return on 
investment for their programs. USHE also continues to work on developing 
workforce-aligned pathways that help students stack credentials from K-12 
through higher education. We believe such efforts can help attract more students 
and reduce the risk of students not completing their programs or not increasing 
their earning potential. 

3.1 K-12 Student Proficiency Measures Show Mixed 
Progress Short of Their Goals 

This section focuses on recommendations from past audits that still 
need to be implemented to help move this area forward. It also 
provides updates to the ratings from the 2023 High-Risk List. As the 
beehive graphic with ratings on the next page shows, Capacity has 
improved since 2023, with all other dimensions remaining In Process. 

Click or Scan for 
the first High-Risk List 

https://go.utleg.gov/2023-10_RPT.pdf
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We have released a suite of USBE audits, some of which still 
have recommendations outstanding. They relate to 

governance, educator recruitment and retention, and 
reporting. We also review student achievement as our 

primary area of focus in individual audits of local 
education agencies (LEAs). This allows us to offer 
targeted recommendations to LEAs. 

Figure 3.1 shows USBE’s main Education Elevated 
metrics for student proficiency. They have all 
improved since the last High-Risk List, but math 

proficiency has overall digressed since these improvement goals were set in 2017. 
Not shown is the share of students who score at least 18 on the ACT, which is 
also below its baseline. We recognize that the COVID-19 pandemic played a role 
in this. A recent study showed that the pace of Utah student learning has 
stabilized since the pandemic, but it has not yet offset proficiency losses due to 
the pandemic. 

Both USBE and the Legislature have worked to improve teacher retention. We 
stress that the effectiveness of those efforts should be monitored, evaluated, and 
adjusted if needed. That can help address concerns in the Capacity dimension. 

Figure 3.1 Education Elevated Metrics and Student Proficiency Metrics Have Shown 
Some Improvement but Are Still Below the 2016 Baseline. Science and English 
Language Arts for all students have improved over the 2016 baseline.* 

 
Source: Auditor generated from USBE data.  
*There is no 2020 data due to the COVID-19 pandemic. 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: In Process

2023: In Process 2025: In Process

2023: Not Met

Education Elevated metrics have shown improvement.

USBE has improved monitoring of teacher shortages but can better review student performance.

5-year and 10-year retention for new teachers are still low.

USBE has made significant changes to their plan, including updating the mission and vision statements.
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Figure 3.1 shows there has been recent improvement in student proficiency, but 
Math and ACT performance have not improved over 2016 baselines. 

 

USBE has improved its monitoring of teacher shortages, but there is room for 
improvement for monitoring student performance. USBE continues to monitor 
performance through the School Report Card program and provides yearly 
implementation updates of its strategic plan. However, we found that the need 
for accurate, timely data has been a persistent problem over time. USBE should 
expedite the analysis of student data and return it to LEAs more quickly. LEAs 
can also improve their analysis of student scores and educators should be trained 
to more effectively use assessment data to build student competency. 

 

The main capacity concern we identified in 2023 was developing and retaining 
highly effective teachers. Data continues to show that 5-year (73%) and 10-year 
(54%) retention rates for new teachers are low compared to the state’s average 
yearly retention rate (91%). In response to an audit recommendation, USBE has 
made efforts to improve its understanding of teacher retention. However, USBE 
has not fully implemented recommendations for principal evaluations. This is 
concerning as they have an outsized impact on student and teacher performance. 

 

Since our last report, USBE has released a new mission and vision statement. 
During our fourth annual follow-up on Report #2021-04, USBE reported they 
have also made significant changes to the plan and several recommendations are 
now implemented. We will follow-up on the effectiveness of the plan in future 
iterations of the high-risk list.  

Progress
2023: In Process 2025: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: Not Met

Action Plan
2025: In Process2023: In Process

https://go.utleg.gov/2021-04_RPT.pdf
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The Development and Evaluation of Quality School Administrators 
Needs to Be Improved as It Can Hinder Student Development 

Based on our most recent annual follow-ups, there are recommendations from 
past public education audits that are not implemented. We recognize that many 
recommendations are implemented, but we are concerned that those that have 
not been addressed are hindering progress in the education high-risk area. We 
identified four main systemwide audits with unimplemented recommendations. 

 

One of our main concerns regarding this student proficiency risk area is effective 
teacher and principal evaluations, which are part of the Capacity dimension. 
Principals have an outsized impact on student and teacher performance, so not 
addressing this could hinder efforts to improve student and teacher 
performance. In recent audits of LEAs, we found that the development of quality 
administrators can still improve. Despite this, several related recommendations 
from Report #2022-03 are not implemented. Given continued weaknesses in 
developing quality administration, we still encourage full implementation of the 
recommendations below. 

Appendix A provides a more detailed narrative on what remains to be done on 
the recommendations. It also reviews other recommendations that have been 
implemented. Additionally, we want to emphasize our audits of specific LEAs 
and The Best Practice Handbook for Student Achievement in Public Education (#2025-
13). We expect LEAs to implement the targeted recommendations we give them. 
And while there are no recommendations in the Handbook, we believe all LEAs 
would benefit from implementing its practices. Specifically, those that are related 
to strategic planning, evaluation, and principal development. 

 

 

 

A Performance Audit of Teacher and Principal Performance Within Utah’s Public Education System (#2022-03) 

#2022-03 – 3.5 The Legislature and the Utah State Board of Education 
should collaborate to consider adding criteria to evaluation code requiring 
teacher and principal involvement in collaborative educator teams. 

Not 
Implemented 

Capacity Recommendations 
2025 Follow-up 

Status 

Source: Auditor generated from OLAG annual follow-ups. 

https://go.utleg.gov/2022-03_RPT.pdf
https://go.utleg.gov/2025-13_RPT.pdf
https://go.utleg.gov/2025-13_RPT.pdf
https://go.utleg.gov/2022-03_RPT.pdf
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Partially 
Implemented 

#2022-03 – 4.1 The Legislature, the Utah State Board of Education, local 
districts, and higher education should collaborate to establish a principal 
preparation pipeline. 

#2022-03 – 4.2 The Utah State Board of Education should provide 
suggestions to the Legislature to consider creating an independent state statute 
for school administrator evaluations. 

#2022-03 – 4.3 The Legislature should consider providing support for 
professional development and that this be included in a potential principal 
preparation pipeline. 

#2022-03 – 4.4 The Utah State Board of Education should formalize 
principal evaluation frameworks within a new principal evaluation law for 
districts to utilize. 

Not 
Implemented 

In Process 

Not 
Implemented 

#2022-03 – 4.5 The Utah State Board of Education and higher education 
institutions should study the viability of a tiered licensure program and longer 
mentorships for new principals. 

Not 
Implemented 

In Process 
#2024-06 – 1.8 The Legislative Audit Subcommittee should consider having 
the Office of the Legislative Auditor General conduct an audit of the merit-
award program’s effectiveness and implementation at the conclusion of the 
pilot program. 

#2024-06 – 1.7 After June 30, 2025, the Legislative Audit Subcommittee 
should consider having the Office of the Legislative Auditor General evaluate 
program adoption rates, including the potential impact of funding structure on 
participation. 

In Process 

#2021-04 – Chapter 2 Recommendation 1 The Utah State Board of 
Education should follow the mission and vision for public education 
formalized in Utah Code. 

Action Plan Recommendations 2024 Follow-up 
Status 

Implemented 

#2021-04 – Chapter 3 Recommendation 3 The Utah State Board of 
Education should incorporate all USBE section operations into its strategic 
plan. 

Implemented 

Monitoring Recommendations 2024 Follow-up 
Status 

#2021-04 – Chapter 3 Recommendation 2 The Utah State Board of 
Education should routinely collect, track, and report performance of internal 
operations, including those that relate to the fulfillment of their strategic 
plan.   

In Process 

Implemented 
#2021-04 – Chapter 5 Recommendation 1 The Utah State Board of 
Education should include external turnover rates in the State 
Superintendent’s Annual Report as part of the internal metrics to be 
developed. 

A Performance Audit of Teacher and Principal Performance Within Utah’s Public Education System (#2022-03) 
An Initial Review of Merit Awards For Teachers (#2024-06) 

 

A Performance Audit of the Utah State Board of Education’s Internal Governance (#2021-04) 

https://go.utleg.gov/2022-13_RPT.pdf
https://go.utleg.gov/2024-06_RPT.pdf
https://go.utleg.gov/2021-04_RPT.pdf
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3.2 Despite Improving Educational Pathways, Access to 
USHE Institutions Continues to Decline 

In Chapter 3 of our 2023 High-Risk List, we rated this risk area. 
This section focuses on providing updates to the main concerns we 
presented in that report. Following the QR code, more detailed 
information about the scope and background of this risk area can 
be found in our previous report.  

Each of the high-risk dimensions have the same 
“In Process” rating as in 2023, but there 

has been improvement. The Utah 
System of Higher Education (USHE) has addressed 

concerns related to credit transfer among 
institutions. And as Figure 3.2 shows, 

enrollment in USHE’s technical colleges has 
more than tripled since 2020. While more 
students have accessed options beyond 
traditional four-year degrees, additional 
work is needed to clarify pathways, help 
students access them, and support 

education and career planning. We believe that these pathways can help reduce 
risk as students break their paths into smaller tasks. The new First Credential 
Program is a major effort related to this. It encourages career readiness by 
identifying industry-recognized credentials and rewarding students who receive 
them with a scholarship they can use at USHE, or other accredited institutions. 

Figure 3.2 High School Graduating Class Enrollment at USHE Technical Colleges Has 
More than Tripled since 2020. 

 
Source: Auditor generated from USHE High School Feedback Reports. 

Click or Scan for 
the first High-Risk List 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: In Process

2023: In Process 2025: In Process

2023: In Process

Enrollment in technical colleges has improved.

The First Credential Program can help provide monitoring moving forward.

Capacity concerns are still being addressed.

A master plan for the First Credential Program is due in November 2025.

https://go.utleg.gov/2023-10_RPT.pdf
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Educational pathways should improve student access, completion, and career 
readiness. While enrollment in technical colleges and timely completion at USHE 
institutions have improved, the share of Utah high school graduates enrolling in 
a USHE institution is still decreasing. 

 

USHE has established a dashboard that shows the latest progress it has made on 
its strategic plan’s strategies and tactics. Additionally, USHE continues to track 
its completion and access goals. The First Credential Oversight Committee has 
been developing monitoring elements for the First Credential Program, which 
are part of the First Credential Master Plan. They are scheduled to release the 
plan shortly after the release of this High-Risk List. Utah Code requires 
monitoring of key pathway processes to ensure continuous improvement. 
Maintaining the master list of credentials, evaluated on criteria such as wage 
trajectory, industry demand, ROI, transferability, and employer validation is part 
of that process. 

 

In 2023, our capacity concerns included the awareness of pathways, potential 
increased enrollment, having clear pathways, and credit transfer among USHE 
institutions. As shown, it appears that awareness is improving. USHE has also 
improved credit transferability by adopting a credit-based system for all USHE 
institutions and streamlining general education. Lastly, the First Credential 
Program could help clarify pathways and identify enrollment needs. As the 
program is new, we will review it in future high-risk reports. 

 

USHE has strategies to improve access and completion in its own strategic plan. 
For pathways, USHE has helped develop the First Credential Master Plan. The 
First Credential Program replaced Utah’s PRIME program. The plan builds on 
the PRIME program to create a statewide framework that integrates First 

Progress
2023: In Process 2025: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: In Process

Action Plan
2025: In Process2023: In Process

https://airtable.com/app43gHpaY28GbA4Z/shrzH6ce4rBKSZKmI/tblkVe2DsRyYuMeQR/viwZWCb3nSuTH15Ot?blocks=hide
https://ushe.edu/attainment-dashboards/
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Credentials across K-12, higher education, and the workforce. The framework 
outlines five statutory pathways to earning a First Credential: CTE completion, 
youth apprenticeships, industry-recognized credentials, concurrent enrollment, 
and technical college certificates. 

The Office of the Commissioner and USBE Should Evaluate What 
Impact Their Efforts Have Had on Awareness of Educational Pathways 

The following Action Items should be considered to further address the 
educational pathways high-risk area. 

 

 

3.3 Continued Improvement of Data Collection and 
Management Can Help Alignment of Education Programs 

with Workforce Needs 
In Chapter 3 of our 2023 High-Risk List, we rated this workforce 
alignment risk area in education. This section provides updates to 
the main concerns we presented in that report. Following the QR 
code, more detailed information about the scope and background 
of this risk area can be found in our previous report. We also 
include information from A Performance Audit of the Utah System of 
Higher Education (#2024-22), where we reviewed the Utah System 
of Higher Education’s (USHE) workforce alignment efforts. 

The Commissioner’s Office of Higher Education and the Utah State Board of 
Education’s Career and Technical Education Office should assess the impact of 
their efforts to increase awareness of educational pathways. 

Action Item for Agency (Capacity) 

As the Office of the Commissioner of Higher Education (OCHE) completes tactics 
on its strategic plan related to educational pathways (such as access, the First 
Credential Program, and work-based learning), it should analyze whether they 
helped improve its access goal. If not, OCHE should adjust those tactics. 

Action Item for Agency (Monitoring) 

Click or Scan for 
the first High-Risk List 

https://go.utleg.gov/2024-22_RPT.pdf
https://go.utleg.gov/2023-10_RPT.pdf
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Workforce alignment helps address cost of living and 
affordability concerns. Students who participate in 
career and technical education (CTE) have shown 
improved employment and wage outcomes. Efforts 
to improve workforce alignment in Utah continue 
as each of the dimensions remains In Process. 
Such efforts include recent legislation related to 
the First Credential Program and Higher 
Education Strategic Reinvestment. 

We are encouraged that the number of USHE 
institutions that have reached their high-
yield, high-demand goal increased from 
three to eight since our last High-Risk List, as shown in Figure 3.3. However, 
USHE is still not on pace to meet its systemwide goal of 74.2 percent of graduates 
being in high-demand fields. 

 

  

Figure 3.3 Half of USHE Institutions Have Reached Their High-Yield, High-Demand 
Goal. This is up from three institutions that had met them in our 2023 High-Risk List. 

 
Source: Auditor generated from USHE Attainment Goal Dashboard. 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: In Process

2023: In Process 2025: In Process

2023: In Process

USHE is progressing toward its high-yield graduate goal.

USBE’s CTE program could develop a monitoring dashboard.

OCHE provided institutions with data to help inform their institutional strategic reinvestment plans.

USBE CTE and USHE released new strategic plans, but there is some work left to do.
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As discussed on the previous page, USHE is making progress toward its high-
yield graduate goal. USBE’s CTE program has now established a goal to have 50 
percent of high school graduates be pathway completers. We will report on that 
moving forward. 

 

USHE’s strategic plan and attainment goal dashboards provide transparent 
monitoring of their progress. A new dashboard also shows the impact of Talent 
Ready Utah. Although USBE lacks similar dashboards for CTE, we believe the 
new CTE strategic plan provides an opportunity to develop comparable 
monitoring. 

 

Recent changes target improving the alignment of USHE programs with industry 
demand. The Office of the Commission of Higher Education (OCHE) told us that 
they have provided USHE institution presidents with the information needed to 
expand, reduce, or discontinue programs. We are concerned that CTE faculty 
shortages and awareness about CTE, concerns we reported in 2023, continue to 
be challenges for USBE. Changes in House Bill 447 from the 2025 General Session 
could help. It allows individuals who do not have a license but who do have 
industry experience to work as an educator. Efforts to address capacity concerns 
need to be monitored, evaluated, and adjusted as needed. 

 

We recognize the progress USBE has made in creating its new CTE strategic plan. 
While it has long-term strategies and goals, we believe it can improve with the 
addition of short-term metrics. We were told that USBE is developing these. 
USHE also developed a new strategic plan since our last High-Risk List. It 
includes two new priorities related to workforce alignment: Financial Value and 
Economic Development. As we recommended in our 2024 USHE audit (#2024-

Progress
2023: In Process 2025: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: In Process

Action Plan
2025: In Process2023: In Process

https://airtable.com/app43gHpaY28GbA4Z/shrzH6ce4rBKSZKmI/tblkVe2DsRyYuMeQR/viwZWCb3nSuTH15Ot?blocks=hide
https://ushe.edu/attainment-dashboards/
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftalentready.ushe.edu%2F&data=05%7C02%7Capoulter%40le.utah.gov%7C6f6ad512fe774530f82f08ddaacad7a1%7Caa13953832ab4071953f2070ac88bcfe%7C0%7C0%7C638854510371509077%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=zw0tyeAfJxq7d0S6Xul2Cl9fz0%2FlocanKVGaf46DTxs%3D&reserved=0
https://go.utleg.gov/2024-22_RPT.pdf
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22), we also believe USHE needs to develop a long-term plan outlining the roles 
of its institutions. 

USBE Must Improve the Short-Term 
Metrics in Its CTE Strategic Plan 

A Performance Audit of the Utah System of Higher Education (#2024-22) provided 
recommendations to the Legislature, the Utah Board of Higher Education 
(UBHE), and OCHE to improve efficiency and workforce alignment within 
Utah’s system of higher education. We list the related recommendations below 
and provide brief updates. 

During our follow-up on Recommendations 2.1 and 2.2, OCHE explained to us 
that they, and UBHE, are working on a redesign of the system of higher 
education based on best practices. In this, they are prioritizing student 
experience and statewide value. 

 

 

 

#2024-22 – 2.1 The Utah Board of Higher Education and Office of the 
Commissioner of Higher Education should promote stronger system 
coordination by more clearly specifying institution roles and providing 
stronger oversight of those roles. 

Action Plan Recommendations 
2025 Follow-up 

Status 

In Process 

#2024-22 – 2.2 UBHE should create a long-term plan outlining the unique 
roles each degree-granting institution will fulfill over the next 20 years. In Process 

The Utah State Board of Education’s Career and Technical Education Office should 
develop short-term performance measures that show the impact of the strategies in 
its Strategic Plan. 

Action Item for Agency (Action Plan) 

The Utah State Board of Education’s Career and Technical Education Office should 
develop an annual work plan for its Strategic Plan. 

Action Item for Agency (Action Plan) 

https://go.utleg.gov/2024-22_RPT.pdf
https://olag.utleg.gov/olag-doc/2024-22_RPT.pdf
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OCHE Is Developing a Methodology to  
Calculate Program Level Return on Investment 

As reported in our follow-up, OCHE developed a new program outcomes 
dashboard to serve as an aid for the development of strategic reinvestment plans 
required under House Bill 265. They explained that the dashboard helps inform 
program-level return on investment. OCHE told us though that work is still 
underway to finalize a comprehensive methodology to determine institutional 
program ROI. They also work with the Department of Workforce Services (DWS) 
to receive workforce outcomes data that OCHE uses to update their workforce 
outcomes dashboard. USHE’s Talent Ready Utah often leverages DWS’s data to 
identify specific areas of workforce need. Their Workforce Priority Model is an 
example. They use this model to identify workforce gaps and put together 
strategies to close those gaps. 

 

 

#2024-22 – 1.1 The Office of the Commissioner of Higher Education 
(OCHE) should work with institutions to develop and oversee a uniform 
methodology to calculate program-level return on investment, including 
program costs and completion rates. 

Capacity Recommendations 2025 Follow-up 
Status 

In Process 

#2024-22 – 1.5 OCHE should work with the Department of Workforce 
Services to curate and coordinate use of regional and state workforce data to 
drive proper programmatic investment of taxpayer funds. 

In Process 

In Process 

#2024-22 – 2.4 The Utah Board of Higher Education should compile a 
report of unnecessarily duplicative programs across the system, programs 
with low student outcomes, and programs that no longer serve a market or 
systemwide need, then place this report on a President’s Council agenda for 
further discussion and coordination. 

In Process 
#2024-22 – 2.6 The Legislature should consider the policy question of 
whether it is desirable to provide performance funding at the system level, to 
incentivize a more coordinated system. 

Local Education Agencies should adopt strategies to address retention and 
recruitment concerns for CTE positions, based on data from the CTE Office’s 
regional needs data dashboard 

Action Item for Agency (Capacity) 

https://ushe.edu/ushe-graduates-workforce-outcomes/
https://ushe.edu/ushe-graduates-workforce-outcomes/


 

 

Office of the Legislative Auditor General 45 

OCHE Has Provided Additional Workforce Data Which 
Should Continue to Be Used to Make Data-Based Decisions 
for Which Programs to Expand, Reduce, or Discontinue 

OCHE and UBHE continue to implement the following recommendations. They 
provided data to institutions to help inform institutional strategic reinvestment 
plans. Additionally, for Recommendation 1.3, USHE has continued to prioritize 
Direct Admissions, Accelerated Bachelor Degrees, and reinvestment into 
programs that are responsive to industry needs and provide students with strong 
employment and wage outcomes. 

 

  

#2024-22 – 1.2 OCHE and institution presidents should use program costs, 
enrollments, completion rates, employment outcomes, and workforce 
demand to determine if programs should be expanded, reduced, or 
discontinued. 

Monitoring Recommendations 
2025 Follow-up 

Status 

In Process 

#2024-22 – 1.3 OCHE should improve their decision making by working 
with institutions to identify why students choose to attend private non-
traditional institutions and why institutions are losing market share for some 
programs. 

In Process 

In Process 
#2024-22 – 1.4 The Legislature should consider the costs and benefits of 
providing targeted funding to areas of high workforce need and consider 
holding institutions more accountable for the funding they provide to these 
areas of high workforce need. 

#2024-22 – 2.3 UBHE should utilize their audit resources to perform 
systemwide accountability reviews, ensuring institutions act within their 
long-term roles, and identifying further system efficiencies including areas 
where better data systems are needed. 

In Process 

#2024-22 – 2.5 The Legislature should consider requiring UBHE to 
perform ongoing review of programs, administration, and other operational 
efficiencies within the Utah System of Higher Education. 

Partially 
Implemented 

The Utah State Board of Education’s Career and Technical Education Office should 
develop a method to track progress toward implementing its Strategic Plan, 
including measurable metrics and baselines. 

Action Item for Agency (Monitoring) 
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Area 4 
Insufficient Behavioral Health Treatment 

Capacity Needs to be Addressed 
Why Area Is High Risk 

As we reported in our 2023 high-risk list, Utah’s behavioral health system 
remains fragmented across various systems. In recent behavioral health audits, 
we found that there is no true centralized authority, despite the recent addition 
of the Utah Behavioral Health Commission. Because of this, 
the current governance structure is limited in its ability to 
coordinate and hold the many entities overseeing the 
behavioral health system accountable. The fragmented system 
and data sharing challenges may contribute to diminished 
health outcomes.  

Utah saw nearly 700 individuals die from suicide in 2023—it is the second 
leading cause of death for Utahns ages 10 to 44. Additionally, Utah’s suicide 
rates continue to be well above the national average, as shown in Figure 4.2. 
Suicide deaths, however, are only part of the problem. More people are 
hospitalized or treated for a suicide attempt than are fatally injured. 

Unfortunately, Utah’s behavioral health workforce 
cannot keep up with treatment needs. About 50 
percent of Utah adults12 and 48 percent of Utah 
youth13 with a mental illness did not receive 
treatment, which is similar to what we reported in 
2023. Furthermore, in 2022-2023, 71 percent of Utah 
adults who needed substance use treatment did not 

receive it. Workforce shortages are concerning as a delay in treatment can lead to 
increased mortality and morbidity. In fact, more people died from drug overdose 
in 2023 than ever before. 

 
12 For adults, this measure is for adults with any mental illness who did not receive treatment. 
Maddy Reinert, Danielle Fritze, and Theresa Nguyen. “The State of Mental Health in America 
2023,” Mental Health America. October 2022. 
13 For youth, this measure is youth with a major depressive episode who did not receive mental 
health services. 
Maddy Reinert, Danielle Fritze, and Theresa Nguyen. “The State of Mental Health in America 
2024,” Mental Health America. July 2024. 

About 50 percent 
of Utah Adults and 
48 percent of Utah 
youth with a 
mental illness do 
not receive 
treatment. 

Suicide is the 
second leading 
cause of death for 
Utahns ages 10-
44. 
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This High-Risk Follow-up Combines Two Behavioral Health Areas from 2023. 
Mental Health and Substance Use were separate areas in our 2023 high-risk list, 
but we have now combined them into a single area under Behavioral Health. 
Sub-area 4.2 now reports on both suicide rates and drug overdoses. We 
combined the areas primarily because of what we have learned from conducting 
several audits of Utah’s behavioral health system since 2023. We incorporated 
our findings from the following audits into this high-risk area. 

Report #2024-1414 (Governance Audit) Report #2025-0515 (Workforce Audit) 

Report #2025-1416 (All-Payers Claims 
Database or APCD Audit) 

Report #2025-1717 (Funding Audit) 

Our office will also release more behavioral health audits which will be 
incorporated into the high-risk list in the future. As such, we may add to the 
following sub-areas moving forward. 

4.1 Insufficient Access to Mental Health Services Amid Rising 
Mental Health Needs Is Concerning 

While we rated this risk area in 2023, our update incorporates findings from our 
2025 Workforce Audit and the All-Payers Claims Database (APCD) Audit.  
Recommendations from those audits address gaps in Utah’s behavioral health 
workforce data and encourage a more effective use of it. 

As the beehive graphic shows, there has been no change in the high-risk 
dimensions since 2023, but we will discuss current efforts 

to move the dimensions forward. While more people 
have accessed state behavioral health services, 

shown in Figure 4.1 on the next page, the 
prevalence of mental illness also increased. 

  

 
14 A Performance Audit of Utah’s Behavioral Health System (Report #2024-14) 
15 A Performance Audit of Utah’s Behavioral Health Workforce (Report #2025-05) 
16 A Performance Audit of the All-Payers Claims Database (Report #2025-14) 
17 A Performance Audit of the Funding of Utah’s Behavioral Health System (Report #2025-17) 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: Not Met

2025: In Process2023: In Process

2023: Not Met 2025: Not Met

2023: Not Met

Unmet behavioral health needs remain about the same.

Broader efforts to analyze Utah’s behavioral health workforce are needed.

The sate must improve collection of state-specific data.

The state should develop a strategic plan for behavioral health workforce efforts.

https://olag.utleg.gov/olag-doc/2024-14_RPT.pdf
https://olag.utleg.gov/olag-doc/2025-05_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/2025-14/d4e29a35-4db0-430c-9232-a2ec5f777831/2025-14_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/1a6ba65a-e65a-4df5-8deb-5a1feaac12ec/2025-17_RPT.pdf
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State services, however, are only part of the picture; our 2025 Workforce Audit 
found that “Currently, the state’s demand for behavioral health services outpaces 
the limited number of providers.”18 This unfortunate shortage contributes to the 
many Utahns who need behavioral health treatment and do not receive it. The 
state should look for ways to build a resilient and sustainable behavioral health 
workforce. This includes improving the state’s behavioral health workforce data 
and using quantifiable measures to see if efforts to address workforce shortages 
are effective. We recognize that workforce quality, access, and insurance 
acceptance are also important factors in addressing the state’s behavioral health 
challenges. 

  

 
18 A Performance Audit of Utah’s Behavioral Health Workforce (#2025-05), page 1. 

Figure 4.1 While Access to State Behavioral Health Services Has Increased, the 
Prevalence of Mental Health Concerns Has Also Increased.* Thus, progress in this area 
remains not met.   

 
Source: Auditor generated from Department of Health and Human Services and National Survey on Drug 
Use and Health data. 
*Even year data for youth treatment needs is not available as it is only gathered every other year. 2020 
and 2021 data for adults mental illness prevalence is not available due to the pandemic. 

https://olag.utleg.gov/olag-doc/2025-05_RPT.pdf
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Figure 4.1 shows that more individuals have started to access state services. 
Utah, however, still has a large behavioral health workforce gap. Additionally, 
the percentage of youth and adults who need behavioral health treatment but do 
not receive it has stayed about the same. Thus, this area remains Not Met. 

 

The Health Workforce Information Center can be the state’s central repository 
and analysis hub for behavioral health workforce data. Unfortunately, we found 
in our APCD Audit that they have been denied access to APCD,19 an important 
piece for tracking the workforce. Improving the ability to track the workforce can 
inform efforts to improve access to treatments for those who need them. 

 

As we have stated, workforce gaps are still a concern. The Office of Professional 
Licensure Review in the Department of Commerce reported that Utah needs 
about 8,000 more providers to meet the needs of Utah residents. A large reliance 
on qualitative information and national estimates to shape behavioral health 
workforce policy, even for public sector providers, prevents the state from 
accurately assessing needs, addressing hiring barriers, and allocating resources 
effectively. Thus, improved data collection is important. DHHS launched a new 
behavioral health internship program for critical areas within DHHS to address 
workforce challenges. The state also created the behavioral health technician 
certification to help alleviate the overburdened system. 

 

 
19 The All-Payers Claims Database is a comprehensive health care data source that collects claims 
from various payers, including commercial insurers, Medicaid, and third-party administrators. It 
has the capacity to track physical and behavioral health metrics over time, which could support 
health policy decisions and interventions. 

Progress
2023: Not Met 2025: Not Met

Monitoring
2023: In Process 2025: In Process

Capacity
2025: Not Met2023: Not Met

Action Plan
2025: In Process2023: In Process
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The behavioral health workforce should improve its strategic planning. Our 
Workforce Audit recognized that various entities, including ones that the 
Legislature created, have spent several years studying and offering solutions to 
improve the workforce. A barrier to these efforts has been that the solutions were 
not always aligned with the recommendations or assigned to a specific entity. 
We recommend the creation of a behavioral health workforce strategic plan. 

 
 

Data Sharing Should Improve to Facilitate Better  
Tracking of the Behavioral Health Workforce 

Behavioral health stakeholders can use the APCD to identify where Utahns need 
more behavioral health services and recommend where more capacity should be 
built. The Health Workforce Information Center should receive adequate access 
to behavioral health workforce data to facilitate this. Shown in Recommendation 
2.1, Legislature should also consider options to allow more data sharing within 
the Department of Health and Human Services (DHHS). DHHS concurred with 
this recommendation and committed to work with lawmakers in the 2026 
General Session to find solutions for maintaining data privacy while better 
utilizing the data. The state should also address inaccuracies in its commercial 
insurance directory and the Office of Substance Use and Mental Health 
(OSUMH) should improve the certification process for the peer support specialist 
workforce. 

 

Next Expected 
Annual Follow-

up 
#2025-05 – 1.5 The Health Workforce Advisory Council, with input from 
the Behavioral Health Commission, should develop a strategic plan for 
behavioral health workforce efforts and determine the effectiveness of these 
measures. 

Action Plan Recommendations 

April 2026 

Next Expected 
Annual Follow-

up 

#2025-05 – 1.1 The Department of Health and Human Services should 
ensure the Health Workforce Information Center has adequate access to 
behavioral health workforce data sources for workforce evaluation. 

Capacity Recommendations 

April 2026 

April 2026 
#2025-05 – 1.3 The Health Workforce Advisory Council and the Utah 
Substance Use and Mental Health Advisory Committee should evaluate their 
legislative review processes for the behavioral health workforce and eliminate 
any duplicative efforts. 

A Performance Audit of Utah’s Behavioral Health Workforce (#2025-05) 

A Performance Audit of Utah’s Behavioral Health Workforce (#2025-05) 

 

https://olag.utleg.gov/olag-doc/2025-05_RPT.pdf
https://olag.utleg.gov/olag-doc/2025-05_RPT.pdf
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Lack of Quantitative Data Limits Stakeholders’  
Ability to Make Informed Workforce Decisions 

Increased efforts should go toward evaluating all behavioral health providers in 
the workforce. Local authorities should work with DHHS to provide more 
information related to their behavioral health workforce needs. Also, the Health 
Workforce Information Center can more fully analyze the workforce and should 
consider using additional data models in its analysis.

 

#2025-05 – 1.4 The Legislature should consider formalizing the reporting 
structure between the Behavioral Health Commission and the Health 
Workforce Advisory Council on behavioral health workforce analysis and 
policy related recommendations. 

April 2026 

#2025-05 – 2.4 The Office of Substance Use and Mental Health should 
improve the certification process for the peer support specialist workforce. April 2026 

#2025-05 – 2.5 The Department of Health and Human Services’s Office 
of Background Processing should evaluate and improve current background 
check processes for better efficiency and clarity. 

#2025-05 – 4.1 The Legislature should consider updating Utah Code for 
online provider directories, including accuracy requirements and the role of 
state oversight. 

#2025-14 – 2.1 The Legislature should consider policy options allowing 
for more data sharing within the Department of Health and Human 
Services for public health cases. 

April 2026 

April 2026 

August 2026 

Next Expected 
Annual Follow-

up 
#2025-05 – 1.2 The Health Workforce Information Center should evaluate 
all behavioral health providers in its analysis of the behavioral health 
workforce. 

Monitoring Recommendations 

April 2026 

#2025-05 – 2.1 The Office of Substance Use and Mental Health should 
require local authorities to indicate if service deficiencies are related to 
workforce challenges as part of their annual audit process.  

April 2026 

April 2026 
#2025-05 - 2.2 The Health Workforce Information Center should consider 
additional data collection models to ensure its analysis captures the entirety 
of the behavioral health workforce. 

A Performance Audit of Utah’s Behavioral Health Workforce (#2025-05) 
A Performance Audit of the All-Payers Claims Database (#2025-14) 

A Performance Audit of Utah’s Behavioral Health Workforce (#2025-05) 

https://olag.utleg.gov/olag-doc/2025-05_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/2025-14/d4e29a35-4db0-430c-9232-a2ec5f777831/2025-14_RPT.pdf
https://olag.utleg.gov/olag-doc/2025-05_RPT.pdf
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Following up from our 2023 high-risk list, the Office of Substance Use and 
Mental Health (OSUMH) has developed targets for metrics they did not have 
targets for previously. These are shown in their Results Based Accountability 
(RBA) Plan. Targets for several other metrics are still under development, which 
they should finalize. OSUMH has several tactics related to paraprofessionals in 
its RBA plan. These tactics include monitoring the quality of paraprofessional 
training, increasing training, and developing procedures and guidelines for 
appropriate supervision of paraprofessionals. As shown in Recommendation 2.3, 
OSUMH should also ensure accurate tracking of paraprofessionals to determine 
if RBA tactics have been achieved.

 

 

  

#2025-05 – 4.2 The Utah Behavioral Health Commission should analyze 
the options presented to monitor and improve the adequacy and accuracy of 
commercial health plan networks, with input from the Utah Insurance 
Department, and provide this analysis to the Legislature. 

#2025-05 – 4.3 The Legislature should consider the results of the Utah 
Behavioral Health Commission’s analysis from Recommendation 4.2 and 
make a policy decision on implementation. 

April 2026 

#2025-05 – 2.3 The Office of Substance Use and Mental Health should 
ensure accurate tracking of paraprofessionals and trainings to determine if 
RBA tactics have been achieved. 

April 2026 

April 2026 

A Performance Audit of Utah’s Behavioral Health Workforce (#2025-05) 

https://olag.utleg.gov/olag-doc/2025-05_RPT.pdf
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4.2 Insufficient Accountability and Coordination Hinder 
Statewide Efforts to Improve Behavioral Health Outcomes 

While we rated this risk area in 2023, our update incorporates findings from our 
Governance, APCD, and Funding Audits. The audits gave recommendations to 
improve the behavioral health system’s governance and better utilize behavioral 
health data. Improved governance should help provide more accountability to 
the system and better data utilization can help policymakers and stakeholders 
navigate the complexities of behavioral health and make more informed choices. 

One of our primary concerns is the continued 
fragmentation of Utah’s behavioral health system 

and the absence of a central governance 
structure to ensure coordination and 

accountability. This fragmentation impedes 
service access and limits the efficient and 
effective use of public resources.  
Although the creation of the Utah 
Behavioral Health Commission 
(Commission) represents progress, its 
current structure does not provide the 

overarching authority needed to align statewide efforts. A deep understanding 
of the state’s behavioral health system is required for effective public governance 
and financial stewardship. Once a true central authority is created, it should 
work to grasp the full scope of the system, which is an important component in 
identifying gaps, improving coordination, and ensuring resources are aligned 
with actual needs. As noted in our Workforce Audit, delays in treatment can lead 
to increased morbidity and mortality.  

Figure 4.2 Utah’s suicide rates remain well above national averages and have not 
significantly improved since our 2023 high-risk list.* As shown in our 2023 high-risk 
list, this is an important metric in demonstrating progress. 

 
Source: Auditor generated from Utah’s Public Health Indicator Based Information System (IBIS). 
*U.S. data for 2023 is not yet available. 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: Met

2023: In Process

2023: In Process

Suicide and drug overdose rates have increased.

OSUMH can improve its oversight and accountability of the local authorities.

Ineffective use of the All-Payers Claims Database limits its ability to inform policy.

More action is needed to establish a central authority for Utah’s behavioral health system.
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Figure 4.2 shows that suicide rates for both males and females have not 
significantly improved since our 2023 high-risk list. More people died from a 
drug overdose in 2023 than ever before. While overdose deaths from prescription 
opioids and heroin have decreased, there has been a sharp increase in fentanyl 
deaths, similar to our findings in 2023. Utah’s drug death rate does compare 
favorably to the U.S.’s rate. Since being about the same in 2019, the U.S. rate has 
spiked while Utah’s has stayed relatively consistent. 

 

In the 2023 report, we focused on the Office of Substance Use and Mental 
Health’s (OSUMH) monitoring efforts. OSUMH’s monitoring through its RBA 
plan and data portal continues. Submission from rural counties can still improve 
and while OSUMH has worked to improve its oversight of local authorities, 
work on those recommendations remains In Process. According to the 
Commission’s recently established master plan, they will also provide some 
monitoring. They are still developing tactics in their plan but say they will 
regularly assess its objectives and tactics.  

 

There is still a reported need to expand the behavioral health workforce and 
crisis services. However, we are concerned that workforce discussions and needs 
were mainly based on national estimates and surveys. Additionally, we found in 
our Funding Audit that a deeper understanding of the behavioral health system 
is required and the final central authority for the system should work to grasp a 
full scope of the system. The Workforce and APCD Audits also both identified 
data sharing issues and ineffective use of Utah’s behavioral health data as 
limitations. Those limitations impede the improvement of Utah’s system and 
may result in diminished public health outcomes. 

 

Progress
2023: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: In Process

Action Plan
2025: In Process2023: Met

https://sumh.utah.gov/data-portal-home/
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Despite multiple entities identifying issues and offering recommendations for 
how they should be fixed, no one entity was made responsible for implementing 
recommendations related to Utah’s behavioral health system. Utah needs both an 
operational strategic plan with actionable steps and a central oversight body to 
set a clear direction for behavioral health entities to follow. The newly formed 
Commission released an update to Utah's Behavioral Health Master Plan, but the 
Commission lacks the authority to implement the plan’s recommendations. Our 
Governance Audit provides various options to address this concern. Another 
planning concern we identified is that there is no clear vision for how to use the 
APCD to drive meaningful policy change. This is important as the APCD can 
help policymakers and other stakeholders make more informed decisions. 

More Action Is Needed to Establish a Central 
Authority for Utah’s Behavioral Health System 

As noted, Utah lacks a central authority over its behavioral health system. A 
Performance Audit of Utah’s Behavioral Health System provided several 
recommendations to address that, which are outlined below. They include the 
need to consider how much authority to give the entity, developing an actionable 
statewide behavioral health plan, and reducing silos. A plan must also be 
developed for more effectively using Utah’s APCD. More effectively using the 
APCD can provide actionable behavioral health insights and help inform 
decisions about how to allocate resources.

 

#2024-14 – 2.2 The Utah Behavioral Health Assessment & Master Plan 
should be developed into an actionable statewide strategic plan including 
best practice elements. 

#2024-14 – 1.1 The Legislature should consider the options presented to 
consolidate and provide oversight for the behavioral health system. 

Action Plan Recommendations 
2025 Follow-up 

Status 

In Process 

#2024-14 – 1.2 If the Legislature decides to create a central oversight body 
over the behavioral health system, it should consider amending statute to 
specify which entity has decision making authority, and how much power 
that entity has over other state entities providing behavioral healthcare. 

In Process 

In Process #2024-14 – 1.3 If the Legislature creates a central authority, that central 
authority should prioritize a plan to reduce silos. 

#2024-14 – 2.1 Depending on the chosen governance structure, the 
Legislature should consider assigning formal ownership and implementation of the 
Utah Behavioral Health Assessment & Master Plan to a designated central authority. 

In Process 

In Process 

A Performance Audit of Utah’s Behavioral Health System (#2024-14) 

https://olag.utleg.gov/olag-doc/2024-14_RPT.pdf
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Data Sharing Challenges Hinder the Effective Use of APCD 

Along with lacking a clear vision, we found that the APCD has not informed 
policy due to limitations in staff capacity and data sharing challenges. The 
following recommendations address those challenges, increasing APCD’s 
potential to inform policy decisions and improve decision making. 

 

#2024-14 – 2.3 After creating a complete strategic plan, the central 
authority should prioritize the many areas for improvement into the most 
foundational goals. 

Implemented 

#2025-14 – 3.1 The Department of Health and Human Services should 
ensure the Healthcare Statistics program follows the guidance of Governor’s 
Office of Planning and Budgeting’s Guide to Strategic Planning to create and 
implement a strategic plan for the All-Payers Claims Database. 

Expected 
Follow-up 

August 2026 

#2025-14 – 3.2 The Department of Health and Human Services should 
ensure that the Health Data Plan includes a clear vision for the role of the 
Healthcare Statistics program in processing and analyzing data to inform 
decisions and support behavioral health. 

Expected 
Follow-up 

August 2026 

#2025-14 – 3.4 The Legislature should consider establishing a defined 
purpose for the All-Payers Claims Database in state statute. 

Expected 
Follow-up 

August 2026 

#2025-14 – 2.2 The Department of Health and Human Services should 
explore the potential for creating an expedited review process for internal 
data requests. 

Capacity Recommendations 
Next Expected 

Annual Follow-
up 

August 2026 

#2025-14 – 2.3 The Legislature should consider balancing the need for 
more robust behavioral health metrics with data privacy principles. August 2026 

August 2026 
#2025-14 – 2.4 If the Legislature desires more robust behavioral health 
metrics, it should consider which entity should be charged with connecting, 
protecting, and analyzing inter-agency data. 

#2025-14 – 3.5 The Department of Health and Human Services should 
ensure that the Healthcare Statistics program explores renegotiating vendor 
contracts to invest more resources in Healthcare Statistics staff. 

#2025-14 – 3.6 The Legislature should decide whether to require that the 
Healthcare Statistics program prioritize improving operational revenue 
through data user fees. 

August 2026 

August 2026 

A Performance Audit of Utah’s Behavioral Health System (#2024-14) 
A Performance Audit of the All-Payers Claims Database (#2025-14) 

 

A Performance Audit of the All-Payers Claims Database (#2025-14) 

 

https://olag.utleg.gov/olag-doc/2024-14_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/2025-14/d4e29a35-4db0-430c-9232-a2ec5f777831/2025-14_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/2025-14/d4e29a35-4db0-430c-9232-a2ec5f777831/2025-14_RPT.pdf
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OSUMH Should Continue to Improve Its Oversight  
and Accountability Over Local Authorities 

 As we discussed previously, OSUMH’s has worked to improve its oversight of 
the local authorities based on our recommendations in the Governance Audit; 
however, the recommendations remain In Process. OSUMH reviews the quality 
and frequency of local authorities’ services but has permitted deficiencies to 
persist for years. Our recommendations are intended to help OSUMH improve 
its monitoring of the local authorities by increasing accountability. APCD can 
also improve with the adoption and implementation of performance metrics. 

 

  

#2025-14 – 3.7 The Department of Health and Human Services should 
redefine Healthcare Statistics’ staff roles and responsibilities to better align 
with the program’s redefined vision. 

August 2026 

#2025-14 – 3.8 The Department of Health and Human Services should 
determine whether monthly submissions of claims data to Healthcare 
Statistics are necessary. 

August 2026 

#2025-14 – 3.9 The Department of Health and Human Services should 
work with Healthcare Statistics staff to automate all possible data submission 
and delivery processes. 

August 2026 

#2025-14 – 3.10 The Department of Health and Human Services should 
update the ACPD data dictionary to include better descriptions of data 
variables, how to interpret data values, and their limitations. 

August 2026 

A Performance Audit of the All-Payers Claims Database (#2025-14) 

 

A Performance Audit of Utah’s Behavioral Health System (#2024-14) 
A Performance Audit of the All-Payers Claims Database (#2025-14) 

 

#2024-14 – 3.1 The Office of Substance Use and Mental Health (OSUMH) 
should establish a system of accountability, including consistently enforcing 
the monitoring and audit requirements of Utah Code. 

Monitoring Recommendations 2025 Follow-up 
Status 

In Process 

#2024-14 – 3.2 OSUMH should engage with local authorities to directly 
address issues associated with noncompliance. 

In Process 

In Process 
#2024-14 – 3.3 OSUMH should develop and implement standards for 
corrective action plans resulting from yearly audit findings, including a root 
cause analysis and guidelines for follow up. 

#2024-14 – 3.4 OSUMH should establish enforcement mechanisms to 
address multi-year findings. 

#2025-14 – 3.3 The Department of Health and Human Services should 
ensure that the Healthcare Statistics program adopt and implement 
performance metrics that include revenue, customer retention and growth, 
data quality, and public engagement. 

In Process 

Expected 
Follow-up 

August 2026 

https://pf.utleg.gov/olag/reports/audits/2025/2025-14/d4e29a35-4db0-430c-9232-a2ec5f777831/2025-14_RPT.pdf
https://olag.utleg.gov/olag-doc/2024-14_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/2025-14/d4e29a35-4db0-430c-9232-a2ec5f777831/2025-14_RPT.pdf
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Area 5 
Effective Transportation in Utah Relies on 
Strategic Land Use and Funding Decisions 

Why Area Is High Risk 
Although transportation is a new addition to the High-Risk List for 2025, 
effective transportation has always been foundational to maintaining Utah’s 
strong economy and high quality of life. This is because congestion and lack of 

mobility negatively impact business and personal 
lives by increasing costs, limiting people’s access to 
opportunities, and reducing the desirability of 
investing and living in Utah. Transportation 
researchers estimated that road congestion in Utah’s 

urban areas20 cost the state $1.65 billion in 2022 alone.21 Projecting their historic 
trends into the future, congestion could cost Utah $61 billion between 2026 and 
2050.  

Population growth presents the biggest challenge to Utah’s transportation 
system, as it increases the need for additional infrastructure and places further 
strain on existing infrastructure. Utah’s growth will largely happen in the greater 
Wasatch Front, where about 80 percent of the state’s population lives. 
Geographically, the Wasatch Front consists of valleys 
constrained by mountains and lakes, which heighten the 
challenges of growth. State transportation leaders emphasize 
the Wasatch Front’s limited capacity to exclusively focus on 
extending road capacity to maintain mobility. While a safe 
and reliable road network is critical to keep Utahns moving, 
adjusting land use planning decisions to improve access to 
transit and active transportation options will also be critical. 
Utah’s federal leaders recently reintroduced legislation to 
support this.22 

 
20 Salt Lake City-West Valley City, Provo-Orem, St. George, Ogden-Layton, and Logan 
21 Dollar value is based on additional personal and commercial time spent commuting and 
wasted fuel. 
22 The bill titled, “Build More Housing Near Transit Act of 2025,” H.R. 4576, incentivizes the 
development of more housing near transit stations by tying the competition for federal transit 
funding to state and local housing plans along transit corridors. 

Congestion could 
cost Utah $61 
billion between 
2026 and 2050. 

Utah’s 
transportation 
leaders indicated 
that road capacity 
expansion is 
limited, and that 
the population will 
soon overreach 
capacity. 
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Funding transportation infrastructure presents an 
additional challenge. Utah’s state transportation plan, 
known as Utah’s Unified Transportation Plan (the 
Plan), identified a $40 billion shortfall in funding for 
“needed” projects between 2023 and 2050. For 
instance, existing transportation revenue sources, 

such as the motor fuel tax, may need replacement due to increased electric 
vehicle use. Utah needs to consider new strategies to provide funding for its 
transportation needs to maintain its strong economy and high quality of life. 

5.1 Strategic Land Development Is Needed to Maintain an 
Effective Transportation System 

As identified in our Performance Audit of the 
Utah Transit Authority (#2024-04), one of the 
biggest challenges in transit planning is its 
strong connection to land use. Specifically, 
there is an opportunity to facilitate 
development in urban centers and transit-
hubs so that transit and active 
transportation are viable options for more 
Utah residents. Utah’s transportation 
leaders agree that the feasibility of 
increasing road capacity is limited. As such, 
strategic land use will be a required tool in 
Utah’s transportation toolbox. 

UDOT modeling shows how full implementation of Utah’s Unified 
Transportation Plan along the Wasatch Front improves people’s access to their 
needs. Because the Plan invests in multiple transportation modes and links 
transportation options to various land uses, it shows that both of those tools are 
effective in addressing transportation challenges. An example of this from 
Northern Utah County is shown in Figure 5.1. The model focused on access to 
jobs, which is a proxy for people accessing their general needs. As the figure 
shows, access to jobs is projected to increase through full implementation of the 
Plan in Northern Utah County. Traffic congestion in some areas is projected to 
improve; however, it would not be eliminated.  

Utah has a $40 
billion shortfall in 
funding for 
“needed” projects 
between 2023 and 
2050. 

Progress

Monitoring

Capacity

Action Plan

2023: Not on the List 2025: Met

2025: In Process

2025: Met2023: Not on the List

2023: Not on the List 2025: In Process

2023: Not on the List

More can be done to provide transportation choices.

Utah’s transportation authorities closely monitor progress towards transportation goals.

Implementation of strategic land use planning relies on municipalities.

Utah’s transportation authorities have comprehensive long range plans.

https://go.utleg.gov/2024-04_RPT.pdf
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Figure 5.1 Implementation of Utah’s Unified Transportation Plan Will Improve 
People’s Access to Their Needs. This suggests that both transportation infrastructure and 
transit-oriented land use are important for improving quality of life. 

 
Source: Utah Department of Transportation. 

The importance of this high-risk area is compounded by its intersection with two 
other high-risk areas: affordable housing and revenue diversification. We touch 
on this overlap in the Capacity section below. Those risks are also further 
explained in Area 7, Affordable Housing, and Area 10, Revenue Diversification. 

Action Plan – Met: 
Utah’s Transportation Authorities Have Robust and 
Comprehensive Long Range Transportation Plans 

Federal law requires state agencies, in coordination with metropolitan planning 
organizations (MPOs), to develop a long-range transportation plan for Utah 
every four years. Per Utah Code23, UDOT has general responsibility to plan state 
transportation systems. UDOT collaborates with Utah’s transportation partners 
to collectively develop Utah’s Unified Transportation Plan as part of this process. 
The Plan includes a list of needed transportation projects that are influenced by 
UDOT’s statewide transportation vision: good health, strong economy, better 
mobility, and connected communities. Utah’s Transportation Commission is then 
responsible for prioritizing UDOT funding sources for projects.  

 
23 Utah Code 72-1-201 (1)(a) 

Full
Implementation
of Unified Plan

Implementation
of Currently

Funded Projects
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UDOT collaborated with Utah Transit Authority (UTA) and 
Utah’s four MPO’s—Wasatch Front Regional Council (WFRC), 
Cache MPO, Dixie MPO, and Mountainland Association of 
Governments (MAG)—in the development of Utah’s Unified 
Transportation Plan. Each of these entities has their own long-
range plan which feeds the Utah Unified Transportation Plan. 
Finally, the Wasatch Choice Vision24 was developed by WFRC, 
MAG, UDOT, UTA, and several other partners. It coordinated 
with local governments to develop a collective vision of land 
use development and has been a shared blueprint for growth 
in the Wasatch Front for more than a decade. Most 
importantly, plans agree that Utah’s transportation challenges 
are rooted in managing growth and securing adequate funding.  

Utah’s transportation plans identify issues and prescribe possible solutions. As 
such, we rate Utah’s Transportation Action Plan status as Met. However, as one 
transportation leader clarified, “the risk is that we don’t implement the plans.” 
Utah’s capacity to implement these plans relies on funding availability and 
allocation, as well as local government land use and funding decisions. 
Additionally, introducing new funding strategies and maintaining the 
purchasing power of existing funding streams is critical to addressing Utah’s 
long-term transportation needs. 

Capacity – In Process: 
Implementation of Strategic Land Use 
Planning Relies on Municipalities 

Although UDOT and UTA execute aspects of Utah’s transportation plans, critical 
elements related to land use planning are executed by 
local governments. Utah Code25 grants municipalities 
and counties broad authority to enact ordinances, 
resolutions, rules and other forms of land use controls 
for the use and development of land. Local 
governments are therefore responsible for adopting 
and implementing zoning rules and ordinances that 
support development strategies outlined in Utah’s 
transportation plans. 

 
24 Also previously known as Wasatch Choice 2040 and Wasatch Choice 2050. 
25 Utah Code 10-9a-102(2) and 17-27a-102(1)(b) 

Utah has a 
collective vision 
for transportation 
that is embraced in 
Utah’s Unified 
Transportation 
Plan. 
 
 
However, the risk 
is that we don’t 
implement the 
plan.  

Local governments 
are responsible for 
implementing and 
adopting zoning 
rules and 
ordinances that 
support 
development 
strategies outlined 
in Utah’s 
transportation 
plans. 
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As described in our Performance Audit of Utah Housing Policy (#2023-16), if a city 
and its leadership want to accommodate growth, they can use these statutory 
powers to balance the need for housing with important factors such as traffic, 
infrastructure, and projected tax revenues. 

Unfortunately, it is difficult to make comprehensive statements about Utah cities 
and counties because of the different approaches they take toward land use 
management.  

Diving deeper into the challenges local governments face when implementing 
strategies from the transportation plans is beyond the scope of the High-Risk 
List. However, transportation leaders identified several common barriers: 

• Public concerns about impacts from growth. 

• Some developers prefer development in greenfields because of simplicity 
and lower upfront costs. 26  

• Many local governments do not have the time or 
resources to update their rules to proactively facilitate 
strategic land use. 

Therefore, capacity concerns in this risk dimension that are 
related to managing growth can be addressed by better 
communicating opportunities to support cities to improve 
their local planning and create incentive structures that move 
development pressure away from greenfields, and into transit-
oriented town centers.  Presently, MAG and WFRC both 
support local governments to improve their land use planning 
in accordance with the State’s transportation goals. We believe recommendations 

 
26 Although greenfield development may be more economical to the developer, the state is faced 
with an additional burden to accommodate the inefficient transportation and infrastructure 
development. 

“However, if a city’s residents and leaders oppose housing growth, or if they want 
only single-family detached homes—a recipe for trouble as Utah continues to 
grow—the city’s elected leaders can use their statutory powers to stifle housing 
construction, essentially pushing the problem to its neighboring governments. 

OLAG: A Performance Audit of Utah Housing Policy: 

Capacity concerns 
can be addressed 
by providing better 
resources to cities 
to create incentive 
structures that 
move development 
pressure away 
from greenfields, 
and into transit-
oriented town 
centers. 

https://go.utleg.gov/2023-16_RPT.pdf
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made in our Performance Audit of the Utah Transit Authority (#2024-04) also help 
address these concerns. 

 

In Addition to Land Use Planning, Funding 
Capacity for New Construction and Repair of Aging 
Infrastructure Will Also Be a Challenge. Utah’s 
Unified Transportation Plan anticipates that $153 
billion will be necessary to meet all the state’s 
transportation needs through 2050, but it projects a 
$40 billion shortfall in meeting this target.27 The Plan 

expects to generate $113 billion to meet its fiscally constrained needs, but even 
that is dependent on generating $18 billion through planned new revenue 
sources. Those options are listed on the right side of Figure 5.2 and are not 
guaranteed since they are policy decisions. The Legislature should continue to 
review the plans and options for funding sources to meet the entire shortfall.  

 

 

 
27 Figures presented here are from the current (2023-2050) Utah Unified Transportation Plan and 
are in 2023 dollars. However, since its release, additional funding has been authorized, and 
continuing inflation has affected these numbers. These figures will be updated for the next Utah 
Unified Transportation Plan, 2027-2055. 

#2024-04 – 2.1 The Utah Transit Authority, in coordination with its 
transportation planning partners, should prepare a guidebook for local 
governments in its service area to illustrate the characteristics of transit-
supportive development to enhance the work done in the UTA Long-Range 
Transit Plan and the MPO Regional Transportation Plans. 

Capacity Recommendations 2025 Follow-up 
Status 

In Process 

#2024-04 – 2.2 The Utah Transit Authority, in coordination with its 
transportation planning partners, should continue to inventory transit 
elements of local general plans to assess how the plans are fulfilling the 
statutorily required mandates for planning for and around major transit 
investment corridors, and to inform the UTA Long-Range Transit Plan and 
the MPO Regional Transportation Plans. 

In Process 

The Legislature 
may need to 
consider ways to 
bolster existing 
and new revenue 
sources to meet all 
infrastructure 
needs. 

https://go.utleg.gov/2024-04_RPT.pdf
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Ultimately, specific funding mechanisms will depend on decisions by federal, 
state, and local policymakers.28 Such policy considerations associated with the 
federal government are discussed further in Area 10 of the High-Risk List, 
Revenue Diversification.29 As we identified in the first High-Risk List, cultural 
shifts are driving changes in state revenue generation, and funding mechanisms 
for transportation may need to be revised to keep up with demand. 

The Legislature has made substantial investments in multimodal transportation 
programs in recent years which helped advance Utah’s Unified Transportation 
Plan. The Plan currently slots 72 percent ($110 billion) of the $153 billion in 
transportation needs for road capacity and road preservation. However, we 
believe continued investment in multimodal transportation is also important to 
ensure that transit and active transportation options are available to more Utahns 
as the state grows. 

 
28 The WFRC 2023-2050 Regional Transportation Plan contains a detailed list of transportation 
funding programs. 
29 Federal funds represent roughly 13% of total transportation investment in Utah, between 2021 
and 2025. 

Figure 5.2 Utah’s Unified Transportation Plan’s Anticipated Revenue Sources Are 
Not Expected to Meet the Plan’s Projected Funding Needs. The Legislature may 
consider ways to augment existing and new revenue sources to generate additional revenue. 

 
Source: Utah’s Unified Transportation Plan.    

Existing Revenue Sources

• State motor fuel and diesel taxes (or
equivalent replacement sources)

• Vehicle registration fees
• Local option transportation sales taxes
• Federal funding
• State auto-related sales taxes
• One-time legislative appropriations (for
base year)

• Local general funds

Planned New Revenue
Sources

• Statewide motor fuel and diesel tax
increases (or equivalent replacement
sources)

• Statewide vehicle registration fee
increase

• Local community vehicle registration fee
increase

• Local community sales tax increase

• Limited financing or bonding

• Federal grant funding for eligible transit
projects

• Private-sector funding to build local
roads

https://www.wfrc.utah.gov/VisionPlans/RegionalTransportationPlan/2023_2050Plan/2023RTP_AppendixG_PotentialRevenueSources.pdf
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Monitoring – Met: 
Utah’s Transportation Authorities Closely Monitor 
Progress Towards Transportation Planning Goals 

Utah’s transportation partners monitor performance measures related to adopted 
regional goals, Utah’s Unified Transportation Plan goals, and federal 
performance goals.30 Regional performance measures are updated every four 
years in accordance with their federally mandated plans while UDOT and UTA 
system performance metrics are updated annually. More specifically, regional 
performance measures track key indicators relative to goals identified in the 
Wasatch Choice Vision, including transit use, access to transportation modes, 
auto travel time, freight speed, and daily travel miles per household. 
Additionally, WFRC, in collaboration with others, has developed numerous 
planning tools that track existing conditions and project future conditions. For 
example, WFRC and MAG’s Utah Housing Inventory Explorer31 can produce 
detailed summaries of housing data based on custom geographies for any period 
of record. This makes it possible to track individual 
communities’ progress in implementing strategic land use 
planning through time. Similarly, they also have a suite of 
tools32 that track and measure access to opportunities, which 
they believe is a key measure of effective land use. 

As a component of the Plan, Utah’s Statewide Annual 
Average Daily Traffic33 tool estimates traffic volume for 8,113 road segments 
statewide. It also projects volumes for each segment for several time periods into 
2050. This tool allows for detailed monitoring of road capacity throughout the 
state and is fed by other transportation and land use modeling efforts. UDOT 
monitors the quality of its infrastructure through its asset management plan and 
data dashboards that summarize assets, their condition, and value. As a result, 
UDOT can project funding needs for repair and replacement of its infrastructure.  

UTA monitors ridership by tracking average weekday boardings for all its 
services. The data are compiled and tracked through time to show systemwide 
ridership by month. We believe this is a key measure for showing progress in 
this high-risk area. 

 
30 WFRC Performance Measures 
31 Utah Housing Inventory Explorer 
32 Access to Opportunities 
33 Utah Statewide Annual Average Daily Traffic 

Utah 
transportation 
leaders have built 
several tools to 
closely monitor 
progress. 

https://wfrc.utah.gov/maps-data/regional-performance-measures/#1626994213392-916da1c0-b23e
https://unifiedplan.org/housing-inventory-explorer/?geom=pt&x=-12457764&y=4982886&zoom=13
https://wfrc.utah.gov/maps-data/access-to-opportunities/
https://unifiedplan.org/traffic-volume-map/
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Progress – In Process: 
Recent Legislation Has Helped Improve 
Transportation Choice but More Can Be Done  

Providing transportation choices are core to the Wasatch Choice Vision and 
Utah’s Unified Transportation Plan. Figure 5.3 below shows the extent of 
housing growth near high-capacity transportation infrastructure34 in the two 
regional planning areas along the Wasatch Front. Data shows that communities 
in the WFRC region—which are mostly those in Salt Lake and Davis counties—
are beginning to favor infill development over greenfield development. 
Communities in the MAG region—which are mostly those in Utah county—still 
favor greenfield development.   

Figure 5.3 Housing Units Constructed Near Higher Capacity Transportation 
Infrastructure Has Recently Jumped, but Substantial Development Continues to 
Occur in Greenfields. Providing transportation choices are core to the Wasatch Choice Vision 
and Utah’s Unified Transportation Plan. 

 
Source: Wasatch Front Regional Council. 

Our 2023 housing audit noted that Salt Lake County and Davis County are at the 
greatest risk of failing to meet housing growth needs due to the lack of remaining 
space. Thus, encouraging housing growth through infill and redevelopment near 
high-capacity transportation infrastructure could be beneficial to both the 
transportation and housing high-risk areas. 

 
34 Housing built within one mile of a freeway-style interchange or within 0.5 miles of a rail or 
bus-rapid-transit station. 
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We believe another critical measure of progress is UTA ridership as we expect 
transit use to increase as more housing is developed near transportation 
infrastructure. Shown in Figure 5.4, transit ridership has been steadily increasing 
since its low point during the COVID-19 pandemic. However, ridership is still 
below pre-pandemic levels. Additionally, the Wasatch Choice Vision’s 
anticipated ridership in 2050 is more than double the current ridership, as the red 
line in the figure shows. The gap between current ridership and the 2050 
projected performance highlights that a continued focus on ridership is needed. 
We believe that implementing recommendations from our UTA audit can help 
increase ridership. 

Figure 5.4 UTA Ridership Is Increasing but Current Levels Are Still Below Pre-
pandemic Levels. UTA ridership will need to more than double to reach transportation 
projections. 

 
Source: Utah Transit Authority. 

State, regional, and local stakeholders have also worked together to develop and 
authorize meaningful tools and policy changes over the past few years to 
promote the connection between land use and transportation. These include 
station area planning, housing and transit reinvestment zones, first home 
reinvestment zones, pedestrian and bicycle safety amendments, and other 
efforts. For example, House Bill 37 in 2025 mandated the creation of a state 
housing plan, as recommended by our 2023 housing policy audit (#2023-16). 
While housing and transportation are closely tied, we present the status of 
recommendations made in that audit in Area 7 of this report, Housing 
Affordability.  
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The following recommendations, and those listed previously in this chapter, 
come from A Performance Audit of the Utah Transit Authority (#2024-04). They are 
more transportation-specific and indicate additional areas where progress can be 
made in this high-risk area. 

 

 

 

 
  

#2024-04 – 3.1 The Utah Transit Authority should plan and implement 
goals to reduce routine delays on key system routes for buses and trains. 

Progress Recommendations 2025 Follow-up 
Status 

Implemented 

#2024-04 – 3.2 The Utah Transit Authority should establish on-time 
performance and service interruption targets, then monitor and evaluate 
their results, and implement changes needed to meet targets. 

Implemented 

In Process 
#2024-04 – 3.3 The Utah Transit Authority should create advancing 
goals on what their future frequency network should be, then implement 
and evaluate these goals. 

https://go.utleg.gov/2024-04_RPT.pdf
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Area 6 
Vacancy and Turnover Rates in Critical Areas of 
State Government Personnel Have Improved, 
but Need to Show Sustained Levels Over Time 

Why Area Is High Risk 
We showed in 2023 that personnel turnover and vacancy rates at various state 
entities were concerning, including the Department of Corrections (UDC), the 
Department of Public Safety (DPS), the Department of Health and Human 
Services, and the Department of Alcoholic Beverage Services. For this iteration of 
the High-Risk List, we chose to focus on those jobs where turnover and vacancy 
rates have proven to be a risk to health, safety, and human life—and for which 
we have completed a full audit. Specifically, we found in 2023 that shortages at 
the Utah State Correctional Facility (USCF) had raised concerns about the safety 
of inmates and staff. This manifested itself through a life-threatening assault 
incident in USCF’s maximum-security building. We recognize, however, that 
hiring and turnover rates for correctional officers have improved substantially. 
After being down more than 400 officers just a few years ago, UDC has seen a 
significant staffing turnaround and reports being fully staffed.35 We will assess 
whether the improved rates are sustained over time during future high-risk 
reviews. 

In 2022, we found that staffing concerns at Adult Probation and Parole (AP&P) 
has contributed to increased workloads for officers and decreased effectiveness 
on specialized cases. At the Utah State Hospital, staffing shortages have led to 
loss of safety measures for patients and reduced critical face-to-face therapy, 
which could increase risk of self-injury or death. The Legislature may choose 
whether to request a more in-depth review of other state-level turnover and 
retention concerns we do not review here. 

  

 
35 There is some nuance to being fully staffed that manifests itself in the difference between actual 
vacancies and operational vacancies. As UDC explained to us, actual vacancies represent the 
number of positions they need to hire for. Operational vacancies represent positions that are 
filled and individuals are receiving pay, but those individuals are not working shifts. Individuals 
being in training or on leave contribute to operational vacancies. Thus, there could be no actual 
vacancies, but still a number of operational vacancies.  
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6.1 Turnover Rates Are Substantially Better, but There Are 
Past Recommendations to Finish Implementing 

Our update on this high-risk area is largely based on previous 
audit reports and their subsequent annual follow-ups. We 
refer to both A Performance Audit of the Utah State 
Correctional Facility (#2023-17) and A Performance 
Audit of the Oversight and Effectiveness of Adult 
Probation and Parole (#2022-13). Those reports 
provided recommendations to address staffing 
shortages and turnover rates within those 
agencies. 

Some audit recommendations from those 
audits have been addressed. Additionally, 
turnover rates, as shown in Figure 6.1 are 
substantially better. 

For both correctional officers at UDC and DPS dispatchers, personnel turnover 
rates have decreased since the last High-Risk List was released. This suggests 
that strategies to address this concern have had an impact. However, there are 
still recommendations where work remains In Process, especially as it relates to 
the Monitoring and Capacity high-risk dimensions. These present opportunities 
to further improve internal processes and retention. 

Figure 6.1 Turnover Rates for AP&P Agents and Correctional Officers Have 
Noticeably Improved. Both positions are below the average turnover rate for all state 
agencies.  

 
Source: Auditor generated from Department of Government Operations Workforce Profile Dashboard and 
Utah Department of Corrections reports. 
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2023: In Process

Turnover rates for correctional officers and AP&P agents have improved.

Turnover rates should continue to be monitored and show sustained improvement.

UDC is still working to implement several capacity recommendations.

UDC has finalized a recruitment and retention plan. We will review its continued effectiveness moving forward.

https://go.utleg.gov/2023-17_RPT.pdf
https://go.utleg.gov/2022-13_RPT.pdf


 

 

Office of the Legislative Auditor General 79 

UDC has formalized a recruitment and retention plan for correctional officers, 
but is still reviewing the department’s culture. Our audit of behavioral health 
beds will also discuss staffing challenges in relation to behavioral health services 
and is to be released in 2026. As that report has not been released yet, the 
following pages focus on what UDC and AP&P have done to address staffing 
concerns we identified in earlier audits. Since some findings are new and work is 
ongoing, the high-risk dimensions remain In Process. An In Process rating 
recognizes that UDC has made progress in the areas and continues to address the 
areas.  
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We recognize the efforts that have gone into decreasing the turnover rates in 
Figure 6.1. We would like to see those lower rates sustained over time. Turnover 
for correctional officers increased slightly after hitting a low point. Hiring and 
attrition rates for correctional officers have also generally improved, although 
they regressed near the end of Fiscal Year 2025. Thus, continued efforts beyond 
what has already been done are necessary. 

 

Our annual follow-ups showed that UDC is tracking these turnover rates. 
Monitoring efforts should show both the effectiveness of strategies to address 
turnover concerns and whether those efforts are sustainable. As these agencies 
track turnover over time, they should continue to assess whether their strategies 
can continue to keep turnover rates low. 

 

In response to audit recommendations, UDC reported that they implemented 
some strategies to improve retention, but others remain In Process. This includes 
a staffing analysis, reviewing the department’s culture, and working with 
various consultants. Further information on the recommendations can be found 
below. We believe that full implementation of them is needed to move this 
dimension toward Met. 

 

UDC implemented strategies to improve recruitment and retention of AP&P 
agents, addressing an audit recommendation. UDC has formalized a recruitment 
and retention plan for correctional officers, focusing on compensation, public 
awareness and advertising, enhancing culture and employee experience, and 
other process improvements. Recommendation 1.1, shown below, remains In 
Process pending our official annual follow-up on Report #2023-17. 

Progress
2023: In Process 2025: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: In Process

Action Plan
2025: In Process2023: In Process

https://go.utleg.gov/2023-17_RPT.pdf
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UDC Has Implemented Many Efforts to Address Staffing and Retention 
Concerns, but Continued Efforts Are Still Underway 

UDC has implemented retention strategies for AP&P, including improved 
compensation, leadership, professionalism, and culture. AP&P has sustained 
turnover rates below ten percent since the start of Fiscal Year 2024. UDC also told 
us that they hired a retention consultant to address correctional officer turnover. 
They have also released a formalized recruitment and retention plan. 

 
 

To address Capacity recommendations from Report #2022-13, UDC reported that 
they have focused more on technology integration. They told us that they hired a 
new technology and innovation director and received additional funding for 20-
30 new technology staff. However, they are still working to migrate O-Track to 
cloud technology and fully integrate O-Track into Recidiviz, which they expect 
to complete near the end of 2026. Additionally, UDC still needs to establish a 
formalized, consistent assignment process for mentally ill offenders based on 
population ratios and caseload sizes. 

 

 

#2022-13 – Chapter 2 Recommendation 1 The Division of Adult 
Probation and Parole should create and implement retention strategies to 
ensure that the Division is adequately staffed and retaining experienced 
agents. 

Action Plan Recommendations 2024 Follow-up 
Status 

Implemented 

#2023-17 – 1.1 The Utah Department of Corrections should prioritize 
recruitment and retention of correctional officers and procure professional 
consulting to create a focused recruitment and retention plan. 

In Process 

#2022-13 – Chapter 2 Recommendation 3 The Division of Adult 
Probation and Parole should upgrade O-Track to provide supervisors with an 
accurate status of each agent’s deficiencies on supervision. 

Capacity Recommendations 2024 Follow-up 
Status 

In Process 

#2022-13 – Chapter 3 Recommendation 4 The Division of Adult 
Probation and Parole should increase the number of current agents trained to 
supervise offenders with a mental health diagnosis. 

In Process 

A Performance Audit of the Oversight and Effectiveness of Adult Probation and Parole (#2022-13) 
A Performance Audit of the Utah State Correctional Facility (#2023-17) 

A Performance Audit of the Oversight and Effectiveness of Adult Probation and Parole (#2022-13) 

https://go.utleg.gov/2022-13_RPT.pdf
https://go.utleg.gov/2022-13_RPT.pdf
https://go.utleg.gov/2023-17_RPT.pdf
https://go.utleg.gov/2022-13_RPT.pdf
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The remaining Capacity recommendations are related to USCF. Work is still 
underway with contractors to conduct a staffing analysis and review pay, 
benefits, and culture. UDC has reported a new mission and vision for the 
organization to establish a foundation for office culture. They also told us they 
have developed a people development team to ensure there is a culture focused 
on staff development. To reduce the demand on staff, they reported removing 
mandatory overtime requirements and added civilian control point officers. 

 
 

To improve monitoring, UDC told us they created a new template for reviewing 
high profile events within AP&P and now require recommendations for 
improvement. However, they still need to determine how to track and document 
the status of those recommendations. UDC has also worked to improve 
performance reviews. They told us they now require quarterly one-on-one 
evaluations, will work to ensure that each employee has a performance plan, and 
they plan to implement a yearly “360 review” for all supervisory positions. 

 

 

 

#2023-17 – 1.2 The Utah Department of Corrections should procure 
professional consulting to assist in carrying out a staffing analysis for the 
prison at full capacity. 

In Process 

In Process 
#2023-17 – 1.3 The Utah Department of Corrections should procure 
professional consulting to complete an analysis of pay, benefits, and 
organizational culture. 

#2023-17 – 1.4 The Utah Department of Corrections should evaluate prison 
operations in conjunction with a correctional expert at the Utah State 
Correctional Facility and identify ways to reduce the demand for staff. 

#2023-17 – 2.1 The Utah Department of Corrections’ senior leadership 
should foster a positive culture by working with professionals to review the 
organization and address actions and mindsets that do not align with the new 
organizational values. 

In Process 

In Process 

#2022-13 – Chapter 2 Recommendation 2 The Division of Adult 
Probation and Parole should establish a more formal process in policy that 
will provide a more thorough review of high-profile events, make 
recommendations for improvements, and document the results of 
recommendations to provide better documentation for greater transparency. 

Monitoring Recommendations 2024 Follow-up 
Status 

In Process 

#2022-13 – Chapter 2 Recommendation 4 The Division of Adult 
Probation and Parole should improve and monitor the frequency and quality 
of yearly performance reviews by supervisors. 

In Process 

A Performance Audit of the Utah State Correctional Facility (#2023-17) 

A Performance Audit of the Oversight and Effectiveness of Adult Probation and Parole (#2022-13) 

https://go.utleg.gov/2023-17_RPT.pdf
https://go.utleg.gov/2022-13_RPT.pdf
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Area 7 
Despite Recent Efforts, a Lack of Affordable 

Housing Negatively Impacts Quality of Life and 
State Economic Growth 

Why Area Is High Risk 
Utah’s significant population growth, combined with slower housing production 
after the Great Recession, has resulted in a shortage of housing units. Without 
enough housing to satisfy demand, home prices have increased, making it 
difficult for buyers to find housing within an affordable price range. Though 
deficient housing supply is a driving component of Utah’s housing problems, 
other significant factors—like mortgage interest rates and the cost of construction 
materials and labor—also impact housing affordability. The lack of affordable 
housing can negatively impact Utah’s future prosperity, including the state’s 
economy, labor market, transportation, and quality of life. 
Thus, addressing housing affordability is a strategic imperative 
for all policymakers in Utah. 

Our 2023 audit, A Performance Audit of Utah Housing Policy 
(#2023-16), found that without more space-efficient housing 
options, Salt Lake and Davis counties could begin to run out of 
space for housing before 2050. Much of the housing capacity in 
current local general plans comes from building more low-
density, single-family detached homes. Although increasing 
housing supply in all areas is critical, denser communities with multiple 
transportation options and smaller homes can alleviate transportation challenges 
and increase affordability. This is discussed further in the Transportation Area of 
this report.  

 7.1 Despite Planning and Policy Efforts, Housing Is Still 
Unaffordable for Many Utahns 

Affordable housing was included on our 2023 High-Risk List, but the risk 
dimensions were not yet rated. This update now rates the risk dimensions based 
on our 2023 housing audit and its subsequent one-year follow-up. The audit 
provided recommendations to improve statewide housing capacity and 
affordability. As of our December 2024 follow-up, implementation of all audit 
recommendations was In Process.  Likewise, we now rate all risk dimensions as 
In Process, except for Progress, which we rate as Not Met. 

Click or Scan for 
Report #2023-16 

(Housing Affordability) 

https://go.utleg.gov/2023-16_RPT.pdf
https://go.utleg.gov/2023-16_RPT.pdf
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Notably, in response to a recommendation made in that 
audit, the Legislature mandated a state housing plan be 

created. As a result, the Governor’s office has 
recently released a draft of the second phase of 

Utah’s Strategic Housing Plan, with the final 
plan to be complete in December 2025. The first 
phase of the strategic plan defined the housing 
problem and established a set of shared goals. 
Phase II includes an audit recommendation 
crosswalk, as well as a prioritized tactics 
menu and implementation plan. 

Utah’s housing needs span a spectrum of 
housing types and affordability levels, from those experiencing homelessness, to 
those where market-rate housing is just out of reach. Presently, only nine percent 
of non-homeowners in Utah can afford the median priced home. Data in Figure 
7.1 shows Utah’s Median Multiple Affordability Rating, which is used to gauge 
housing affordability and is one of the Progress metrics for this area. The rating 
is the ratio of median home price to median household income. The data shows 
that Utah has been in a seriously unaffordable housing market or worse since 
2020. 

Figure 7.1 Utah’s Ratio of Median Home Price to Median Household Income – 
Known as the Median Multiple Affordability Rating – Has Steadily Risen since 2012. 
Markets are considered affordable when the affordability rating is 3.00 or less. 

 
Source: 2025 Economic Report to the Governor. 
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Utah’s housing shortage increased from 28,000 to 35,000.

A dashboard has been developed to monitor the statewide housing plan.

Recommendations related to adjusting housing policy remain In Process.

Utah’s statewide housign plan is expected to be finalized in December 2025.
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In 2022, Utah was 28,000 homes short of meeting demand. That number has now 
increased to 35,000. Projections estimate a need for 274,000 homes over the next 
ten years, but estimates also show that current market conditions are only 
expected to produce 220,000 during that time. This would further increase the 
housing gap from 35,000 to 89,000 by 2035. 

 

Phase II of the strategic housing plan identifies lead metrics for measuring 
progress and identifies reporting entities responsible for that monitoring.36 
Additionally, the Kem C. Gardner Policy Institute developed the Utah Housing 
Affordability Dashboard in partnership with the Utah Department of Workforce 
Services. As part of House Bill 462 in 2022, the dashboard tracks moderate and 
affordable housing needs and supply across Utah communities. 

 

Although governmental entities do not directly build housing, setting the right 
mix of public policy could create more favorable conditions to create housing at 
the level needed to keep pace with population growth. We believe implementing 
recommendations made in the 2023 audit will help address these challenges by 
improving comprehensive statewide policy.  

 

As discussed previously, the Governor’s office has developed the second phase 
draft of its strategic housing plan which will be finalized in December 2025. 
Improved housing affordability is heavily dependent on local government policy 
and planning. Subsequently, local moderate income housing plans should be 
effective. We believe our recommendations related to those should be 
implemented. 

 
36 Part of the plan’s strategic metric dashboard is already available here.  

Progress
2023: Not Yet Rated 2025: Not Met

Monitoring
2023: Not Yet Rated 2025: In Process

Capacity
2025: In Process2023: Not Yet Rated

Action Plan
2025: In Process2023: Not Yet Rated

https://experience.arcgis.com/experience/fe24d94d3a584b26a226addbf45c16ee/
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Fully Implementing Recommendations from Report #2023-16 
Can Help Move This High-Risk Area Forward 

Several recommendations from our report, A Performance Audit of Utah Housing 
Policy (#2023-16) are still In Process. We believe that implementing them is an 
important aspect of moving this high-risk area forward. The recommendation 
numbering below matches that of the report. 

 

House Bill 37 in the 2025 legislative session requires the Governor’s Office of 
Planning and Budget (GOPB) to develop a state housing plan. Because the plan is 
still being developed, the status of Recommendation 1.1 remains In Process. It 
does not appear that 2.1 has yet been fully addressed. 

 

#2023-16 – 1.1 The Legislature should consider requiring the creation of a 
state-level strategic plan for housing in Utah. This plan should define 
success and include goals that specifically address the current housing 
shortage and forecasted population growth. 

In Process 

Action Plan Recommendations 
2024 

Follow-Up 
Status 

#2023-16 – 2.1 The Legislature should consider whether to expand the 
moderate-income housing plan requirements to include forecasting 
benchmarks for household growth. 

In Process 

#2023-16 – 1.2 The Legislature should consider amending the land use, 
development, and management acts at both the county and city level to 
clearly emphasize housing production and affordability as primary goals of 
land use regulations. 

Implemented 

Capacity Recommendations 

#2023-16 – 2.2 The Legislature should consider options to increase zoning 
density on a wide scale within the state. In Process 

In Process 
#2023-16 – 2.3 The Legislature should consider policy options to craft 
additional penalties and incentives associated with housing planning and 
targets to better ensure local government compliance. 

2024  
Follow-Up 

Status 

https://go.utleg.gov/2023-16_RPT.pdf
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Two bills in the 2025 Legislative session made modifications to statewide 
housing. Both Senate Bill 181 and House Bill 37 considered housing density 
options. House Bill 37 fulfilled recommendation 1.2 by including housing 
affordability as a goal of county and city land use regulations.37 

 

 

These final two recommendations are closely related to the statewide housing 
plan. Thus, the response to them will likely become clearer upon the completion 
of that plan. 

  

 
37 This was not yet fulfilled at the time of our 2024 follow-up. However, since House Bill 37 
addressed this before our 2025 follow up, we currently consider it implemented. 

#2023-16 – 3.1 As part of any statewide housing strategic planning, the 
Legislature should consider metrics to better track both actual and potential 
housing production. 

 

In Process 

Monitoring Recommendation 
2024 

Follow-Up 
Status 

#2023-16 – 1.3 With information gathered from strategic planning, the 
Legislature should consider the range of state-level policy options presented 
in this chapter to create a program to set and manage state-level housing 
production targets. 

In Process 

Progress Recommendation 
2024 

Follow-Up 
Status 
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Area 8 
Growing Energy Demands Will Require Utah to 
Plan and Implement Effective Policy Solutions 

Why Area Is High Risk 
Emerging energy demands are increasing the risks to electricity reliability in 
Utah and the western United States. According to multiple sources, the supply of 
electricity is not growing fast enough to keep up with projected demand growth 
and variability. Thus, Utah (and the West) must move quickly and decisively to 

ensure electricity resource adequacy. The Governor 
recently announced the Operation Gigawatt initiative, 
which seeks to double energy production in Utah. 
Similarly, the Legislature passed bills in 2024 and 
2025 that will help advance nuclear energy 
development in Utah. Our 2023 audit, A Performance 
Audit of Utah’s State Energy Policy (#2023-06), found 
that the Office of Energy Development must more 
effectively plan to meet the increasing demand. 

Failure to increase capacity over the next decade will 
increase the risk of serious and more frequent disruptions, and stifle 
economic growth. Our goal is to prevent these disruptions. Meeting 
these projected capacity demands will be a challenge. Utah’s nameplate 
capacity38 has only increased ten percent between 2014-2023, which is 
half the growth rate necessary to meet the demand for the next decade. 

Over the last decade, the Western Interconnection39 has experienced 
steady and predictable load growth—this has changed. Large loads like 
data centers and large-scale electrification add substantial demand to 
the system in a short time. These loads consume large amounts of 
energy, can be constructed quickly, have different consumption 
patterns, and require changes or additions to infrastructure.  

Utah’s state energy policy prioritizes adequacy as its first goal for 
energy development. But Figure 8.1 shows that Utah’s electricity 
generation has recently dipped. Generation now parallels present 

 
38 Nameplate capacity is the maximum capacity of an energy producing resource. 
39 The Western Interconnection is the geographic area containing the electric grid in the western 
part of North America, which includes two Canadian provinces, 14 western states, and Northern 
Baja Mexico. 

Large loads like 
data centers, 
manufacturing 
facilities, 
cryptocurrency 
mining operations, 
and large-scale 
electrification add 
substantial 
demand to the 
system in a very 
short time. 

Source: Western Electricity 
Coordinating Council. 

https://go.utleg.gov/2023-06_RPT.pdf
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levels of consumption which have slowly but steadily risen. This is concerning 
since demand is projected to grow 20 percent by 2034.40 The recent dip in energy 
generation must be reversed. 

Figure 8.1 Utah's Electricity Generation Recently Declined and Is Now Equal to 
Consumption. Utah’s energy generation currently parallels demand and the price for this 
energy has been largely stagnant. 

 
Source: Auditor generated with data from Utah Geological Survey and U.S. Energy Information 
Administration. The projected demand increase is based on WECC’s projection for the whole Western 
Interconnection, increasing 20.4% over the next ten years. 

Affordability is listed as the fourth priority of Utah’s energy policy. Electricity 
energy prices have stagnated over the last 10 years, and were recently found to 
be the lowest in the country. 

 
40 This projection is for the whole Western Interconnection. The figure shows what the demand 
would look like just for Utah under that projection. 
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8.1 Utah Is Part of a Regional Electricity Network, Making 
Planning and State Control of Energy Generation Complex 

The previous version of the High-Risk List gave a limited review of 
Utah’s energy policy and deferred to our 2023 audit for details, A 
Performance Audit of Utah’s State Energy Policy. The 2023 audit 
focused on energy policy and did not have as much detail on 
energy generation. The status of each high-risk dimension in 2023 
as it related to policy was rated as In Process. As can be seen in the 
adjacent beehive, that remains the case. This year, we also provide 
more details related to energy generation. 

As part of an interconnected power system, Utah’s 
largest electric utility company (PacifiCorp) is 

working to balance the politically divergent 
legislation of several states which makes 

direct state planning and control 
complicated.  

As an investor-owned utility, 
PacifiCorp must submit an Integrated 
Resource Plan (IRP) to the Public 
Service Commission (PSC) for 
approval. This 

allows the PSC to determine if PacifiCorp is complying with 
the State’s energy policy, reliability standards, and other 
regulatory requirements. PacifiCorp provides electricity 
services to multiple states but submits only one IRP. This 
requires PacifiCorp to plan within the confines of six different 
state policy requirements in addition to federal requirements. 

One complicating issue is that some of the other states that PacifiCorp serves 
prioritize non-carbon emitting sources at a pace that may impact Utah’s energy 
reliability. Federal policies, regulations, treaties, and funding also place pressure 
on the types of resources states use for energy generation and consumption. 
These influences all interact within Utah’s energy policy, which prioritizes 
resource development in the following order: adequate, reliable, dispatchable, 
affordable, sustainable, secure, and clean.41 Considering these competing 
priorities, many energy experts acknowledge uncertainty about the state’s future 
energy portfolio. As mentioned earlier, we recognize the Legislature’s recent 

 
41 Utah Code 79-6-301(1)(a)(ii) 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: In Process

2023: In Process 2025: In Process

2023: In Process

Recent declines in energy generation are concerning.

OED is working to improve their monitoring.

Meeting projected electricity capacity needs will require unprecedented growth.

OED is still working to build out the state energy plan.

Utah’s sources of 
electricity are 
heavily influenced 
by other states 
and the federal 
government. 

Click or Scan for 
Report #2023-06 
(Energy Policy) 

 

https://go.utleg.gov/2023-06_RPT.pdf
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efforts to clarify Utah’s energy policy and pave a pathway to expand nuclear 
energy development.   

Action Plan – Rating: Remains In Process 
OED Is Still Working to Build Out the State Energy Plan 

The Western Electricity Coordinating Council (WECC) is a non-profit 
corporation that exists to assure a reliable electric system in the Western 
Interconnection mentioned earlier. WECC has been designated by the Federal 
Energy Regulatory Commission as the entity responsible for compliance 
monitoring and enforcement. It also oversees reliability planning and 
assessments. WECC’s 2024 assessment of resource adequacy found that: 

Entity resource plans for the next 10 years include large numbers of new 
generation resource projects. Never has generation been built in the West at the 
rate called for in many current resource plans. Delays or cancellation of these 
projects can put resource adequacy and reliability at risk. 

OED’s State Strategic Energy Plan Is Not Yet Complete. In our 2023 audit, A 
Performance Audit of Utah’s State Energy Policy, we recommended that the 
Legislature require the Office of Energy Development (OED) to adopt best 
practices in developing actionable goals and recommendations for the state 
energy plan, which they implemented with the passage of House Bill 48 in 2024. 

Our review of the plan on OED’s website showed that 
many of the targets for their strategic objectives are 
still pending and need further development. As our 
previous audit also identified, OED has struggled to 
retain leaders and staff, which may have hindered 
state energy policy in the past. New leadership joined 
in October of 2024. Despite the progress they have 
made, there is still more to do. 

The Governor’s energy initiative, Operation Gigawatt, is also overseen by OED. 
The initiative was announced in October of 2024 and seeks to double Utah’s 
energy production by 2034. OED informed us that they are currently developing 

“Entity resource plans seem overly optimistic. While planning entities provide 
specific information about the resources they plan to add in the next one to five 
years, in many cases, they provide generic, non-specific "placeholder" resources in 
long-term planning five to ten years out. Traditional resource planning and review 
practices do not have a mechanism to ensure that resources will actually be built.”  

WECC Western Assessment of Resource Adequacy (2024): 

Current OED 
leadership has had 
a limited 
opportunity to 
make progress 
since recently 
joining in October 
of 2024. 
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an implementation plan for Operation Gigawatt. Importantly, 
OED management has not yet determined a metric to use as a 
baseline and target for doubling Utah’s energy capacity, 
making it difficult to track progress moving forward. OED 
management also indicated that doubling Utah’s energy 
capacity is not limited to grid-based energy. This distinction 
makes tracking progress more complex, reinforcing the need 
to identify clear performance metrics to ensure future success. 

Because elements of PacifiCorp’s IRP may be overly optimistic, and because 
OED’s strategic energy plan is not yet fully developed, we continue to rate this 
area as In Process. 

 
Capacity – Rating: Remains In Process 
Meeting Projected Electricity Capacity Needs  
Will Require Unprecedented Growth  

In the Western Interconnection in 2023, only 53 percent of the new generation 
resources scheduled to come online that year came online. The rest were delayed 
or cancelled. Challenges like supply chain issues, geopolitical turbulence, a 
shortage of skilled workers, siting issues,42 the increasing interconnection 

queue,43 and increased interest rates can disrupt 
planned resources, which creates risk for resource 
shortfalls. 

PacifiCorp responds to several of these capacity risk-
areas in its 2025 IRP. They claim that their relatively 
large portfolio and geographic footprint creates a 
wider range of opportunities than are available to 
many other utilities, increasing the likelihood that 

 
42 Siting issues are challenges involved in finding, approving, and securing land for building new 
energy infrastructure. 
43 The interconnection queue is the list of energy projects that have applied to connect to the 
regional power grid. These projects are undergoing an evaluation of reliability impacts and 
transmission system upgrades that must be made before they can start to deliver power. 

The Office of Energy Development should determine performance metrics for 
Operation Gigawatt and its strategic objectives in the State Energy Plan to ensure 
progress can be measured. 

Action Items for Agency 

Operation 
Gigawatt does not 
yet have clear 
performance 
metrics to measure 
progress in 
doubling Utah’s 
power production. 

In 2023, only 53 
percent of the new 
generation 
resources 
scheduled to come 
online that year 
came online—the 
rest were delayed 
or cancelled. 



 

  

98 High-Risk List: 
Identifying and Mitigating Critical Vulnerabilities in Utah 

some new projects will be able to proceed. They also claim that their newly 
implemented interconnection process has enabled interconnection requests to be 
processed more quickly than in the past. Finally, PacifiCorp said that their large 
demand allows it to contract with multiple developers for multiple sites, 
reducing the impact if any single developer or site falls through or is delayed. 
However, they still acknowledge that substantial risks remain for any resource 
additions. 

OED’s role in statute does not include building or operating energy producing 
facilities. Rather, its capacity to increase energy production in the state relies on 
other strategies like providing education, outreach, workforce, 
and research initiatives. OED also develops policy strategies 
for federal energy programs and rulemaking, and prepares 
Utah’s strategic energy plan. OED leadership explained that 
their primary role in developing energy for Utah is ensuring a 
regulatory and economic environment that encourages energy 
producers to develop in Utah. As was mentioned in the previous section, OED is 
still working to fully develop the state energy plan and the implementation plan 
for Operation Gigawatt. We encourage OED to complete these plans quickly. 

Figure 8.2 shows the total nameplate capacity of Utah’s electricity generating 
facilities from 2014-2023. Generating capacity during this time has grown slowly. 

Figure 8.2 Nameplate Capacity of Utah’s Electricity Generating Facilities Only 
Increased by 10 Percent in the Last Decade. Utah’s current energy generation will need 
to ramp up considerably to reach Operation Gigawatt’s 2034 goal of doubling capacity. 

 
Source: Auditor generated with data from U.S. Energy Information Administration. 
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Though historical trends do not indicate future trends, doubling nameplate 
capacity in Utah will be a major change to the status quo, as nameplate capacity 
has only increased 10 percent during the most recent 10 years of record. Thus, 
there is a need to quickly develop a clear implementation plan so that progress 
toward Operation Gigawatt’s goal can be tracked. Tracking progress on the state 
energy plan and Operation Gigawatt could also help identify capacity concerns 
within OED’s purview that are hindering the initiative. OED can then prioritize 
and address those concerns even though Utah is reliant on PacifiCorp to develop 
energy production facilities within the State. Given the need for an 
implementation plan and the historic trend of slower than anticipated growth, 
we conclude that Capacity for this risk area remains In Process. 

Monitoring – Rating: Remains In Process 
Regulators Are Closely Monitoring Progress; 
OED Is Working to Improve Their Monitoring  

As mentioned earlier, WECC is the federally designated organization that 
monitors resource adequacy across Utah and the Western Interconnection. They 
accomplish this through compliance monitoring, enforcement, and annual 
assessments of energy adequacy. 

Utah Public Service Commission requires PacifiCorp 
to submit an IRP every two years. The IRP process 
evaluates all energy resources on a consistent and 
comparable basis to meet current and future electric 
energy services. These services must be met at the 
lowest total cost to the utility and its customers, and 
in a manner consistent with long-term public interest. 
The process should result in the selection of the 
optimal set of resources given the expected 
combination of costs, risk, and uncertainty. 

OED is presently working to improve their monitoring of Utah’s resource 
adequacy through its strategic energy plan, which is still being developed. They 
have also developed internal monitoring documents to ensure the office is 
reaching its internal goals. 

WECC and PacifiCorp regularly monitor and update resource adequacy in the 
Western Interconnection. However, because OED is still working to fully build 
out the State Energy Plan, we retain this area as In Process. 

PacifiCorp’s 
required 
integrated 
resource planning 
process should 
result in the 
optimal set of 
resources given 
the combination of 
costs, risk, and 
uncertainty. 
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Progress – Rating: Remains In Process 
Utah’s Recent Declines in Energy Generation Are Concerning 
Considering the Growing Energy Demand  

OED and the Legislature have made progress in implementing most of the 
recommendations in our 2023 audit, A Performance Audit of Utah’s State Energy 
Policy (#2023-06). These include amending the Utah Energy Act, increasing OED 
staff expertise, and improving OED internal governance. 
However, OED is still working to improve reporting of long-
term planning measures. 

OED management said they have several memorandums of 
understanding to collaborate on projects that will advance 
nuclear energy development in Utah. Additionally, Utah’s 
Department of Environmental Quality recently announced the creation of a new 
nuclear regulatory office to allow nuclear permitting to move faster while still 
ensuring it’s safe here in Utah. PacifiCorp’s 2025 preferred portfolio of existing 
and planned resources is shown in Figure 8.3. PacifiCorp’s preferred portfolio 
includes substantial new renewables, demand-side management resources, 
storage resources, advanced nuclear, and renewable peaking resources facilitated 
by incremental transmission investments. PacifiCorp is also including several 
transmission upgrades which increase transfer capability between southern Utah 
and the Wasatch Front. 

Figure 8.3 PacifiCorp Has Planned Substantial Expansions to Electric Capacity in the 
Coming Years. PacifiCorp’s planned increase in capacity will come from expansions in energy 
production and grid efficiency increases. 

 
Source: PacifiCorp Integrated Resource Plan (2025). 

Utah’s electricity 
generation has 
recently dipped 
while consumption 
has slowly but 
steadily risen. 

https://pf.utleg.gov/olag/reports/audits/2023/9e8cc9ff-76cf-4d7b-8062-9f56cc2fb0b5/2023-06_RPT.pdf
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Although PacifiCorp also serves five other states beyond Utah, we believe their 
presently planned capacity expansion will offer Utah’s opportunities to increase 
in-state production. OED and PacifiCorp appear to be making progress at this 
time. However, substantial work remains ahead to meet Utah’s growing energy 
demands. Specifically, the need to implement and track OED’s state energy plan 
and the implementation plan for Operation Gigawatt is urgent. We believe that 
fully implementing the remaining recommendation from our 2023 audit will also 
help make progress in this area. 

  

#2023-06 – 2.2 The Office of Energy Development should include 
Legislative recommendations and long-term energy planning in their 
annual report to the Legislature. 

Progress Recommendations 2025 Follow-up 
Status 

In Process 

#2023-06 – 2.3 The Office of Energy Development should develop 
goals, measures, and tracking to demonstrate accountability for office 
operations and to provide better direction moving forward. 

Implemented 
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Area 9 
Persistence of Cybersecurity and Data Privacy 
Incidents Demonstrate Need for Wider-Spread 

Adoption of Cybersecurity Best Practices 
 Why Area Is High Risk  
Utah’s critical infrastructures—such as energy, transportation systems, 
communications, and financial services—are dependent on technology systems 
to carry out fundamental operations. They also process, maintain, and report 
vital information. The security of these systems and data is vital to safeguarding 
individual privacy and protecting Utah’s security, prosperity, and well-being. 

Over the past decade, Utah government entities have 
witnessed significant escalations in cyber incidents. Initially, 
attacks were less frequent and sophisticated, often targeting 
basic vulnerabilities. Recent attacks reflect a surge in complex 
ransomware attacks, data breaches, and phishing campaigns 
specifically designed to exploit government systems. 
Malicious actors are becoming more willing and capable of 
carrying out cyberattacks, seeking to disrupt services, extort funds, and 
compromise sensitive data. Such attacks can result in serious harm to human 
safety, state security, the environment, and the economy. State entities and 
critical infrastructure owners must protect the confidentiality and integrity of 
their systems and effectively respond to cyberattacks. Local governments are at 
extra risk due to budget constraints and limited cybersecurity expertise, making 
them more susceptible to these evolving cyber risks. 

Studies have found that human error accounts for 
95 percent of cyber breaches. Public entities can 
decrease the likelihood of serious cyberattacks 
through a few simple and effective methods. These 
include adopting a cybersecurity framework and 
requiring employees to complete annual 
cybersecurity training. Entities should also adopt 

incident response plans to minimize the impact of an attack. 

Since 2019, several cyberattacks have negatively impacted state entities 
throughout Utah. Figure 9.1 summarizes some of these attacks and their impacts. 

Recent 
cyberattacks in 
Utah reflect a 
surge in complex 
attacks specifically 
designed to exploit 
government 
systems. 

Cyberattacks can 
result in serious 
harm to human 
safety, state 
security, the 
environment, and 
the economy. 
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Figure 9.1 Numerous Cyberattacks Have Targeted Utah Public Entities in Recent 
Years. State entities can improve their cybersecurity posture44 to reduce these risks. 

 
Source: Auditor generated. 

9.1 Individual Cybersecurity Systems throughout the State 
Should Improve Their System Readiness 

Risk dimension ratings for this area are primarily based on our 2023 report, A 
Performance Audit of the Cybersecurity in the State of Utah, 

(#2023-04) and its two-year follow-up. However, our 
office also released A Performance Audit of Election 

Cybersecurity (#2025-08) in April of this year, and A 
Performance Audit of Public and Higher Education 

Cybersecurity (#2025-19) in September of this year. 
Additionally, we will also be releasing a 
cybersecurity audit related to public utilities in 
early 2026. All of these audit reports provide 
additional information and recommendations 
relevant to addressing risks in this area.  

 

 
44 Security posture refers to the security status of an enterprise’s networks, information, and 
systems based on information security resources and capabilities in place to defend the enterprise 
and to react as the situation changes. 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: In Process

2025: In Process

2025: In Process2023: In Process

2023: In Process 2025: In Process

2023: In Process

Several key audit recommendations have been implemented.

The Utah Cyber Center and Statewide Information Analysis Center help monitor.

140 state entities have improved their cybersecurity systems in recent years.

The Legislative Information Technology Office should complete its cybersecurity plans and policy.

https://pf.utleg.gov/olag/reports/audits/2023/af737de6-73cc-40b6-897d-c3a294f9f934/2023-04_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/58912deb-7c92-4869-a099-847bce9c9164/2025-08_RPT.pdf
https://pf.utleg.gov/olag/reports/audits/2025/96a18014-598c-47f0-a9d7-061fc8c04887/2025-19_RPT.pdf
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We believe the implementation of several key audit recommendations have 
helped move Utah forward in cybersecurity readiness. Most notably, House Bill 
239 in the 2024 Legislative Session requires all state executive branch employees 
to complete a cybersecurity training course once per year. The Division of 
Technology Services (DTS) helped monitor and execute this directive and found 
that 97 percent of state employees completed this in 2024. 

 

The Utah Cyber Center was created in Utah Code45 to coordinate efforts between 
state, local, and federal resources. The Center helps bolster statewide security 
and defend against future cyberattacks by sharing cyber threat intelligence, best 
practices, and through strategic partnerships. Similarly, the Statewide 
Information and Analysis Center (SIAC) strives to enhance Utah's cybersecurity 
posture to help prevent cyberattacks and scams, and mitigate the effects of 
compromised systems and cybercrime. A full evaluation of these entities’ 
effectiveness is beyond the scope of the High-Risk list. However, the Legislature 
could consider requesting an evaluation of them in the future. 

 

Our 2023 audit and a recent assessment by DTS found that many state entities 
have significantly underdeveloped cybersecurity systems. Efforts by DTS and the 
Department of Public Safety through the federally managed State and Local 
Cybersecurity Grant Program (SLCGP) have helped 140 state entities improve 
their cybersecurity systems in recent years. However, we believe these 
assessments show that more should be done. 

 

Utah’s Cyber Center has developed a statewide strategic cybersecurity plan for 
executive branch agencies and other governmental entities. Fully reviewing the 

 
45 Utah Code 63A-16-1102(1)(a) 

Progress
2023: In Process 2025: In Process

Monitoring
2023: In Process 2025: In Process

Capacity
2025: In Process2023: In Process

Action Plan
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plan was not in the scope of this report, but it can be reviewed in the future if 
they are not meeting their own goals and objectives. However, implementation 
of the remaining 2023 audit recommendations (listed next) should be addressed 
before we can rate this risk dimension as Met. The Legislative Information 
Technology Office, the judicial branch, DTS, and the Legislature have 
implemented all other recommendations. 

The Legislative Information Technology Office Should 
Complete Its Cybersecurity Plans and Policy 

Based on our most recent two-year follow up, six of the eleven recommendations 
from our report, A Performance Audit of the Cybersecurity in the State of Utah 
(#2023-04) are Implemented. These included cybersecurity readiness 
improvements in the Administrative Office of the Courts and with DTS. 
However, several recommendations are still In Process. We believe 
implementing these remaining recommendations will strengthen the Legislative 
Information Technology Office’s cybersecurity readiness and move this risk area 
forward. The recommendation numbering below matches that of the report. 

 

Our 2024-2025 follow-up surveys indicated that more state entities need to adopt 
a CIS or NIST cybersecurity framework to improve their cybersecurity posture. 
Our 2023 audit reported that entities that adopt a cybersecurity framework 
tended to have less severe vulnerabilities. Likewise, our 2023 audit and DTS’s 
assessment further demonstrate the need for improvement in this area. 

 

#2023-04 – 2.1 The Legislative Information Technology office should 
create and maintain a cybersecurity strategic plan. 

Action Plan Recommendations 2025 Follow-up 
Status 

In Process 

#2023-04 – 2.2 The Legislative Information Technology office should 
create a detailed incident response plan. In Process 

In Process #2023-04 – 2.3 The Legislative Information Technology office should 
create and maintain a more detailed cybersecurity policy. 

https://le.utah.gov/interim/2023/pdf/00002692.pdf


 

 

Office of the Legislative Auditor General 109 

 

9.2 The Legislature Has Made Substantial Progress In 
Addressing State Data Privacy Risks 

Our update on this high-risk area is based on our 2023 report, A 
Performance Audit of the Collection, Protection, and Use of Personal 
Information by State Agencies (#2023-07), and its subsequent one and 
two-year follow-ups. That audit provided recommendations to 
improve statewide data privacy by adding additional guardrails 
for state agencies’ when managing and collecting personal data. 
As of the June 2025 follow-up, nearly all of the audit 
recommendations were Implemented. Our 2023 High-Risk List 
initially rated all risk dimensions as In Process. As a result of almost full 

implementation of our recommendations, we now rate 
all high-risk dimensions except for Progress as 

Met. When our last recommendation is 
implemented, Data Privacy could be removed 

from the High-Risk List. However, removal 
from the High-Risk List does not mean 

that data privacy risks no longer exist to 
the State. Rather, the State would have a 
complete framework in place to manage 
the risks. 

In our audit, we recommended that 
statutory guardrails be put in place to 

balance the benefits of data with data privacy. We also recommended that the 
Legislature provide state agencies with a data privacy governance structure so 

#2023-04 – 1.1 Entities that lack a cybersecurity framework should 
immediately adopt a framework, such as the Center for Internet Security 
(CIS) standards. 

Capacity Recommendations 2025 Follow-up 
Status 

In Process 

#2023-04 – 1.4 Compliance should be made a high priority for any 
governmental entity that is not satisfactorily compliant with competent 
cybersecurity standards. 

 

In Process 

In Process 
#2023-04 – 1.5 Entities should create and maintain an incident 
response plan. 

 

Progress

Monitoring

Capacity

Action Plan

2023: In Process 2025: Met

2025: Met

2025: Met2023: In Process

2023: In Process 2025: In Process

2023: In Process

Nearly all related audit recommendations are implemented.

The Legislature established data privacy policy for state agencies.

The Legislature established statutory guardrails for data privacy.

The Legislature passed the Data Privacy Act.

Click or Scan for 
Report #2023-07 

(Data Privacy) 

 

https://pf.utleg.gov/olag/reports/audits/2023/3ee75c69-bdd9-4829-b062-3d58744482af/2023-07_RPT.pdf
https://go.utleg.gov/2023-07_RPT.pdf
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that they can incorporate principles of data privacy into their practices for data 
processing and sharing. The Legislature addressed our concerns through the 
passage of House Bill 491 during the 2024 Legislative Session. Additionally, the 
Legislature responded to our recommendations by passing House Bill 212 in the 
2024 Legislative Session. That bill further clarified types of information that the 
Office of Vital Records and Statistics must delete, as well as clarified details 
regarding birth registration. 

The only remaining recommendation is for the Legislature to consider defining 
data privacy in statute for all state agencies, listed next. We believe this would 
strengthen the existing and substantial progress already made through House 
Bill 491. Defining data privacy in statute will help guide the management of data 
across the state. 

 
  

 

 

  

#2023-07 – 1.3 The Legislature should consider defining data privacy in 
statute for all state entities. 

Progress Recommendation 2025 Follow-up 
Status 

Partially 
Implemented 
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Area 10 
Both State and Federal Revenue Risks Could 

Impact Utah’s Structural Budget Integrity 
Why Area Is High Risk 

As we stated in 2023, the state’s structural budget integrity could be at risk due 
to threats in revenue areas. For example, the introduction of electric vehicles has 
decreased the reliance of the motor fuel tax to cover transportation projects. This 
could prevent the completion of some projects in Utah’s Unified Transportation 
Plan. Aspects of the sales tax and income tax bases also limit Utah’s budget 
flexibility. Limited flexibility could impair some government services such as law 
enforcement, housing, water, mental health services, and infrastructure. 

For this iteration of the High-Risk List, we wanted to make sure we also 
discussed Utah’s reliance on federal funds. The Government Accountability 
Office (GAO) and the Congressional Budget Office (CBO) have both stated that 
our country’s current fiscal path is unsustainable. The federal government’s debt 
is projected to grow faster than the economy, which could lead to a fiscal crisis. 
In the event of a fiscal crisis, there could be a suspension or serious reduction in 
federal funds transfers to states, such as Utah. While the CBO 
believes the risk of a crisis is low in the near term, growing 
federal debt payments, which have nearly tripled since 2020, 
still mean that less money is available for other government 
priorities, such as education, research and development, and 
infrastructure. 

Thus, either a fiscal crisis or efforts to reduce the federal debt could impact 
government services in Utah. About a quarter of Utah’s budget in Fiscal Year 
2024 came from the federal government. The majority of that federal funding 
went towards Medicaid and other social services. Approximately 353,000 Utahns 
who receive services through Medicaid and CHIP could see a reduction in 
services in the event of reduced funding. 

As of the printing of this report, the U.S. government 
shutdown had exceeded 40 days—the longest in 
history. As the state experienced during the federal 
government shutdown in 2025, federal fiscal concerns 
could impact Utahns beyond a reduction in federal 
transfers to the state. In Utah, the federal government 
employs about 40,000 civilians and the federal 

A fiscal crisis or a 
reduction in 
federal funds could 
impact 
government 
services in Utah. 

As of the printing 
of this report, the 
current U.S. 
government 
shutdown had 
exceeded 40 days. 
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defense industry employs over 170,000 more. That represents thousands of jobs 
and billions of dollars in wages that could be at risk if federal funding is severely 
reduced. 

10.1 The State’s Structural Budget Integrity 
and Flexibility Face Challenges Due to Threats in Revenue 

Areas 
Concerns with the state’s structural budget 
integrity continue. We recognize the efforts that 
the Legislature has made to address those 
concerns and are aware of the complexity of tax 
reform. Utah’s motor fuel tax and sales tax face 
narrowing tax bases. At the same time, the state 
has become increasingly reliant on income tax. 
That reliance could pose a challenge since income 
tax revenues tend to be volatile. The Office of the 
Legislative Fiscal Analyst (LFA) reported that 
Utah’s income tax revenue grew at an above-
average rate almost every year from 2018 to 2022. 
In 2023, the Kem C. Gardner Policy Institute 
cautioned that it is unclear whether that growth would be sustainable over time. 
Indeed, LFA reported later that year that income tax revenue growth for 2023 
was below average and projected to stay below average for the following two 
years. 

Utah’s rainy-day funds provide flexibility when dealing with revenue 
challenges. In their 2022 budget stress test, LFA found that Utah’s total 
budgetary reserves would be sufficient to weather a severely adverse economic 
recession. LFA reported that some buffers (about $250 million) were used to 
make the most recent budget work. We, and LFA, do not believe that relying on 
budget contingencies to balance the budget each year should be a consistent 
strategy. The Legislature should continue to consider ways to address structural 
budget concerns.  

The Legislature’s Recent Attempts to Adjust  
the Tax Structure Highlight the Inherent Difficulties 

A significant effort at tax reform came in 2019. Senate Bill 2001 targeted Utah’s 
declining sales tax base. The bill also would have adjusted income tax rates and 
increased revenue for transportation. The Legislature passed the bill and the 
governor signed it, but it was then repealed after facing public opposition. 

Continued Legislative
Action Required
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Despite some growth in recent years (largely due to an increase in the 
consumption of goods during the COVID-19 pandemic), Utah’s sales tax base 
still faces challenges in keeping pace with a service-based economy. 

Without change, Utah faces reduced budget flexibility which could impair 
general government services such as law enforcement, housing, water, mental 

health services, and infrastructure. Utah’s 
constitutional requirement that income tax be used 
only for education and non-education services for 
children or individuals with a disability further limits 
the state’s budget flexibility. 

The Kem C. Gardner Policy Institute reported that during recent budget cycles, 
the Legislature largely maxed out its budget flexibility under the current 
arrangements. Amendment A in 2024 attempted to provide more flexibility by 
allowing income tax to be used for other government services while still 
protecting funding for education. The amendment was voided 
in court before the ballot vote. LFA told us that Senate Bill 3746 
in the 2025 General Session would have helped address this 
problem as well; however, it was vetoed. LFA regularly 
analyzes the state’s fiscal sustainability and there are various 
tools to manage the budget. 

While recent growth in income tax revenue may help offset some concerns with 
sales and motor fuel tax revenue, the volatility of income tax revenue creates 
budget uncertainty. This could pose a challenge when income tax revenues 
decline and demand for government services does not, such as during a 
recession. Rainy day funds can be used to help weather such circumstances. In 
2022, LFA found that Utah’s total budgetary reserves would be sufficient to 
weather a severely adverse economic recession. About $250 million of those 
buffers were used to facilitate the most recent budget. We believe, however, that 
concerning structural trends in the state’s budget still need to be addressed for 
long-term fiscal health. 

 
46 Senate Bill 37 from 2025, Minimum Basic Tax Rate Amendments, would have adjusted the manner 
in which tax revenue was distributed to school districts. 

The Legislature 
has made several 
efforts to adjust 
the state’s tax 
structure. 

During recent 
budget cycles, the 
Legislature largely 
maxed out its 
budget flexibility. 
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Although significant tax reforms in Utah can be difficult to enact, 
they are needed to improve budget 
flexibility and ensure the state can 
effectively respond to economic 
challenges and maintain government 
services. The Legislature could 
consider requesting that our office 
conduct further reviews of this high-

risk concern. The Kem C. Gardner Policy Institute has also released a series of tax 
modernization reports that provide options to consider for addressing structural 
budget concerns. 

10.2 Potential Reductions in Volatile Federal Funding Could 
Lead to Reduced Services, Largely for Utah’s Vulnerable 

Populations 
Utah’s reliance on federal funds also poses a threat to the state’s structural 
budget integrity. In Fiscal Year 2024, 27 percent of the state’s budget ($7 billion) 
came from the federal government. While this is on the lower end compared to 
other states, a reduction in federal funding would likely impact many 
individuals and services. Nearly 75 percent of the Fiscal Year 2024 federal 
funding in Utah went toward social services, including Medicaid. As shown in 
Figure 10.1, public education and transportation also received federal funding 
that could be impacted. 

Unless it is replaced through another source, a reduction in federal funding 
would require a reduction in funding to state programs.47 Through the Federal 

 
47 Utah Code 63J-1-218 

Figure 10.1 A Reduction in Federal Funding Could Impact Medicaid and Other Social 
Services. Other federal funds that do not flow through the state could also be impacted.  

Source: Office of the Legislative Fiscal Analyst.     
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Funds Commission and the Utah Commission on 
Federalism, Legislators have studied this and other 
federal concerns for over a decade.48 The Legislature 
now requires monitoring of federal 
funds trends and for certain 
agencies to create 

contingency plans in the event of reduced federal 
funding. We believe the effectiveness of these 
plans could benefit from further review. The 
commissions received various options for better 
preparing the state for a reduction in federal 
funds although not all of them have been 
implemented. For these reasons, we rate the 
work in this high-risk area as In Process. 

Action Plan – In Process: 
State and Local Contingency Plans Help Entities  
Prepare for a Potential Reduction in Federal Funds 

Utah Code49 requires agencies where 33 percent or more of their budget comes 
from federal funding to create contingency plans for a reduction in federal 
funding. The plans should identify risks the agency faces if there is a reduction in 
federal funds and what strategies the agency would implement to respond to the 
risks. Statute requires that these plans are submitted annually in December. Each 
of the five agencies50 who are required to have a plan submitted one within the 
last year. 

Higher education institutions and political subdivisions are not subject to those 
contingency planning requirements. However, 
political subdivisions51 who receive federal funds or 
federal receipts that comprise 10 percent or more of 
their annual budget are required52 to submit 
contingency plans. Those plans are supposed to show 

 
48 Both commissions have now been combined into the Federalism Commission. 
49 Utah Code 63J-5-301 and 302 
50 Department of Workforce Services, Department of Health and Human Services, Department of 
Environmental Quality, Department of Veterans and Military Affairs, and the Utah National 
Guard 
51 Defined as a county, municipality, special district, special service district, interlocal entity, 
community reinvestment agency, local building authority, or conservation district. 
52 Utah Code 11-52 

Further evaluation 
of the contingency 
plans could be 
considered. 

The Legislature 
has prioritized 
studying federal 
funds concerns for 
over a decade. Progress

Monitoring

Capacity

Action Plan

2023: Not on the List 2025: In Process

2025: In Process

2025: In Process2023: Not on the List

2023: Not on the List 2025: In Process

2023: Not on the List

Sustained efforts are needed to address this risk area.

The Legislature could consider further review of the federal funds request process.

Past recommendations given to the Federalism Commission could still be considered.

State and local contingency plans help entities prepare for a potential reduction in federal funds.
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what the entity would do in the event of a 5 to 24 percent reduction in their 
budget and a reduction of 25 percent or more. The Office of the State Auditor 
told us that a consultant helped many of the entities compile these plans. 

Per the scope of the High-Risk List, we did not evaluate the effectiveness of these 
plans. As such, the Legislature could consider requesting further review of them. 

Capacity – In Process: 
Past Options Given to the Federalism 
Commission Could Still Be Considered 

Utah’s general rainy-day fund and the Medicaid rainy-day fund both play a role 
in the event of reduced federal funding. In the Fiscal Year 2024 Revenue 
Volatility Report, LFA53 stated that Utah’s total budgetary reserves were 
sufficient to weather a severely adverse economic recession. During recessions, 
the federal government can use its borrowing power to 
effectively backfill states, such that services can be maintained. 
That support is a typical practice and happened during the 
Great Recession and the COVID-19 pandemic. But we must 
consider what would happen if federal funding were not 
available to backfill state services. 

As previously discussed, contingency plans can help agencies 
prepare for reduced funding scenarios. Additionally, the 
Federal Funds Commission and Federalism Commission 
received various suggestions to help the state be more 
prepared. Included in those were the following: 

• “Revamp contingency plan statute (5% and 25%) and 
ask instead for prioritization of federal programs that 
state government would take-on as federal support 
declines.” 

• “Create ongoing revenue set-aside that begins transitioning high priority 
federal programs to state funding over time.” 

• “Include federal programs in future budget stress testing.” 

 
53 LFA plans to further analyze the economic and policy risks of the Medicaid program in its 
Fiscal Year 2025 budget stress test. 

During recessions, 
the federal 
government can 
use its borrowing 
power to 
effectively backfill 
states, such that 
services can be 
maintained. 
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While many of the past suggestions have been addressed, there are some that the 
Federalism Commission could still consider.54 We believe that this provides an 
opportunity to further strengthen the state’s ability to adjust to a reduction in 
federal funds. For example, LFA told us that they have an informal process with 

the Governor’s Office of Planning and Budget (GOPB) 
to determine which programs to fund in the event of 
a federal government shutdown. LFA and GOPB 
could work to create structure for this process moving 
forward. 

We also recognize the creation of the State Sovereignty Fund in the 2025 General 
Session. This fund represents a long-term strategy to address potential federal 
funding concerns. The fund is supposed to receive deposits over the years and 
beginning in Fiscal Year 2075-2076, the fund can be used to offset reduced federal 
funding or provide other tax relief. 

Monitoring – In Process: 
The Legislature Could Consider Further Review  
of the Federal Funds Request Process 

Given the risk of reduced federal funding, Utah Code 63J-5-204 outlines a 
process that federal funds requests must go through before an agency can accept 
the funding. For example, entities are supposed to consider the likelihood that 
the funding could be reduced and what the entity would do if that were to 
happen. Additionally, entities are to show how they will wind down the 
program when the funds are fully used and how they will communicate to 
stakeholders that the services from the funds could be temporary. In our opinion, 
this process could help identify funding where the potential risks outweigh the 
benefits. 

While several steps occur throughout the process, the Executive Appropriations 
Committee must ultimately approve requests for $1 million to $10 million. The 
full Legislature approves requests greater than $10 million. We reviewed all 
requests given to the Executive Appropriations Committee from 2023 to 

 
54 “Create ongoing revenue set-aside that begins transitioning high priority federal programs to 
state funding over time.” 
“Formalize a federal rainy-day fund allowing deposits from GF as well as EF (for child programs 
and people with a disability).” 
Along with Medicaid, “Include [other] federal programs in future budget stress testing.” 
“Include higher education grants in current grant management system.” 

The State 
Sovereignty Fund 
can provide federal 
fund relief in the 
future. 
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• Utah Code says that the Office of the State Auditor receives copies of 
contingency plans from political subdivisions. 

• The Office of the State Treasurer will invest and manage the money in the 
State Sovereignty Fund. 

Progress – In Process: 
Sustained Efforts Are Needed 
to Address This Risk Area 

As we stated, there are various past suggestions given to the Federalism 
Commission that are still being implemented or could be considered further. 
With that, and potential further review of the federal funds request process, we 
rate this dimension as In Process. Future iterations of the High-Risk List can 
review progress in implementing the suggestions and what remains to be done. 
They may also provide further analysis into Action Plan and Monitoring efforts.  
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Area 11 
Four Areas Added to a “Watch List” for Our 

2025 High-Risk List 
What Is The High-Risk Watch List 

The High-Risk List focuses on the most urgent and potentially life threatening or 
costly challenges facing Utah’s government. There are other areas that, while not 
receiving a full review in this report, still merit attention. These “Watch List” 
areas also pose risks to health and human safety, are vulnerable to operational 
inefficiencies, or present opportunities for improvement before problems escalate 
too far. From our perspective, by addressing these issues proactively, agencies 
overseeing watch list candidates may reduce the likelihood of future placement 
on the High-Risk List. We believe addressing these areas could also improve 
public trust and ensure more effective use of taxpayer resources. Unlike the ten 
high-risk areas where we provide a more in-depth analysis, we simply highlight 
the main risks for the following areas: 

• Child and Family Success 

• Public School Building Seismic Safety 

• Air Quality 

• Contract Performance Management 

11.1 Utah Faces Child Safety and Childcare Shortage 
Challenges 

Our initial risk assessment identified some child and family safety concerns in 
Utah that warrant further discussion here, although this is not an exhaustive list. 
Public reports of child safety concerns prompted the Legislative Audit 
Subcommittee to prioritize a performance audit of Utah’s Division of Child and 

Family Services from our office.  

Utah’s Division of Child and Family Services 
(DCFS) interacts with youth at substantially 
elevated risks for negative health outcomes relative 
to Utah’s state average. Because of this, its ability to 

effectively execute its mission is critical. Recent reports have highlighted 
concerns that could be threatening Utah’s at-risk youth. The Legislative Audit 
Subcommittee prioritized a performance audit of DCFS which our office is 
scheduled to release in December of 2025. That audit will provide 

This is not an 
exhaustive list of 
all potential child 
and family safety 
concerns. 
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recommendations that will help improve DCFS operations and further help at-
risk children. 

According to one study requested by the Legislature,55 licensed and license-
exempt childcare providers can only provide for about 36 percent of Utah’s 
childcare demand. This lack of childcare supply in general, and high-quality care 

specifically, is a serious challenge facing Utah 
families. We recognize that preferred parental work 
situations differ across families. Pre-K programs 
allow parents to work if that is preferred and relates 
to positive child outcomes, such as improving 
behavior and learning related to school readiness. 

Both the Governor’s Office and the Legislature recently prioritized the need to 
better support families with children and provide adequate childcare options. 
The Utah Childcare Solutions and Workplace Productivity Plan, which the 
Legislature requested, offers potential recommendations. 

11.2 Public School Building Seismic Concerns Place School 
Children in Danger 

An “honorable mention” on our last High-Risk List, we 
determined that this area should be on our high-risk watch list 
rather than receive a full review. The Utah K-12 Public Schools 
Unreinforced Masonry Inventory56 (Inventory) shows that 
more than 72,000 children across 119 schools could be at a risk 
of death or serious injury in the event of a large magnitude 
earthquake. This is because those schools are classified as 
unreinforced masonry57 (URM) buildings. Besides educating 
students, schools commonly serve other purposes in their communities as well, 
including as emergency shelters before and after disasters. The schools cannot 
serve that function if they do not withstand the disaster itself.  

 
55 Early Learning Policy Group, LLC. “Utah Childcare Solutions and Workplace Productivity 
Plan,” December 2024. 
56 Applied Technology Council. “Utah K-12 Public Schools Unreinforced Masonry Inventory,” 
February 2022. Prepared for the Utah Division of Emergency Management and Federal 
Emergency Management Agency.  
57 URM consists of buildings constructed of brick or block without reinforcing steel, making them 
susceptible to earthquakes. 

Over 72,000 
children in 119 
schools could be at 
risk of death or 
serious injury in 
the event of a 
large magnitude 
earthquake. 

Childcare 
providers can only 
meet 36 percent of 
Utah’s childcare 
demand. 

https://www.earlylearningpolicygroup.com/assets/Utah_Child_Care_Solutions_Report_November_27_FINAL.pdf
https://www.earlylearningpolicygroup.com/assets/Utah_Child_Care_Solutions_Report_November_27_FINAL.pdf
https://earthquakes.utah.gov/wp-content/uploads/Utah-K-12-Public-Schools-URM-Inventory-2022.pdf
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While some districts have worked on retrofitting and 
replacing URM schools for over 20 years, the Inventory 
reported that periodic structural inspections are not required 
by law, so schools often do not receive seismic improvements 
in timely intervals. In recent years, the Federal Emergency 
Management Agency, the Utah Department of Emergency Management, and the 
Utah Seismic Safety Commission have released several reports on URM. Those 
reports provided over a dozen recommendations that can help form a structured 
approach to URM rehabilitation. 

11.3 Despite Some Successes, Emergent Risks Continue to 
Threaten Utah’s Air Quality 

Utah’s wintertime air pollution has improved over the past two decades despite 
a period of growth in population and economic activity, demonstrating state 
progress in addressing PM2.558 and ground-level ozone. Despite this success, 

Utah faces a growing list of challenges that threaten 
the progress the state has made. A report by the Kem 
C. Gardner Institute noted that hospitals along the 
Wasatch Front see a forty percent increase in 
emergency room visits when pollution ranks as 
unhealthy. In 2020, local experts estimated that the 
annual economic costs of air pollution in Utah are 
between $750 million and $3.3 billion. 

Efforts that can support improved air quality can also 
support efforts to address our transportation, energy, and housing high-risk 
areas. In addition to implementing the Wasatch Choice Vision plan which is 
discussed in Area 5 on Transportation in this report, the Kem C. Gardner 
institute developed an air quality roadmap for Utah in 2020. It offers several 
policy solutions related to air quality in Utah that could be considered. 

 
58 Particulate matter with a diameter of 2.5 micrometers or less.  

Air pollution 
causes 2,480 to 
8,000 premature 
deaths annually in 
Utah and 
decreases the 
median life 
expectancy of 
Utahns by 1.1 to 
3.6 years. 
  

Schools often do 
not receive seismic 
improvement in 
timely intervals. 

https://d36oiwf74r1rap.cloudfront.net/wp-content/uploads/TheUtahRoadmap-Feb2020.pdf
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11.4 Contract Performance Management Should Be Bolstered 
to Improve Accountability 

Each year, state agencies manage over 10,000 contracts worth billions of dollars. 
This reflects a significant use of taxpayer resources and it is important that the 
state receives adequate service delivery from the contractors. Contract 
performance management should help hold contractors 
accountable for their services. In our preliminary analysis,59 
however, we found that many contract managers did not 
receive training prior to managing a contract, some did not 
believe they received the tools they needed to be successful, 
and others did not understand the contract they managed. 

Managing contracts includes ensuring compliance with the contract terms and 
conditions, resolving contract disputes, curing contract errors and deficiencies, 
and measuring or evaluating completed work and contractor performance. Thus, 
we believe more work should be done to understand (1) why some contract 
managers reported not meeting with the vendor throughout the year and (2) 
whether it is negatively impacting service delivery. In our analysis, we also 
identified contract managers who were not satisfied with their contracts for 
consecutive years. While not every issue may be resolvable, this could show a 
need for improved contract management skills. 

In preparing this 2025 Watch List, we worked with the Governor’s Office of 
Planning and Budget (GOPB) on this area as an option for them to pursue. To 
that end, GOPB has prioritized contract performance management as one of their 
efficiency evaluation projects and anticipates beginning work on it in 2026. 

 
59 We analyzed responses from a 2022-2024 contract management survey that was conducted by 
the Division of Purchasing. The responses came from a small sample of total contract managers 
and thus further analysis should be conducted to fully understand the concerns we identified. 
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Complete List of Audit Recommendations 
This report is unique and did not produce new official recommendations. Rather, we reviewed 
recommendations from audits related to the high-risk areas. The status of those 
recommendations is listed throughout this report, and we will continue to follow-up on them 
during our annual audit follow-ups. 
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A. A List of Recommendations from Public Education Audits
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As noted in Area 3, our office has released various audits on public education. 
We believe that implementing the recommendations in these reports will help 
move risk area 3.1 forward. All recommendations for area 3.1 come from the 
following reports: 

• A Performance Audit of the Utah State Board of Education’s Internal Governance 
(#2021-04) 

• A Performance Audit of Teacher and Principal Performance Within Utah’s 
Public Education System (#2022-03) 

• An Initial Review of Merit Awards For Teachers (#2024-06) 

• A Performance Audit of Student Performance on Statewide Tests (#2024-23) 

We recognize that many recommendations are implemented, but we are 
concerned that those that have not been addressed are hindering progress in this 
high-risk area. The following matrices show both recommendations that have 
been implemented and those that have not been fully addressed. The 
recommendation numbering below matches that of the respective report. 

USBE Should Implement a Recommendation from 2021 to Help 
Ensure All USBE Staff Work toward Their Strategic Plan 

USBE has incorporated each of the following recommendations related to 
strategic planning. 

 

#2021-04 – Chapter 3 Recommendation 1 The Utah State Board of 
Education should incorporate both its oversight responsibility of the public 
education system and its internal efficiency and effectiveness into its strategic 
plan. 

Action Plan Recommendations Most Recent 
Follow-up Status 

Implemented 

#2021-04 – Chapter 2 Recommendation 1 The Utah State Board of 
Education should follow the mission and vision for public education 
formalized in Utah Code. 

Implemented 

#2021-04 – Chapter 3 Recommendation 3 The Utah State Board of 
Education should incorporate all USBE section operations into its strategic 
plan. 

Implemented 

A Performance Audit of the Utah State Board of Education’s Internal Governance (#2021-04) 

https://go.utleg.gov/2021-04_RPT.pdf
https://go.utleg.gov/2022-03_RPT.pdf
https://go.utleg.gov/2024-06_RPT.pdf
https://go.utleg.gov/2024-23_RPT.pdf
https://go.utleg.gov/2021-04_RPT.pdf
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The Development and Evaluation of Quality School Administrators 
Needs to Be Improved as It Can Hinder Student Development 

Teacher recruitment and retention, compensation, and teacher and principal 
evaluations each play a role in the Capacity dimension. We recognize efforts 
from both USBE and the Legislature to address these issues. All 
recommendations directed to USBE from A Performance Audit of Teacher Retention 
Within Utah’s Public Education System (#2021-13) are implemented. 

 

#2021-04 – Chapter 4 Recommendation 1 Each section within the 
Utah State Board of Education should create an onboarding plan for new 
employees, which is specific to the duties of their section and position. 

Capacity Recommendations 
Most Recent 

Follow-up Status 

Implemented 

#2021-04 – Chapter 4 Recommendation 2 All Utah State Board of 
Education sections should create desk manuals for their positions. 

  

Implemented 

Implemented 
#2021-13 – 2.1 The Legislature, the Utah State Board of Education, and the 
Utah System of Higher Education should focus additional efforts on 
improving retention in the first five years of a teacher’s career. 

#2021-13 – 2.3 The Utah State Board of Education should work with the 
Legislature to determine which teacher retention analyses are needed and, in 
cases where data are not available, which need better collection and 
reporting. 

#2021-13 – 3.1 The Utah State Board of Education and local education 
agencies should establish a method to evaluate and track teacher vacancies to 
better target recruitment policies. 

#2021-13 – 3.2 The Utah State Board of Education should report 
comprehensive shortage information to be determined by the Legislature, 
highlighting regions and districts that experience greater levels of shortage so 
that policies may be targeted. 

Implemented 

Implemented 

Implemented 

#2021-13 – 4.1 The Legislature should consider targeted policy options to 
address teacher stresses and concerns. Implemented 

A Performance Audit of the Utah State Board of Education’s Internal Governance (#2021-04) 
A Performance Audit of Teacher Retention Within Utah's Public Education System (#2021-13) 

https://go.utleg.gov/2021-13_RPT.pdf
https://go.utleg.gov/2021-04_RPT.pdf
https://go.utleg.gov/2021-13_RPT.pdf
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USBE’s work related to teacher retention has helped identify various 
teacher retention challenges. These are shown in the adjacent graphic 
and include pay, stress, and the need for additional support. 
While our recommendations have been implemented, it is 
imperative that the effectiveness of strategies that are chosen to 
improve retention continue to be monitored. As we discussed in 
Area 3 of this report, 5-year and 10-year retention rates are still 
relatively low. If the chosen strategies to improve these rates are 
ineffective, then new strategies should be considered. This 
management cycle process is explained in our Best Practice Handbook 
(#2023-05). 

One approach to addressing retention has been to improve teacher salaries. 
Senate Bill 173 in 2024 created a merit-award program for teachers. It is designed 
to identify Utah’s best teachers and reward them financially. Our Report #2024-
06 provided several recommendations to support effective implementation of 
this program. The Utah State Center for the School of the Future has 
implemented those recommendations and reported on the program during the 
October 2024 Education Interim Committee meeting. The Legislative Audit 
Subcommittee should still consider whether to have our office evaluate the 
impact of the program. 

 

#2024-06 – 1.1 The Utah State University’s Center for the School of the 
Future should develop policies and procedures that take into account variation 
of teacher evaluation systems across local education agencies when identifying 
the state’s highest performing teachers. 

Implemented 

#2024-06 – 1.2 The Utah State University’s Center for the School of the 
Future should evaluate methods for determining teacher effectiveness 
statewide when teacher evaluation data is only available for participating local 
education agencies. 

Implemented 

#2024-06 – 1.3 The Utah State University’s Center for the School of the 
Future should evaluate methods for determining teacher effectiveness 
statewide when parent survey data is only available for participating local 
education agencies. 

Implemented 

#2024-06 – 1.4 The Utah State University’s Center for the School of the 
Future should ensure that local education agencies account for objectivity 
concerns in the nomination of teachers by principals or their designees. 

Implemented 

#2024-06 – 1.5 The Utah State University’s Center for the School of the 
Future should determine whether refinements to student growth percentile or 
an alternative measure of student growth are needed to better measure teacher 
performance for Utah’s merit-award program.  

Implemented 

Teacher 
Challenges

Stress/
Emotional 
Burnout

Managing 
student 
behavior 
problems

Time to 
fulfill 

responsibili
ties

Staff 
support

Pay

An Initial Review of Merit Awards For Teachers (#2024-06) 

https://go.utleg.gov/2023-05_RPT.pdf
https://go.utleg.gov/2024-06_RPT.pdf
https://go.utleg.gov/2024-06_RPT.pdf
https://go.utleg.gov/2024-06_RPT.pdf
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Another part of the Capacity dimension is effective teacher and principal 
evaluations. In 2022, we reported that teacher evaluations generally did not 
improve teacher performance. More recent reports from USBE show that about 
25 percent of educators never or rarely receive performance feedback from their 
principal or supervisor. Teachers also do not believe their supervisor 
understands their strengths and weaknesses. Time constraints may be a 
challenge, but we believe that it is unacceptable that some teachers are not 
receiving feedback on their performance. 

USBE has implemented many of the recommendations we gave in Report #2022-
03 related to teacher evaluations, as shown below. Additionally, Senate Bill 137 
in 2024 established an alternative teacher evaluation process that includes an 
assessment of professional growth, instructional improvement, and student 
academic growth. This new evaluation process is optional, however. Thus, its 
effectiveness should be evaluated, and consideration should be given as to 
whether it should replace the old process. 

 

In Process 
#2024-06 – 1.8 The Legislative Audit Subcommittee should consider having 
the Office of the Legislative Auditor General conduct an audit of the merit-
award program’s effectiveness and implementation at the conclusion of the 
pilot program. 

#2024-06 – 1.7 After June 30, 2025, the Legislative Audit Subcommittee 
should consider having the Office of the Legislative Auditor General evaluate 
program adoption rates, including the potential impact of funding structure on 
participation. 

In Process 

Implemented 
#2024-06 – 1.6 The Utah State University’s Center for the School of the 
Future should develop policies and procedures to ensure that any alternative 
measures used for student growth or achievement are validated. 

#2022-03 – 2.1 The Legislature should collaborate with the Utah State Board 
of Education to clarify Utah Code and Administrative Rule to define the timing, 
content, and district flexibility in summative teacher evaluations. 

Implemented 

#2022-03 – 2.2 The Legislature should consult with the Utah State Board of 
Education to examine the options presented in Chapter III to guide their 
decisions regarding the frequency, administrative workload, and other 
improvement outcomes desired for educator evaluations. 

Implemented 

#2022-03 – 2.3 The Legislature should consider changing Utah Code such 
that districts no longer be required to submit teacher evaluation rating data to 
USBE. 

Implemented 

An Initial Review of Merit Awards For Teachers (#2024-06) 

A Performance Audit of Teacher and Principal Performance Within Utah’s Public Education System (#2022-03) 

https://go.utleg.gov/2022-03_RPT.pdf
https://go.utleg.gov/2022-03_RPT.pdf
https://go.utleg.gov/2024-06_RPT.pdf
https://go.utleg.gov/2022-03_RPT.pdf
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Reiterating what we showed in Area 3, our recommendations for principal 
evaluations remain largely unaddressed. As principals have an outsized impact 
on student and teacher performance, not implementing these recommendations 
could hinder efforts to improve student and teacher performance. In recent 
audits of LEAs, we found that the development of quality administrators can still 
improve. Despite this, USBE has chosen not to implement some of our 
recommendations related to principal performance and evaluations (4.2, 4.4, and 
4.5). For others, USBE told us they are waiting on action from the Legislature 
(3.5, 4.1, and 4.3). Collaboration from local districts and the Utah System of 
Higher Education are also needed to implement Recommendation 4.1. Given 
continued weaknesses in developing quality administration, we encourage full 
implementation of the following recommendations. 

 

 

  

#2022-03 – 3.2 The Utah State Board of Education should provide 
suggestions to the Legislature regarding the educator evaluation process so 
that uniform practices can be developed and implemented.  

Implemented 

Implemented 

#2022-03 – 3.1 The Legislature should consider the evaluation improvement 
suggestion offered by the Utah State Board of Education and determine 
whether to amend statute accordingly. 

Implemented 

#2022-03 – 3.4 The Legislature, the Utah State Board of Education, and 
other education stakeholders should collaborate to determine the conditions 
for and appropriate significance of student growth in teacher and principal 
evaluations. 
A Performance Audit of Teacher and Principal Performance Within Utah’s Public Education System (#2022-03) 

Partially 
Implemented 

#2022-03 – 4.1 The Legislature, the Utah State Board of Education, local 
districts, and higher education should collaborate to establish a principal 
preparation pipeline. 

#2022-03 – 4.2 The Utah State Board of Education should provide 
suggestions to the Legislature to consider creating an independent state 
statute for school administrator evaluations. 

#2022-03 – 4.3 The Legislature should consider providing support for 
professional development and that this be included in a potential principal 
preparation pipeline. 

#2022-03 – 4.4 The Utah State Board of Education should formalize 
principal evaluation frameworks within a new principal evaluation law for 
districts to utilize. 

Not 
Implemented 

In Process 

Not 
Implemented 

#2022-03 – 3.5 The Legislature and the Utah State Board of Education 
should collaborate to consider adding criteria to evaluation code requiring 
teacher and principal involvement in collaborative educator teams. 

Not 
Implemented 

A Performance Audit of Teacher and Principal Performance Within Utah’s Public Education System (#2022-03) 

https://go.utleg.gov/2022-03_RPT.pdf
https://go.utleg.gov/2022-03_RPT.pdf
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Better Strategies and Improved Interventions 
Are Needed to Close Student Proficiency Gaps 

Monitoring is critical to improving student performance because it helps identify 
which strategies are working and which are not. USBE is still working to address 
a recommendation from 2021 that will help them more clearly track their internal 
operations to be more accountable to their strategic plan. Several of the 
recommendations for Monitoring come from Report #2024-23. 

These recommendations are meant to help USBE and LEAs improve their 
analysis of student proficiency data. Based on that analysis, they should then 
develop, implement, and evaluate targeted interventions to improve student 
performance. As it has not been a year since we released that report, we have not 
followed up on those recommendations yet. We will provide updates to those 
recommendations in subsequent high-risk lists. Lastly, as we discussed in the 
Capacity section, we also believe that USBE and LEAs should continue to 
monitor and refine teacher retention efforts to ensure that they are improving 
retention rates. 

 

 

#2022-03 – 4.5 The Utah State Board of Education and higher education 
institutions should study the viability of a tiered licensure program and 
longer mentorships for new principals. 

Not 
Implemented 

#2021-04 – Chapter 2 Recommendation 3 The Utah State Board of 
Education should continue to review and identify areas where their measures 
can be streamlined without compromising accountability. 

Monitoring Recommendations Most Recent 
Follow-up Status 

Implemented 

#2021-04 – Chapter 3 Recommendation 2 The Utah State Board of 
Education should routinely collect, track, and report performance on internal 
operations, including those that relate to the fulfillment of their strategic 
plan.   

In Process 

Implemented 
#2021-04 – Chapter 5 Recommendation 1 The Utah State Board of 
Education should include external turnover rates in the State 
Superintendent’s Annual Report as part of the internal metrics to be 
developed. 

#2021-13 – 2.2 The Utah State Board of Education should evaluate the 
impacts of new licensure changes on teacher retention and review turnover 
rates by teacher pathway to determine areas of need. 

Implemented 

A Performance Audit of the Utah State Board of Education’s Internal Governance (#2021-04) 
A Performance Audit of Teacher Retention Within Utah's Public Education System (#2021-13) 

A Performance Audit of Teacher and Principal Performance Within Utah’s Public Education System (#2022-03) 

https://go.utleg.gov/2024-23_RPT.pdf
https://go.utleg.gov/2021-04_RPT.pdf
https://go.utleg.gov/2021-13_RPT.pdf
https://go.utleg.gov/2022-03_RPT.pdf
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#2024-23 – 2.1 Local education agencies should reevaluate the 
effectiveness of their student intervention programs by collecting system 
level data to review and adjust interventions, as necessary, in response to 
programmatic weaknesses.   

#2024-23 – 1.3 Local education agencies should review intervention 
data (as mentioned in Recommendation 1.2) and determine whether the 
interventions were effective, or if efforts could be better focused 
elsewhere.   

#2024-23 – 1.2 Local education agencies should collect and analyze data 
to determine gaps in student proficiency, and implement programs 
designed to bridge those gaps. 

#2024-23 – 1.1 The Utah State Board of Education should review the 
cycle of student assessment data and identify opportunities to expedite the 
process thereby improving the turnaround time to Utah local education 
agencies.  

Expected 
Follow-up 
December 

2025 

Expected 
Follow-up 
December 

2025 

Expected 
Follow-up 
December 

2025 

Expected 
Follow-up 
December 

2025 

A Performance Audit of Student Performance on Statewide Tests (#2024-23) 

https://go.utleg.gov/2024-23_RPT.pdf
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801.646.4784 
ushe.edu  

Two Gateway 
60 South 400 West  
Salt Lake City, Utah 84102-1284 

November 10, 2025 

Kade Minchey, CIA, CFE 
Legislative Auditor General 
W315 State Capitol Complex 
Salt Lake City, Utah 84114 

Dear Mr. Minchey, 

Thank you for the opportunity to review Chapter 3, Continued Emphasis on Student 
Preparation and Clearer Pathways to High-Yield Programs Can Improve 
Education’s Return on Investment. We appreciate Darin Underwood and Andrew 
Poulter for their thoughtful analysis and for highlighting both the progress made and 
the opportunities ahead for the Utah System of Higher Education (USHE). Their work 
underscores the importance of strengthening and expanding educational pathways 
that improve student access to and completion of higher education programs aligned 
with Utah’s workforce needs. 

In alignment with the First Credential Master Plan and Master List, USHE supports 
working in partnership with the Utah State Board of Education to create awareness 
and track efficacy of educational pathways. The first credential master plan outlines 
recommendations for implementation of this co-defined pathway model that will be 
addressed in collaboration with public education, higher education, and industry. 

We recognize that this chapter is part of a broader report addressing High-Risk Areas 
in Utah and acknowledge the critical importance of enabling smooth transitions from 
secondary to postsecondary education. We concur with the assessment provided by the 
Office of the Legislative Auditor General and remain committed to collaborating with 
legislative leaders, the Governor, the Utah State Board of Education, and our 
institutions to advance and sustain a statewide vision for educational pathways that 
serve Utah students and employers. 

Sincerely, 

Geoffrey T. Landward 
Commissioner 
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November 7, 2025 

Mr. Kade Minchey 
Utah Legislative Auditor General 
Utah Capitol Complex 
P.O. Box 145315 
Salt Lake City, UT 84114-5315 

Dear Mr. Minchey, 

Thank you for the opportunity to respond to the High-Risk List Follow-up (Report #2025-25). 
The Department of Health and Human Services (DHHS or department), Office of Substance Use 
and Mental Health (SUMH), recognizes the critical risks posed by the combination of system 
fragmentation, workforce shortages, and the tragic rates of suicide and drug overdose among 
Utahns. We appreciate the thoroughness and professionalism of your staff in conducting the 
foundational Governance, Workforce, All-Payers Claims Database (APCD), and Funding Audits, 
whose findings are incorporated into the comprehensive report. 

DHHS is fully committed to implementing data-driven and strategically aligned efforts to ensure 
equitable and timely access to high-quality behavioral health services for all Utahns. DHHS is 
also fully committed to working with the Behavioral Health Commission to identify and address 
behavioral health issues in Utah. 

SUMH is actively working to address the specific vulnerabilities identified in Sub-area 4.1, 
concerning Insufficient Access to Mental Health Services Amid Rising Mental Health Needs. We 
acknowledge the urgent need to address the workforce gap and the persistent high rate of 
untreated Utahns, and are committed to leading the development of a strategic workforce plan 
with the Behavioral Health Commission and the Health Workforce Advisory Council (HWAC) 
as recommended.  

State Headquarters: 195 North 1950 West, Salt Lake City, Utah 84116 
telephone: 801-538-4001 | email: dhhs@utah.gov | web: dhhs.utah.gov 
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Additionally, SUMH is addressing Sub-area 4.2, focused on Insufficient Accountability and 
Coordination Hinder Statewide Efforts to Improve Behavioral Health Outcomes. We continue to 
establish a robust system of accountability for Local Authorities (LAs), which includes 
implementing and improving a consistent system for enforcing monitoring and audit 
requirements and developing standards for corrective action plans resulting from yearly audit 
findings.  

We are taking several steps to address other key audit recommendations. We concur with the 
need for better utilization of the APCD and are currently exploring options to ensure the Health 
Workforce Information Center (HWIC) has adequate access to behavioral health workforce data 
for analysis, as well as developing a strategic plan for the APCD to ensure it effectively informs 
policy decisions and resource allocation. Additionally, we will continue to work with the 
Behavioral Health Commission to ensure the statewide strategic plan includes measurable 
outcomes that are actively worked on.  Furthermore, DHHS will engage with the Legislature to 
consider options for creating a central oversight body for the system, ensuring clear 
decision-making authority and reducing siloed efforts. 

We appreciate the work of the Office of the Legislative Auditor General in providing the 
necessary framework for this reform. We will continue with our swift and effective 
implementation of these recommendations as we strive to maximize the impact of public 
investment and create a more resilient and sustainable behavioral health system for Utah. 

Sincerely, 

Tracy S. Gruber 
Executive Director 
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November 4, 2025 

Kade Minchey, CIA, CFE 
Auditor General 
Office of the Legislative Auditor General 
W315 State Capitol Complex  
Salt Lake City, UT 84114  

Re: Response to the High-Risk List: Identifying and Mitigating Critical 
Vulnerabilities in Utah – 2025 #2025-25. 

Dear Mr. Minchey, 

The Wasatch Front Regional Council (WFRC) appreciates the opportunity to 
respond to Area 5, Effective Transportation in Utah Relies On Strategic Land 
Use and Funding Decisions. We are grateful for the good and thorough work of 
the audit team, and for the identification of transportation as a “high risk” area. 
WFRC agrees that mobility and access to opportunities enabled by 
transportation are essential components of Utah’s high quality of life. 

As a Metropolitan Planning Organization, WFRC works in close collaboration 
with Utah’s transportation partners, local governments, and other stakeholders 
to plan transportation investments that are coordinated with development 
patterns and economic opportunities.  

WFRC agrees with and would like to highlight two key points reflected in the 
audit: 

1. Investing in multimodal transportation choices should be a continuing
priority. Utah’s Unified Transportation Plan identifies investment priorities to
give Utahns the choice to drive, use transit, bike, or walk.
2. Transportation and land use are inextricably linked. Coordinating the
development of housing and jobs with the existing and planned multimodal
transportation system - which is the core strategy of the Wasatch Choice Vision
- will help Utah to effectively accommodate continuing growth.

We appreciate your collaboration with WFRC and your analysis of this issue. 

Sincerely, 

Andrew Gruber 
Executive Director 
Wasatch Front Regional Council 
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https://unifiedplan.org/
https://wasatchchoice.org/
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November 5, 2025 

Kade R. Minchey CIA, CFE, Auditor General​
Office of the Legislative Auditor General - Utah State Capitol Complex 
Rebecca Lockhart House Building, Suite W315​
P.O. Box 145315​
Salt Lake City, UT 84114-5315 

Dear Mr. Minchey, 

We thank you for the opportunity to review and respond to the Introduction and Methodology 
section and Area 7 (Housing Affordability) of the High-Risk Audit Report.  

Thank you for highlighting in the Introduction both the interconnectedness of high-risk policy areas 
and the power of collaboration in helping ensure the best possible use of our state’s resources. 

Housing affordability continues to be one of our greatest challenges. We agree with the findings and 
recommendations of Area 7 and thank you for highlighting the progress accomplished to date. The 
Governor’s Office of Planning and Budget is looking forward to delivering the completed Utah 
Housing Strategic Plan to the Legislature in December. We will continue to work with our state and 
community parters to track progress towards implementing the plan and closing our housing supply 
gap.  

Sincerely, 

Sophia DiCaro 
Executive Director 
Governor’s Office of Planning and Budget 

CC:       Laura Hanson 
              Steve Waldrip 
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Office of Legislative Services 

Utah State Legislature | Office of Legislative Services 

350 North State Street, Suite 10, Salt Lake City, UT 84121 

Memorandum  

To: Kyle Pepp, Legislative Performance Auditor  

From: Jonny Stewart, Executive Officer, Office of Legislative Services 

Date: November 3, 2025 

Subject: Response to Area 9 of the 2025 High-Risk List  

Thank you for the opportunity to provide a response to Area 9 of the 2025 High-Risk List. 

The Legislative Information Technology Office continues to make significant progress in 
strengthening its cybersecurity defenses. As part of Area 9, recommendations from a previous 
audit are still in process. A cybersecurity incident response plan and cybersecurity policy have 
been drafted and will be presented to LSMC for review and approval on November 3, 2025. The 
Legislative IT Office has been instituting core policies and procedures that will lay the 
groundwork for a cybersecurity strategic plan.  
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Department of Government Operations 
Executive Director’s Office 

State of Utah MARVIN L. DODGE 
Executive Director 

SPENCER J. COX 
Governor 

DEIDRE M. HENDERSON 
Lieutenant Governor 

MARILEE P. RICHINS 
Deputy Director 

DAVID DYCHES 
Deputy Director

PO Box 141002, Salt Lake City, UT 84114-1002 ♦ telephone 801-957-7171 ♦ https://govops.utah.gov/ 

   
 

 

 

November 10, 2025 

Dear Auditor Minchey, 

On behalf of the Department of Government Operations and the Utah Cyber Center, I appreciate the 
opportunity to respond to the recommendations outlined in the report, Area 9 Persistence of Cybersecurity 
and Data Privacy Incidents Demonstrate Need for Wider-Spread Adoption of Cybersecurity Best 
Practices. 

The report outlines the significant and escalating risks posed by cyber threats to Utah's government 
entities and critical infrastructure. The emphasis on the increasing complexity and frequency of attacks, 
coupled with the potential for serious harm to public safety and the economy, fully justifies the High-Risk 
designation for this area. 
The report clearly articulates why this area is high risk, citing the reliance on technology for fundamental 
operations and the surge in complex attacks, including ransomware, data breaches, and phishing. 
Referencing the compelling evidence in Figure 9.1 provides a concrete and concerning summary of five 
cyberattacks since 2019 that negatively impacted state and local entities, including the University of Utah, 
Utah State University, Garfield County, Granite School District, and several others via the PowerSchool 
breach. This evidence underscores the urgency of the problem. 
The report provides a clear, data-driven assessment of Utah's cybersecurity vulnerabilities. The identified 
risks are severe and require sustained, high-level attention from both the legislative and executive 
branches. Priorities must include the full implementation of all pending audit recommendations, 
continued investment in improving system capacity across all entities, and ensuring that established 
coordination centers are operating with maximum effectiveness to safeguard Utah's security, prosperity, 
and well-being. 

We look forward to further engagement with these issues. 

Please do not hesitate to contact me or the division directors with any additional questions. 

Best Regards,   

Marvin Dodge 
Executive Director 
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Office of the Legislative 
Fiscal Analyst Jonathan Ball, Legislative Fiscal Analyst 

W310 State Capitol Complex I Salt Lake City, UT 84114 I Phone: 801.538.1034 

November 7, 2025 

Kade Minchey 
Legislative Auditor General 
W315 Lockhart House Office Building 
State Capitol Complex 
Salt Lake City, UT 84114 

Dear Mr. Minchey: 

Thank you for the thoughtful assessments contained in Report #2025-25, High-Risk 
List: Identifying and Mitigating Critical Vulnerabilities in Utah - 2025. Chapter 10 of 
the report, "Both State and Federal Revenue Risks Could Impact Utah's Structural 
Budget Integrity," identified additional steps that Utah policymakers have taken to 
stabilize the state's revenue streams since this high-risk list was last completed in 
2023. We especially commend your work on oversight of federal funds, introduced 
in this edition. 

The concerns you express in Chapter 10 are among the risk factors this office 
considers when performing long-term fiscal health analyses like the state budget 
stress test required by Utah Code 36-12-13(2)(e). For the first time this year our 
stress test will examine risks related to federal funding volatility in Medicaid. 
Together with your office, we remain dedicated to supporting the Legislature's 
ongoing efforts to strengthen Utah's sound fiscal policy- recognized as best in the 
nation four years running by U.S. News and World Reports. 

Jo than Ball 
L gislative Fiscal Analyst 
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