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Utah Code § 63A-19-301
Utah Office of Data Privacy Duties
Create & Maintain a Data Privacy Framework

Protect personal data, ensure compliance, empower individuals, and enable
lawful data sharing.
Adapt to each entity’s resources, populations, and maturity.

Review & Standardize Laws
Identify conflicts and gaps in privacy and records management statutes.

Support Governmental Entities
Research best practices, remedies for non-compliance, and ways to expand
individual control.
Focus on AI/automated decision-making, synthetic/anonymized data, and
website tracking.

Support Utah Privacy Commission



Utah Code § 63A-19-301
Utah Office of Data Privacy Duties

Monitor & Coordinate
Monitor high-risk processing and develop breach response plans with the
Cyber Center.
Integrate privacy into records management with the State Archivist.

Training & Awareness
Create statewide employee data privacy training programs.

Extensions and Exemptions
Approve or deny requests for extensions and exemptions to government
entity privacy duties in 63A-19-401.



“Specific Geolocation Data” in
Government Data Privacy Act  



Utah Code § 63A-19-101
GDPA Definitions

(35) "Specific geolocation data" means the same as that term is defined in
Section 13-61-101.

Utah Code § 13-61-101(33)
(a) "Specific geolocation data" means information derived from technology,
including global position system level latitude and longitude coordinates, that
directly identifies an individual's specific location, accurate within a radius of 1,750
feet or less.

(b) "Specific geolocation data" does not include:
(i) the content of a communication; or
(ii) any data generated by or connected to advanced utility metering infrastructure
systems or equipment for use by a utility.



Utah Code § 63A-19-101
GDPA Definitions

(18)
(a) "High-risk processing activities" means a governmental entity's processing of personal data that
may have a significant impact on an individual's privacy interests, based on factors that include:
    (i) the sensitivity of the personal data processed;
    (ii) the amount of personal data being processed;
    (iii) the individual's ability to consent to the processing of personal data; and
    (iv) risks of unauthorized access or use.
(b) "High-risk processing activities" may include the use of:
    (i) facial recognition technology;
    (ii) automated decision making;
    (iii) profiling;
    (iv) genetic data of a living person;
    (v) biometric data; or
    (vi) specific geolocation data.



Utah Code § 63A-19 Part 4
Duties of Governmental Entities

63A-19-401(3) A governmental entity may not:
(a) establish, maintain, or use undisclosed or covert surveillance of individuals
unless permitted by law;
(b) sell personal data unless expressly required by law; and
(c) share personal data unless permitted by law.

63A-19-401.3   Privacy Program Report
Report, including a list of all high risk processing activities, submitted to the
Utah Office of Data Privacy.
First reports will be submitted to the Office by Dec 31, 2026. 



Utah Code § 63A-19 Part 4
Duties of Governmental Entities

63A-19-402 Personal Data Collection - Privacy Notice
Government entities must provide notice at time of personal data collection which
includes the purposes and uses of data. Entities are limited to those purposes and
uses.

63A-19-402.5 Website Privacy Notice
Government entities must provide notice at time of personal data collection which
includes the purposes and uses of data. Entities are limited to those purposes and
uses.

63A-19-404 Retention and Disposition of Personal Data
Government entities must dispose of personal data according to retention
schedules.



What specific harms from the collection or use of specific geolocation data
are we trying to prevent?
What are beneficial government uses of specific geolocation data?
Should government access to specific geolocation data require consent, a
warrant, or other legal process?
Is specific geolocation data obtained from a person’s device their property or
“papers”?
Is specific geolocation data collected for a government service a government
record under GRAMA?
Should a government vendor ever own, license, or independently use
government-collected geolocation data?
Should protections follow specific geolocation data when it is held by vendors
or other third parties?
Should privacy protections depend on whether GDPA or UCPA applies, or
should the same protections apply to the data regardless of who holds it?
How long should government and its vendors be permitted to retain specific
geolocation data?



Questions or
comments

Visit us at
privacy.utah.gov
or email us at
officeofdataprivacy@utah.gov
christopherbramwell@utah.gov
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