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GENETIC TESTING PRIVACY ACT
1999 GENERAL SESSION
STATE OF UTAH
Sponsor: NoraB. Stephens

AN ACT RELATING TO HEALTH; ENACTING THE GENETIC TESTING PRIVACY ACT;
DEFINING TERMS; REQUIRING VERBAL DISCLOSURE AND WRITTEN CONSENT
PRIOR TO COLLECTING A DNA SAMPLE FOR GENETIC ANALY SIS, REQUIRING
WRITTEN CONSENT TO DISCLOSE PRIVATE GENETIC INFORMATION TO A THIRD
PARTY; PLACING RESTRICTIONS ON EMPLOY ERS AND INSURERS WITH LIMITED
EXCEPTIONS; ESTABLISHING EXCEPTIONS TO THE REQUIREMENT OF INFORMED
CONSENT; PERMITTING COMPELLED DISCLOSURE OF PRIVATE GENETIC
INFORMATION IN LIMITED CIRCUMSTANCES; PROVIDING A PRIVATE RIGHT OF
ACTION FOR VIOLATIONS; AUTHORIZING THE ATTORNEY GENERAL TO ENFORCE
THE ACT; AND PROVIDING AN EFFECTIVE DATE.
This act affects sections of Utah Code Annotated 1953 as follows:
AMENDS:

63-2-202, as last amended by Chapter 312, Laws of Utah 1994

63-2-302, as last amended by Chapter 303, Laws of Utah 1998
ENACTS:

26-44-101, Utah Code Annotated 1953

26-44-102, Utah Code Annotated 1953

26-44-103, Utah Code Annotated 1953

26-44-104, Utah Code Annotated 1953

26-44-105, Utah Code Annotated 1953

26-44-106, Utah Code Annotated 1953

26-44-107, Utah Code Annotated 1953

26-44-108, Utah Code Annotated 1953
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26-44-109, Utah Code Annotated 1953
26-44-110, Utah Code Annotated 1953
26-44-111, Utah Code Annotated 1953
31A-22-1601, Utah Code Annotated 1953
31A-22-1602, Utah Code Annotated 1953
34A-9-101, Utah Code Annotated 1953
34A-9-102, Utah Code Annotated 1953

Be it enacted by the Legidlature of the state of Utah:

Section 1. Section 26-44-101 is enacted to read:
CHAPTER 44. GENETIC TESTING PRIVACY ACT
26-44-101. Title.
This chapter is known as the "Genetic Testing Privacy Act."
Section 2. Section 26-44-102 is enacted to read:
26-44-102. Definitions.
As used in this chapter:
(1) "Blood relative" means a person's biologically related:

a) parent;

(b) grandparent;
(c) child;

(d) grandchild;
(e) sibling;

(f) uncle;

(g) aunt;

h) nephew:

i) niece; or
(i) first cousin.

(2) "Compulsory disclosure' means any disclosure of private genetic information

mandated or required by federal law, state law, or Section 26-44-109.

(3) "Disclose’ or "disclosure’ means to convey or to provide access to private genetic

information to a person other than the individual.

(4) "DNA" means deoxyribonucleic acid, ribonucleic acid, and chromosomes, which may
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be analyzed to detect heritable diseases or conditions, including the identification of carriers,

predicting risk of disease, or establishing a clinical diagnosis.

(5) "DNA sample' means any human biological specimen from which DNA can be

extracted, or DNA extracted from such specimen.

(6) "DNA typing" means a scientificaly reliable method for characterizing and comparing

sequences of DNA, and applying a statistical analysis of population frequency to determine that

if the DNA sequences match, the probability that the match occurs by chance.

(7) (a) "Genetic andlysis' or "genetic test" means the testing or analysis of an identifiable

individual's DNA that results in information that is derived from the presence, absence, dteration,

or mutation of a gene or genes, or the presence or absence of a specific DNA marker or markers.

(b) "Genetic analysis' or "genetic test" does not mean:

(i) _aroutine physical examination;

(ii) aroutine chemical, blood, or urine analysis, unless conducted purposefully to identify

genetic variation; or

(iii) atest to identify the presence of drugs or HIV infection.

(8) (&) "Individua" means the person from whose body the DNA sample originated unless
Subsection (b) or (c) applies.
(b) In the event that the person from whose body the DNA sample originated is a minor

or an incompetent person, "individual" means the person with the legal authority to make health

care decisions on behalf of the minor or incompetent person.

(c) In the event that the person from whose body the DNA sample originated is deceased,

"individual" means, in the following order of priority, the deceased person's:

(i) estate administrator or executor:;

(i) legal quardian;

i OUSE,;
(iv) parent; or
(v) child 18 years of age or older.

(9) "Individua identifier" means a name, address, Social Security number, health insurance

identification number, or similar information by which the identity of an individual can be

determined with reasonable accuracy. The term does not include information that has been

anonymized through encryption or encoding.
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(10) "Institutional Review Board" means a board established in accordance with 45 CFR
46.102(0)(1992) as such regulation may be amended.
(11) "Legd rights' means any statutory or contractual right that arises as aresult of or in

connection with the provisions of this chapter.

(12) "Person" means any person, organization, or entity other than the individual.

(13) (a) "Private genetic information”" means any information about an identifiable

individual that is derived from the presence, absence, alteration, or mutation of a gene or genes,

or the presence or absence of a specific DNA marker or markers, and which has been obtained:

(i) from atest or analysis of the individual's DNA: or

(ii) from atest or anaysis of aperson's DNA to whom the individual is a blood relative.

(b) "Private genetic information” does not include information that is derived from:

(i) _aroutine physical examination;

(ii) aroutine chemical, blood, or urine analysis, unless conducted purposefully to identify

genetic variation; or

(i) atest to identify the presence of drugs or HIV infection.

Section 3. Section 26-44-103 is enacted to read:

26-44-103. DNA samples collected before or after July 1, 1999.

Except as provided in Section 26-44-108, an individualy identifiable DNA sample
collected in this state:

(1) for genetic analysis on or after July 1,1999, may only be collected, analyzed, stored,

and used for research or other purposes to the extent expressly permitted by and in strict

accordance with informed consent obtained in compliance with the requirements of Section
26-44-104;
(2) before duly 1, 1999, may be subject to genetic anaysis for clinical purposes without

complying with the provisions of Section 26-44-104; and

(3) before July 1, 1999, may be subject to genetic analysis for research purposes:

(a) in accordance with the specific purpose for which the sample was originally collected:

(b) after the sample has been permanently anonymized through the removal and

destruction of individual identifiers; or

(c) in connection with aresearch protocol approved by an institutional review board and:

(i) theinformed consent requirements of Section 26-44-104 are met; or
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(ii) aperson who serves as a custodian of records and is not directly involved in research

or genetic analysis:

(A) directs the removal of al individually identifying information from the DNA sample

before the sample is analyzed in connection with the approved research protocol ;

(B) if theidentifying information is not destroyed, maintains the confidentiality of

individually identifying information and stores the information in a manner in which only the

custodian of records and his direct subordinates have access to the information; and

(C) only uses stored individually identifying information if:

(1) the useis necessary to further alegitimate research purpose which is approved by an

institutional review board:;

(1) _the confidentiality of the information can be maintained in accordance with Subsection
(3)(Q)(ii)(B); and
(111) the disclosure of individually identifying information is limited to the individua, the

individual's next of kin, and the individual's health care providers.
Section 4. Section 26-44-104 is enacted to read:
26-44-104. Informed consent for genetic testing.
(1) Except as provided in Section 26-44-108, no person may collect or cause to be

collected an individually identifiable DNA sample in this state for genetic analysis without:

(@) verbaly informing the individual in aface-to-face exchange:

(i) that consent to genetic andlysisis voluntary;

(ii) of the specific purpose for and information that is likely to result from analyzing the

DNA sample in the manner contempl ated;

(iii) of the predictive nature of genetic analysis, including the difference between carrying

agene and manifesting a disorder;

(iv) that genetic analysis may result in important information about the individua's blood

relatives that may not be known and that if it does, the individua will have to decide whether or

not to disclose the information to them;

(v) that Utah law restricts the use of private genetic information in employment decisions

and insurance underwriting, but it is possible for someone to ask the individual in the future of the

existence of agenetic test or anaysis and to potentially condition a benefit on the disclosure of

information regarding such testing or analysis;
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(vi) of the availability of genetic counsdling;

(vii) that the DNA sample will be destroyed within six months or the time specified in

federal law after it has been analyzed in accordance with the individual's consent unless the

individual agrees otherwise; and

(viii) in the event that the DNA sampleis to be used for research purposes, an explanation

of:

(A) the scope and purpose of the research project;

(B) the function of an institutional review board;
(C) thelength of time the DNA sample will be stored:;
(D) theintended and potential uses of the DNA sample both during the research project

and after its conclusion; and

(E) the protections established to protect private genetic information and individually

identifying information from disclosure; and

(b) theindividua signing and dating a consent form, after verbally receiving the

information required by Subsection (1)(a), that includes:

(i) each provision required by Subsection (1)(a);

(ii) theindividual's signed initials next to each provision required by Subsection (1)(a); and

(iii) astatement that verbal informed consent was given for each initialed provision.

(2) A person may not perform a genetic test on an individually identifiable DNA sample
if that person has actual knowledge that the individual:
(a) wasin Utah at the time the sample was collected; and

(b) did not give informed consent in the manner required by Subsection (1).

(3) (a) Insurers and employers are prohibited from seeking an individual's informed

consent for genetic testing.

(b) Notwithstanding Subsection (3)(a), a health care provider who is employed by an

insurer to provide direct heath care services to insureds may seek an individual's informed consent

for genetic testing as long as:

(i) therequest isfor alegitimate medica purpose; and

(ii) theinsurer does not have access to the resulting private genetic information, except to
the extent permitted in Subsection 26-44-107(2).
(4) A copy of the consent form required by Subsection (1)(b) shall be provided to the
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individual.

Section 5. Section 26-44-105 is enacted to read:

26-44-105. Disclosure of private genetic infor mation.

(1) Except as provided in Sections 26-44-108 and 26-44-109, no person who, in the
ordinary course of business, practice of a profession, or rendering of a service, creates, stores,

receives, or furnishes private genetic information, may disclose private genetic information to any

other person without the prior written authorization of the individual that is dated and signed and

includes at least the following:

(a) theidentity of the person authorizing the disclosure;

(b) theidentity of the person permitted to make the disclosure;

(c) theidentity of those to whom the information is to be disclosed;

(d) adescription of any class of persons who may handle the information in its processing,

transmission, or maintenance and a brief overview of the processes that are in place to protect the

confidentiality of the information;

(e) adescription of the specific genetic information to be disclosed;

(f) adescription of the purpose for which the disclosure is being made;
(g) an indication of whether the information may be stored indefinitely or destroyed at a
time certain;

(h) the date on which the written authorization for disclosure expires, which may not be

longer than 60 days after the date of authorization; and

(i) astatement that the authorization is subject to revocation at any time before the

disclosure is actualy made.
(2) A copy of the authorization shall be provided to the individual.
(3) Anindividua may revoke or amend the authorization at any time by contacting the

person to whom authorization was given.

(4) Anindividual may not maintain an action against a person for disclosure of private

genetic information made in good faith reliance on a valid written authorization if the person had

no notice of the revocation of the authorization at the time the disclosure was made.

(5) Each disclosure made pursuant to a written authorization described in Subsection (1)

shall be accompanied by the following written statement: " This information has been disclosed to

you from private records protected under the Genetic Testing Privacy Act and any further
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disclosure of the information without specific authorization from the individual is prohibited.”

(6) A general authorization for the release of medical records or medical information may

not be used as a written authorization for the disclosure of private genetic information.

(7) Aninsurer may only use this section to access an individua's private genetic

information:

(a) to determine the insurer's obligation to pay for a genetic test or health care services
under Subsection 26-44-107(2); or

(b) as permitted in Subsection 26-44-107(4)(b).

(8) An employer may not use this section to access an individual's private genetic

information unless the individual has knowingly and voluntarily waived his right to have a court

or administrative law judge make a determination as to whether the disclosure of private genetic
information should be compelled under Section 26-44-108.
(9) Private genetic information in the possession of an employer or insurer may not be

disclosed by means of a written authorization to any person other than:

(@) theindividual; and

(b) theindividual's health care provider.

Section 6. Section 26-44-106 is enacted to read:

26-44-106. Restrictions on employers.

(1) Except as provided in Subsection (2), an employer, as defined in Section 34A-2-103,
may not in connection with a hiring, promotion, retention, or any other employment-related

decision:

(a) access or otherwise take into consideration private genetic information about an
individual or his blood relative;

(b) request or require an individual to consent to arelease for the purpose of accessing

private genetic information about the individual;

(c) reguest or require an individual or his blood relative to submit to a genetic test; and

(d) inquireinto or otherwise take into consideration the fact that an individual or his blood
relative has taken or refused to take a genetic test.
(2) (a) Notwithstanding Subsection (1), an employer may seek an order compelling the

disclosure of private genetic information held by an individual or third party pursuant to Section
26-44-109 in connection with:
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(i) an employment-related judicia or administrative proceeding in which the individua
has placed his health at issue; or

(ii) an employment-related decision in which the employer has a reasonable basis to
believe that the individual's health condition poses a real and unjustifiable safety risk requiring the
change or denial of an assignment.

(b) An order compelling the disclosure of private genetic information may only be entered
if the requirements of Subsections 26-44-109(4) and (5) have been met.

Section 7. Section 26-44-107 is enacted to read:

26-44-107. Restrictionson insurers.

(1) Except as provided in Subsections (2) and (4), an insurer may not in connection with

the offer or renewal of an insurance product or in the determination of premiums, coverage,

renewal, cancellation, or any other underwriting decision that pertains directly to the individua

or any group of which the individual is a member that purchases insurance jointly:

(a) access or otherwise take into consideration private genetic information about an
individual or his blood relative;
(b) request or require an individual to consent to arelease for the purpose of accessing

private genetic information about the individual;

(c) reguest or require an individual or his blood relative to submit to a genetic test; and

(d) inquire into or otherwise take into consideration the fact that an individual or his blood
relative has taken or refused to take a genetic test.

(2) With respect to health insurance, as defined in Subsection 31A-1-301(35), an insurer:

(a) may request and obtain information regarding the necessity of a genetic test, but not

the results of the test, if aclaim for payment for the test has been made against an individual's

health insurance policy;

(b) may request and obtain that portion of private genetic information that is necessary to

determine the insurer's obligation to pay for health care services where:

(i) the primary basis for rendering such services to an individual is the result of a genetic

test; and
(i) aclaim for payment for such services has been made against the individual's health

insurance policy:;

(c) may only store information obtained under this Subsection (2) until the insurer's
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obligation to pay for a genetic test or health care services has been fully resolved; and

(d) may only use or otherwise disclose the information in connection with a proceeding

to determine the obligation of an insurer to pay for a genetic test or health care services, provided
that:

(i) the disclosure of the information is limited to those persons who are direct participants

in the proceeding with a legitimate need to know the information; and

(ii) reasonable measures have been taken to limit disclosure for the protection of the

individual.

(3) (&) Aninsurer may, to the extent permitted by Subsection (2), seek an order compelling
the disclosure of private genetic information held by an individual or third party pursuant to
Section 26-44-109.

(b) An action brought in accordance with Subsection (2) shall be presumed to meet the
finding requirement of Subsection 26-44-109(4).

(c) An order authorizing the disclosure of private genetic information shall comply with
Subsection 26-44-109(5).

(4) With respect to insurance other than health insurance, an insurer may in connection

with the offer or renewal of an insurance policy or in the determination of premiums, coverage,

or renewal:
() inguire into whether private genetic information from a personal or familial source was

amotivating factor in the decision to purchase insurance;

(b) if theindividual's private genetic information was a motivating factor in the decision

to purchase insurance, request the individual to release his private genetic information to the

insurer;

(c) storeinformation obtained under Subsection (4)(b) for 60 days before it must be

destroyed; and
(d) record the disposition of an application based on information obtained under

Subsection (4)(b) as long as there is no mention of a specific illness, disease, or other health

condition.
(5) Nothing in Subsection (4) may be construed as:

(a) permitting an insurer to disclose private genetic information or the insurer's disposition

of an insurance application based on private genetic information to a person other than the

-10-
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individual; or

(b) restricting the right of an insurer to deny a claim in accordance with the terms of an

insurance policy or otherwise seeking relief if information properly reguested under Subsection

(4)(a) was knowingly withheld.

(6) Outside of private genetic information, nothing in this section may be construed as

restricting the ability of an insurer to take into account the health status of an individual, group,

or population in determining premiums or making other underwriting decisions.
Section 8. Section 26-44-108 is enacted to read:
26-44-108. Exceptionsto informed consent.

(1) Notwithstanding any other provision in this chapter, a person may provide access to

an individually identifiable DNA sample, or to data derived from DNA typing, to assist in the

identification of adead body, provided that the analysis of any sample so provided and the analysis

of any DNA sample from the dead body is limited to that which is necessary to determine the
identity of the dead body.
(2) Nothing in this chapter may be construed to affect the authority of law enforcement

agencies under Title 53, Chapter 5, Part 2, Criminal Identification Act, in collecting, storing,

testing, typing, and controlling access to DNA samples in the course of conducting criminal
investigations.

(3) (&) With the exception of Sections 26-44-106 and 26-44-107, which apply to insurers
and employers, nothing in this chapter may be construed to prohibit the collection or analysis of

an individually identifiable DNA sample pursuant to Title 62A, Chapter 11, Recovery Services;
Title 78, Chapter 45a, Uniform Act on Paternity; or Rule 35 of the Utah Rules of Civil Procedure
if the provisions of this Subsection (3) have been met.

(b) An order or agency request under Subsection (3)(a) may only be entered upon afinding

that:

(i) the genetic condition of the individual has been placed at issue;

(ii) other ways of obtaining the private information are not available or would not be
effective; and

(iii) thereis acompelling need for the private genetic information which substantially

outweighs the potential harm to the privacy interests of the individual.

(c) An order or agency reqguest under Subsection (3)(a) shall specify:

-11 -
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(i) the manner of collection of the DNA sample;

(ii) the person or persons authorized to collect and analyze the DNA sample;

(iii) the purpose of the genetic analysis;

(iv) that the genetic analysisis limited to that which is necessary to fulfill the purpose of

the order or request;

(v) that the sasmple may only be stored until the matter underlying the order or agency

request has been resolved and the time for appeal has lapsed:;

(vi) those persons to whom disclosure of the resulting private genetic information may be

made because of a compelling need to know such information; and

(vii) such other measures as may be necessary to limit disclosure of the resulting private

genetic information for the protection of the individual.

(d) A paternity action brought under Subsection (3)(a) shall be presumed to meet the
finding requirement of Subsection (3)(b).

Section 9. Section 26-44-109 is enacted to read:

26-44-109. Compulsory disclosure of private genetic infor mation.

(1) No person, including an individual, who maintains private genetic information may be

compelled to disclose such information pursuant to a request for compulsory disclosure in any

judicial, legidative, or administrative proceeding unless:

(a) the person maintaining the genetic information has received the authorization of the

individual to release the information in response to the request for compul sory disclosure;

(b) theindividual is a party to or the subject of the proceeding, the private genetic
information is at issue, and the requirements of Section 26-44-106 and 26-44-107, if applicable,
have been met; or

(c) the genetic information isfor use in alaw enforcement proceeding or investigation in

which the person maintaining the information is the subject or a party.

(2) (a) A person requesting compulsory disclosure pursuant to Subsection (1)(b) or ()

shall serve upon the person maintaining the genetic information and upon the individual:

(i) acopy of the request at least ten days prior to the date on which the compul sory

disclosure is requested; and

(ii) astatement of the right of the individual or person maintaining the genetic information

to have any objections to compulsory disclosure heard by the court, legidature, or administrative

-12-
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agency prior to the issuance of a compulsory disclosure order, and the procedure to be followed

to have any such objections heard.
(b) Service under Subsection (2)(a) may be sent by certified mail, return receipt requested,

or hand-delivered.
(3) Service of acompulsory disclosure request upon a person maintaining private genetic

information shall be accompanied by awritten certification, signed by the person seeking to obtain

the private genetic information or his authorized representative:

() identifying at least one subsection of Section (1) in justification of compulsory

disclosure; and
(b) indicating that the notice requirement of Subsection (2)(a) has been met.
(4) An order under this section may only be entered upon afinding that:

(a) other ways of obtaining the private information are not available or would not be

effective; and

(b) thereisacompelling need for the private genetic information which substantially

outweighs the potential harm to the privacy interests of the individual.

(5) _An order under this section which authorizes the disclosure of private genetic
information shall:

(a) limit disclosure to those parts of the record containing such information as is essential
to fulfill the objective of the order;

(b) limit disclosure to those persons whose need for the information is the basis of the

order; and

(c) include such other measures as may be necessary to limit disclosure for the protection
of theindividual.

Section 10. Section 26-44-110 is enacted to read:

26-44-110. Privateright of action.

(1) Anindividua whose legal rights arising under this chapter have been violated may

recover damages and be granted equitable relief in a civil action.

(2) Any person who unintentionally violates the legal rights of an individual arising from

this chapter shall be liable to the individual for each separate violation in an amount equal to:

(a) actual damages sustained as a result of the violation or $5,000, whichever is greater;

(b) treble damages, if the violation resulted in profit or monetary gain; and

-13-
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400 (c) reasonable attorneys fees and costs.

401 (3) Any person who intentionally induces a person to violate the legal rights of an

402 individua arising from this chapter, or who, himsdalf, intentionally violates the legal rights of an

403 individua arising from this chapter shall be liable to the individual for each separate violation in

404  an amount equal to:

405 (@) actual damages sustained as a result of the violation or $15,000, whichever is greater;
406 (b) punitive damages as the court may allow; and

407 (c) reasonable attorneys fees and costs.

408 Section 11. Section 26-44-111 is enacted to read:

409 26-44-111. Enforcement.

410 (1) Whenever the attorney general has reason to believe that any person is using or is about

411 touse any method, act, or practice in violation of the provisions of this chapter, and that

412  proceedings would be in the public interest, the attorney general may bring an action against the

413 person to restrain or enjoin the use of such method, act, or practice.

414 (2) In addition to restraining or enjoining the use of a method, act, or practice, the court

415 may require the payment of:

416 (a) acivil fine of not more than:

417 (i) $10,000 for each separate unintentional violation; and

418 (ii) $30,000 for each separate intentional violation; and

419 (b) reasonable costs of investigation and litigation, including reasonable attorneys fees.
420 Section 12. Section 31A-22-1601 is enacted to read:

421 Part 16. Genetic Testing Restrictions

422 31A-22-1601. Title.

423 This part is known as the "Genetic Testing Restrictions on Insurers Act."

424 Section 13. Section 31A-22-1602 is enacted to read:

425 31A-22-1602. Genetic testing restrictions.

426 With respect to matters related to genetic testing and private genetic information, an insurer

427  shall comply with Section 26-44-107 and the other applicable provisions of Title 26, Chapter 44,
428  Genetic Testing Privacy Act.

429 Section 14. Section 34A-9-101 is enacted to read:

430 CHAPTER 9. GENETIC TESTING RESTRICTIONS

-14 -
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34A-9-101. Title.

This part is known as the "Genetic Testing Restrictions on Employers Act.”

Section 15. Section 34A-9-102 is enacted to read:

34A-9-102. Restrictionson employers.

With respect to matters related to genetic testing and private genetic information, an

employer shall comply with Section 26-44-106 and the other applicable provisions of Title 26,
Chapter 44, Genetic Testing Privacy Act.

Section 16. Section 63-2-202 is amended to read:

63-2-202. Accessto private, controlled, and protected documents.

(1) Upon request, agovernmental entity shall disclose a private record to:

(a) the subject of the record;

(b) the parent or legal guardian of an unemancipated minor who is the subject of the
record;

(c) thelega guardian of alegally incapacitated individual who is the subject of the record;

(d) any other individual who:

(i) hasapower of attorney from the subject of the record;

(if) submits a notarized release from the subject of the record or his legal representative
dated no more than 90 days before the date the request is made; or

(iii) if therecord is amedical record described in Subsection 63-2-302(1)(b), isahedth
care provider, as defined in Subsection 26-33a-102(7), if releasing the record or information in the
record is consistent with normal professional practice and medical ethics and Title 26, Chapter 44,
Genetic Testing Privacy Act; or

(e) any person to whom the record must be provided pursuant to court order as provided

in Subsection (7) or alegidative subpoena as provided in Title 36, Chapter 14, Legidative
Subpoena Powers.

(2) (&) Upon request, a governmental entity shall disclose a controlled record to:

(i) aphysician, psychologist, certified social worker, insurance provider or agent, or a
government public health agency upon submission of arelease from the subject of the record that
is dated no more than 90 days prior to the date the request is made and a signed acknowledgment
of the terms of disclosure of controlled information as provided by Subsection (2)(b); and

(if) any person to whom the record must be disclosed pursuant to court order as provided
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in Subsection (7) or alegidative subpoena as provided in Title 36, Chapter 14.

(b) A person who receives arecord from a governmental entity in accordance with
Subsection (2)(a)(i) may not disclose controlled information from that record to any person,
including the subject of the record.

(3) If thereis more than one subject of a private or controlled record, the portion of the
record that pertains to another subject shall be segregated from the portion that the requester is
entitled to inspect.

(4) Upon request, a governmental entity shall disclose a protected record to:

(a) the person who submitted the record;

(b) any other individua who:

(i) hasapower of attorney from al persons, governmental entities, or political
subdivisions whose interests were sought to be protected by the protected classification; or

(i) submits a notarized release from all persons, governmental entities, or political
subdivisions whose interests were sought to be protected by the protected classification or from
their legal representatives dated no more than 90 days prior to the date the request is made; or

(c) any person to whom the record must be provided pursuant to a court order as provided
in Subsection (7) or alegidative subpoena as provided in Title 36, Chapter 14.

(5 A governmental entity may disclose a private, controlled, or protected record to another
governmental entity, political subdivision, another state, the United States, or a foreign government
only as provided by Section 63-2-206.

(6) Beforereleasing a private, controlled, or protected record, the governmental entity shall
obtain evidence of the requester's identity.

(7) A governmental entity shall disclose arecord pursuant to the terms of a court order
signed by ajudge from a court of competent jurisdiction, provided that:

(a) therecord deals with a matter in controversy over which the court has jurisdiction;

(b) the court has considered the merits of the request for access to the record; and

(c) the court has considered and, where appropriate, limited the requester's use and further
disclosure of the record in order to protect privacy interestsin the case of private or controlled
records, business confidentiality interests in the case of records protected under Subsections
63-2-304(1) and (2), and privacy interests or the public interest in the case of other protected
records,
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(d) to the extent the record is properly classified private, controlled, or protected, the
interests favoring access, considering limitations thereon, outweigh the interests favoring
restriction of access, and

(e) where accessisrestricted by arule, statute, or regulation referred to in Subsection
63-2-201(3)(b), the court has authority independent of this chapter to order disclosure.

(8) (& A governmental entity may disclose or authorize disclosure of private or controlled
records for research purposes if the governmental entity:

(i) determines that the research purpose cannot reasonably be accomplished without use
or disclosure of the information to the researcher in individually identifiable form;

(i) determines that the proposed research is bona fide, and that the value of the research
outweighs the infringement upon personal privacy;

(iii) requiresthe researcher to assure the integrity, confidentiality, and security of the
records and requires the removal or destruction of the individual identifiers associated with the
records as soon as the purpose of the research project has been accomplished;

(iv) prohibits the researcher from disclosing the record in individualy identifiable form,
except as provided in Subsection (8)(b), or from using the record for purposes other than the
research approved by the governmental entity; [and]

(v) secures from the researcher a written statement of his understanding of and agreement
to the conditions of this subsection and his understanding that violation of the terms of this
subsection may subject him to crimina prosecution under Section 63-2-801[-]; and

(vi) requires that the researcher complies with the provisions of Title 26, Chapter 44,

Genetic Testing Privacy Act, if the research involves genetic information.

(b) A researcher may disclose arecord in individualy identifiable form if the record is
disclosed for the purpose of auditing or evaluating the research program and no subsequent use or
disclosure of the record in individually identifiable form will be made by the auditor or evaluator
except as provided by this section.

(c) A governmental entity may require indemnification as a condition of permitting
research under this subsection.

(9) (8 Under Subsections 63-2-201(5)(b) and 63-2-401(6) a governmental entity may
disclose records that are private under Section 63-2-302, or protected under Section 63-2-304 to
persons other than those specified in this section.
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(b) Under Subsection 63-2-403(11)(b) the Records Committee may require the disclosure
of records that are private under Section 63-2-302, controlled under Section 63-2-303, or protected
under Section 63-2-304 to persons other than those specified in this section.

(c) Under Subsection 63-2-404(8) the court may require the disclosure of records that are
private under Section 63-2-302, controlled under Section 63-2-303, or protected under Section
63-2-304 to persons other than those specified in this section.

Section 17. Section 63-2-302 is amended to read:

63-2-302. Privaterecords.

(1) Thefollowing records are private:

(8 records concerning an individual's eigibility for unemployment insurance benefits,
socia services, welfare benefits, or the determination of benefit levels;

(b) records containing data on individuals describing medical history, diagnosis, condition,
treatment, evaluation, private genetic information, or similar medical data;

(c) records of publicly funded libraries that when examined alone or with other records
identify a patron;

(d) records received or generated for a Senate or House Ethics Committee concerning any
alleged violation of the rules on legidative ethics, prior to the meeting, and after the meeting, if
the ethics committee meeting was closed to the public;

(e) recordsreceived or generated for a Senate confirmation committee concerning
character, professional competence, or physical or mental health of an individual:

() if prior to the meeting, the chair of the committee determines release of the records:

(A) reasonably could be expected to interfere with the investigation undertaken by the
committee; or

(B) would create a danger of depriving a person of aright to afair proceeding or impartial
hearing;

(i) after the meeting, if the meeting was closed to the public;

(f) records concerning a current or former employee of, or applicant for employment with,
agovernmental entity that would disclose that individual's home address, home telephone number,
socia security number, insurance coverage, marital status, or payroll deductions; and

(g) that part of arecord indicating a person’s social security number if provided under
Section 31A-23-202, 31A-26-202, 58-1-301, 61-1-4, or 61-2-6.
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(2) Thefollowing records are private if properly classified by a governmental entity:

(a) records concerning a current or former employee of, or applicant for employment with
agovernmental entity, including performance evaluations and personal status information such as
race, religion, or disabilities, but not including records that are public under Subsection
63-2-301(1)(b) or 63-2-301(2)(0), or private under Subsection 63-2-302(1)(b);

(b) records describing an individual's finances, except that the following are public:

(i) records described in Subsection 63-2-301(1);

(i) information provided to the governmental entity for the purpose of complying with a
financial assurance requirement; or

(i) records that must be disclosed in accordance with another statute;

(c) records of independent state agencies if the disclosure of those records would conflict
with the fiduciary obligations of the agency;

(d) other records containing data on individuals the disclosure of which constitutes a
clearly unwarranted invasion of persona privacy; and

(e) records provided by the United States or by a government entity outside the state that
are given with the requirement that the records be managed as private records, if the providing
entity states in writing that the record would not be subject to public disclosure if retained by it.

(3) (8 Asusedin this Subsection (3), "medical records’ means medical reports, records,
statements, history, diagnosis, condition, treatment, and evaluation.

(b) Medical recordsin the possession of the University of Utah Hospital, its clinics,
doctors, or affiliated entities are not private records or controlled records under Section 63-2-303
when the records are sought:

(1) in connection with any legal or administrative proceeding in which the patient's
physical, mental, or emotional condition is an element of any claim or defense; or

(i) after apatient's death, in any legal or administrative proceeding in which any party
relies upon the condition as an element of the claim or defense.

(c) Medical records are subject to production in alega or administrative proceeding
according to state or federal statutes or rules of procedure and evidence as if the medical records
were in the possession of a nongovernmental medical care provider.

Section 18. Effective date.

This act takes effect on July 1, 1999.
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L egidlative Review Note
asof 11-20-98 10:45 AM

A limited legal review of thislegidation raises no obvious constitutional or statutory concerns.

Office of L egidative Research and General Counsel

Committee Note

The Health and Human Services Interim Committee recommended this hill.
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