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SPYWARE CONTROL ACT REVISIONS

2005 GENERAL SESSION
STATE OF UTAH

Sponsor: Stephen H. Urquhart

LONGTITLE
General Description:
This bill amends the Spyware Control Act.
Highlighted Provisions:
Thisbill:
» definesterms,
» prohibits certain uses of pop-up advertisements;
» prohibits the purchase of pop-up advertisements that violate the chapter if the
purchaser has actual notice of the violation;
» providesfor the permissive removal of certain software; and
» defines the scope of actions and penalties authorized by the chapter.
Monies Appropriated in thisBill:
None
Other Special Clauses:
None
Utah Code Sections Affected:
AMENDS:
13-40-102, as enacted by Chapter 363, Laws of Utah 2004
13-40-201, as enacted by Chapter 363, Laws of Utah 2004
13-40-301, as enacted by Chapter 363, Laws of Utah 2004
13-40-302, as enacted by Chapter 363, Laws of Utah 2004
ENACTS:
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13-40-202, Utah Code Annotated 1953

Be it enacted by the Legidlature of the state of Utah:
Section 1. Section 13-40-102 is amended to read:
13-40-102. Definitions.

Asused in this chapter:

[ “Contextbased

(1) "Cookie" means atext file:

(a) that is placed on a computer by:

(i) an interactive computer service;

(ii) an Internet website: or
(iii) athird party acting on behalf of:
(A) an interactive computer service; or

(B) an Internet website: and

(b) the function of which isto record information that can be read or recognized when

the user of the computer later accesses a particular:
(i) Internet website:
(ii) _online location; or

(iii) online service.

(2) "Division" means the Division of Consumer Protection in the Department of
Commerce.
(3) "Interactive computer service" means any information service, system, or access

software provider that provides or enables computer access by multiple users to a computer

server, including:

(a) an Internet or online service provider; or

(b) aservice or system providing access to the Internet, including a system operated by

alibrary or educational institution.
[€3}] (4) "Internet” is as defined in the Internet Tax Freedom Act, Pub. L. No. 105-277.
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[(v)—atetephonenumber:]
[v)—a-Secta-Seetrity-Atmber:]

(5) "Internet or online service provider" means an interactive computer service that

provides software or other material that enables a person to:

(a) transmit, receive, display, forward, cache, search, subset, organize, reorganize, or

transl ate content;

(b) select or analyze content; or

(c) allow or disallow content.

(6) "Mark" means areqgistered trademark, registered service mark, or registered domain

name in an Internet website address that is owned, licensed, or lawfully used by a person doing

business in this state.

(7) () Except as provided in Subsection (7)(b), "spyware' means software on the

computer of auser who resides in this state that:

(i) _collects information about an Internet website at the time the Internet websiteis

being viewed in this state, unless the Internet website is the Internet website of the person who

provides the software; and

(ii) usesthe information described in Subsection (7)(a)(i) contemporaneously to

display pop-up advertising on the computer.

(b) "Spyware" does not include:

(i) an Internet website;

(ii) aservice operated by an Internet or online service provider accessed by a user;

(iii) software designed and installed primarily to:

(A) prevent, diagnose, or resolve technical difficulties;

(B) detect or prevent fraudulent activities; or

(C) protect the security of the user's computer from unauthorized access or ateration;
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(iv) software or data that reports information to an Internet website previousy stored

by the Internet website on the user's computer, including cookies;

(v) software that provides the user with the capability to search the Internet; or

(vi) softwareinstalled with the consent of a user whose primary purpose isto prevent

access to certain Internet content.

(8) "Pop-up advertising" means material:

(a) offering for sale or advertising the availability or quality of a property, good, or

service; and
(b) that is displayed:
(i) separate from an Internet website; and

(i) asaresult of auser accessing an Internet website.

[€A] (9) "User" meang:] the owner or authorized user of a computer.

d

Section 2. Section 13-40-201 is amended to read:

13-40-201. Prohibited conduct.

(1) A person may not[:] display a pop-up advertisement by means of spyware with

knowledge or reckless disregard that the pop-up advertisement is.

(a) (i) displayed in response to a specific mark; or

(ii) displayed in response to a specific Internet website address; and

(b) purchased or acquired by a person other than:

(i) the mark owner;

(ii) alicensee of the mark;

(iii) an authorized agent of the owner of the mark;
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(iv) an authorized user of the mark; or

(v) aperson advertising the lawful sale, lease, or transfer of products bearing the mark

through a secondary marketplace for the sale of goods or services.

(2) A person may not purchase or acquire advertising delivered in violation of
Subsection (1) if:
(a) the person receives actual notice from the mark owner of the violation;

(b) the notice required by Subsection (2)(a) contains a detailed explanation of the

violation; and

(c) the person fails to take reasonabl e steps to stop the violation of Subsection (1) that

is specified in the notice required in Subsection (2)(a).

(3) (&) A person using spyware to display a pop-up advertisement under Subsection (1)

is not quilty of violating this chapter if:

(i) _the person reguests information about the user's state of residence before sending

the spyware or the pop-up advertisement to the user; and

(ii) _the user indicates aresidence outside this state.

(b) A person purchasing or acquiring advertising under Subsection (2) is not quilty of

violating this chapter if the person reasonably determines that the person delivering a pop-up

advertisement by use of spyware under Subsection (1) has complied with Subsection (3)(a).

(c) A person reguesting information about a user's state of residence under Subsection

(3)(a) may not prompt, ask, or otherwise encourage a user to indicate aresidence outside this
state.

Section 3. Section 13-40-202 is enacted to read:
13-40-202. Permissiveremoval of potentially har mful software.
If aprovider of computer software or an interactive computer service provides prior

notice to a person, that provider is not liable under the law of this state for removing or

disabling a program used to:

(1) violate aprovision of this chapter; or

(2) collect information from the computer of auser who is a customer of the provider

without the user's knowledge.
Section 4. Section 13-40-301 is amended to read:
13-40-301. Private action.
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(1) Anactionfor aviolation of this chapter may be brought[-—&)] against a person
who[:] violates Section 13-40-201 by:

[{H—victatesthtschapter;-of]
[ letion ot thisd arel]

(a)_the attorney general; or

(b) amark owner who:

(i) does businessin this state; and

(ii) isdirectly and adversaly affected by aviolation of this chapter.

(2) Inan action under Subsection (1), a person may:
(a) obtain an injunction against committing any further violation of this chapter; and
(b) subject to Subsection (3), recover the greater of:

(i) actual damages; or

(i) [$16;600] $500 for each separate [viotation-of-thischapter] occurrence resulting in
the display of an advertisement prohibited by Section 13-40-201.

(3) Inan action under Subsection (1), a court may:

(a) increase the damages up to three times the damages allowed by Subsection (2)(b) if
the court finds that the defendant willfully or knowingly violated this chapter; and

(b) award costs and reasonable attorney feesto a prevailing party.

(4) For purposes of this section, a separate violation occurs for each individual
occurrence that resultsin the display of an advertisement described in Subsection
13-40-102[&)tb)(it}](8).

Section 5. Section 13-40-302 is amended to read:

13-40-302. Limitationson actions.

(1) A person may not bring an action for aviolation of this chapter against [antrternet

serviceproviderfortherodtine transmission-of| a person other than:
[{a)—seeurity-thformation;of|
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245 (a) _aperson who sends a pop-up advertisement by means of spyware in violation of
246  Subsection 13-40-201(1); or

247 (b) aperson who purchases or acquires an advertisement in violation of Subsection
248  13-40-201(2).

249 (2) A person may not bring a class action under this chapter.

250 (3) This chapter does not preclude any person accused of violating this chapter from

251 asserting any fair use or other defense that is available to persons alleged to have engaged in

252  trademark infringement.

L egislative Review Note
asof 1-28-05 11:31 AM

Based on alimited legal review, thislegisation has not been determined to have a high
probability of being held unconstitutional.

Office of L egidative Research and General Counsel
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State Impact

No fiscal impact.

Individual and Business Impact

No fiscal impact.

Office of the Legislative Fiscal Analyst



