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Representative John Dougall proposes the following substitute bill:

CHILD PROTECTION REGISTRY

AMENDMENTS

2005 GENERAL SESSION
STATE OF UTAH

Sponsor: John Dougall

LONG TITLE
General Description:
This bill makes changes to the Child Protection Registry disclosure provisions.
Highlighted Provisions:
This bill:
» defines terms;
» requires the Division of Consumer Protection to:
e compile and secure a list of domain names and contact points that are registered
under the Child Protection Registry;
e implement the Child Protection Registry with respect to domain names and
email addresses beginning on July, 1, 2005; and
e implement the Child Protection Registry with respect to a contact point, other
than an email address, when the Division of Consumer Protection has
determined that security of the registry is adequate and has reported the
division's intent to implement the registry with respect to a contact point to the
Public Utilities and Technology Interim Committee;
» describes the circumstances under which a person may register a contact point or a
domain name;

» grants rulemaking authority to the Division of Consumer Protection;
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» amends the disclosure to registrants provision of the Child Protection Registry to
conform to the criminal penalty provisions of Section 13-39-301;

» requires that the Division of Consumer Protection or a third party that contracts with
the division to establish and secure the Child Protection Registry provide a
disclosure to a person who registers a contact point with the Child Protection
Registry;

» amends provisions related to the disclosure described previously;

» provides that a person who uses the registry before sending a communication shall
provide identifying information required by the division;

» provides that the contract with the third party that establishes and secures the Child
Protection Registry shall require that:

e the third party provide a statement to a person who seeks information regarding
the registry relating to establishing and registering a new email account; and
e if the security of the Child Protection Registry is compromised, notice shall be

given to each person who has registered on the Child Protection Registry, to the
Division of Consumer Protection, and to a person designated by the division, by
rule, that the security of the Child Protection Registry has been compromised;

» makes technical changes, including clarifying that the Division of Consumer
Protection shall administer and enforce the Child Protection Registry;

» addresses the release of information on the registry;

» makes it a crime to send certain communications to certain contact points if the
contact point or domain name have been listed on the Child Protection Registry for
more than 30 calendar days;

» makes it a crime to send, cause to be sent, or conspire with a third party to send,
certain communications to a contact point after improperly obtaining the contact
point from the Child Protection Registry;

» makes it a crime to improperly use, or transfer to a third party to use, information
from the registry;

» establishes criminal penalties and a civil cause of action for violating the criminal
provisions described previously; and

» establishes a defense to the crimes described in this bill.



57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

02-18-05 8:46 AM 3rd Sub. (Cherry) H.B. 174

Monies Appropriated in this Bill:
None

Other Special Clauses:
This bill takes effect on July 1, 2005.

Utah Code Sections Affected:

AMENDS:
13-2-1, as last amended by Chapter 222, Laws of Utah 2002
13-39-102 (Effective 07/01/05), as enacted by Chapter 338, Laws of Utah 2004
13-39-201 (Effective 07/01/05), as enacted by Chapter 338, Laws of Utah 2004
13-39-202 (Effective 07/01/05), as enacted by Chapter 338, Laws of Utah 2004
13-39-203 (Effective 07/01/05), as enacted by Chapter 338, Laws of Utah 2004
13-39-301 (Effective 07/01/05), as enacted by Chapter 338, Laws of Utah 2004
13-39-302 (Effective 07/01/05), as enacted by Chapter 338, Laws of Utah 2004
13-39-304 (Effective 07/01/05), as enacted by Chapter 338, Laws of Utah 2004

ENACTS:
13-39-204, Utah Code Annotated 1953

Be it enacted by the Legislature of the state of Utah:

Section 1. Section 13-2-1 is amended to read:

13-2-1. Consumer protection division established -- Functions.

(1) There is established within the Department of Commerce the Division of Consumer
Protection.

(2) The division shall administer and enforce the following:

(a) Chapter 5, Unfair Practices Act;

(b) Chapter 10a, Music Licensing Practices Act;

(c) Chapter 11, Utah Consumer Sales Practices Act;

(d) Chapter 15, Business Opportunity Disclosure Act;

(e) Chapter 20, New Motor Vehicles Warranties Act;

(f) Chapter 21, Credit Services Organizations Act;

(g) Chapter 22, Charitable Solicitations Act;

(h) Chapter 23, Health Spa Services Protection Act;
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(1) Chapter 25a, Telephone and Facsimile Solicitation Act;

(j) Chapter 26, Telephone Fraud Prevention Act;

(k) Chapter 28, Prize Notices Regulation Act;

(I) Chapter 30, Utah Personal Introduction Services Protection Act; [and]
(m) Chapter 34, Utah Postsecondary Proprietary School Act[:]; and

(n) Chapter 39, Child Protection Registry.

Section 2. Section 13-39-102 (Effective 07/01/05) is amended to read:
13-39-102 (Effective 07/01/05). Definitions.

As used in this chapter:

(1) "Contact point" means an electronic identification to which a communication may
be sent, including:

(a) an email address; [or]

[tb)y—subjectto-Subsection13=39-261+(2)*]

[t9] (b) an instant message identity, subject to rules made by the division under
Subsection 13-39-203(1);

[t1D] (c) a telephone number;

[(iD)] (d) a facsimile number; or

[trv)] (¢) an electronic address:

[tA9] (1) similar to a contact point listed in this Subsection (1); and

[(B)] (i1) defined as a contact point by rule made by the division under Subsection
13-39-203(1).

(2) "Division" means the Division of Consumer Protection in the Department of
Commerce.

(3) "Domain name" means an alphanumeric designation that is registered with or

assigned by any domain name registrar, registry, or registration authority as part of an

electronic address on the internet.

[3)] (4) "Registry" means the child protection registry established in Section
13-39-201.

Section 3. Section 13-39-201 (Effective 07/01/05) is amended to read:

13-39-201 (Effective 07/01/05). Establishment of child protection registry.

(1) [Fhe] Consistent with Subsection (2), the division shall:
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119 (a) establish and operate a [childprotection] registry to:
120 (1) _compile and secure a list of domain names that the division has received for

121 registration under this section;

122 (ii) compile and secure a list of contact points that the division has received [pursuant

123  to] for registration under this section; [er] and

124 (i11) compile and secure a list of email addresses that the division has received for

125  registration under this section: or

126 (b) consistent with Subsection (6), contract with a third party to establish and secure

127  the registry described in Subsection (1)(a).

128 (2) (a) The division shall implement the registry described in this section with respect
129  to [emaitaddresses] domain names beginning on July 1, 2005.
130 (b) [The] Except as provided in Subsection (2)(c), the division shall implement the

131  registry described in this section with respect to [mstantmessagetdentitres] any contact point
132 after:

133 (i) the division has determined to the satisfaction of the division that the security of the
134 registry described in this section with respect to [ematt-addresses] the contact point is adequate;
135 and

136 (i1) the division has reported to the Utah Technology Commission and the Public

137  Utilities and Technology Interim Committee the intention of the division to implement the

138  registry described in this section with respect to [mstantmessagetdentitres] the contact point.
139 [(e—Fhedivision-shatimplement the registry-described-i-this-sectionwithrespec

140
141
142
143
144
145
146
147  Subsection13=39-162(hHtb)tiv)-]

148 (c) _The division shall implement the registry described in this section with respect to

149  email addresses beginning on July 1. 2005.
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3) A person may register a domain name with the division if:

(a) the person has majority ownership or control over the domain name;

(b) (1) the person is domiciled in Utah; or

(i1) the domain name is maintained using business operations in Utah;

(c) all contact points that use the domain name are assigned to residents of the state:

and

(d) the domain name primarily provides services to minors.

[3)] (4) (a) A person may register a contact point with the division pursuant to rules
established by the division under [Subsection] Section 13-39-203[(H] if:

(i) (A) the contact point belongs to a minor; or

[t] (B) a minor has access to the contact point[:]; and

(i1) the division has implemented the registry with respect to the type of contact point

that the person is seeking to register.
(b) A school or other institution that primarily serves minors may register its domain

name with the division pursuant to rules made by the division under Subsection 13-39-203(1).

(c) The division or a third party described in Subsection (1)(b) shall provide a

disclosure to a person who registers a contact point under this section that [reads] includes the

following statement: "No solution is completely secure. The most effective way to protect

children on the Internet is to supervise use and review all email messages and other

correspondence prior to viewing by a child. Under law, theft or unauthorized use of a contact

point from the Child Protection Registry is a [elassB] second degree felony. While every
attempt will be made to secure the Child Protection Registry, registrants and their guardians
should be aware that their contact points may be at a greater risk of being misappropriated by
marketers or other persons who choose to disobey the law."

(d) The division:

(1) _may require that additional statements, as specified by the division, be included in

the disclosure described in Subsection (4)(c):

(i1) shall require that a third party described in Subsection (1)(b) provide additional

information regarding internet safety and protection, as specified by the division, to a person

who registers a contact point under this section; and

(iii) shall establish by rule under Title 63, Chapter 46a, Utah Administrative
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Rulemaking Act, information that shall be collected from a person registering a contact point or
domain name on the registry to enable the party that establishes and secures the registry to

comply with Subsection (6)(b).

[t4)] (5) A person desiring to send a communication described in Subsection
13-39-202(1) to a contact point or domain shall:

(a) use a mechanism established by rule made by the division under Subsection
13-39-203(2); [and]

(b) pay a fee for use of the mechanism described in Subsection [t4)] (5)(a) determined
by the division in accordance with Section 63-38-3.2[<]; and

(c) provide identifying information regarding the person, as required by the division.

(6) The contract described in Subsection (1)(b) shall require the third party that

establishes and secures the registry to:

(a) provide a statement to a person who seeks information regarding the registry:

(1) that the person may:

(A) open a new email account with an alternate email service provider; and

(B) register the new email account, instead of the person's primary email account, on

the registry;
(i1) suggesting that the person take the action described in Subsection (6)(a)(i); and

listing or providing links to email service providers that the division determines

satisfy criteria for protecting children; and

(b) if the security of the registry is compromised, provide notice of the security

compromise to:

(1) _each person who has registered a contact point or domain name on the registry;

(i1) the division; and

(iii) any other person designated by the division by rule under Title 63, Chapter 46a,
Utah Administrative Rulemaking Act.

Section 4. Section 13-39-202 (Effective 07/01/05) is amended to read:

13-39-202 (Effective 07/01/05). Prohibition of sending certain materials to a

registered contact point.
(1) A person may not send, cause to be sent, or conspire with a third party to send a

communication to a contact point [erdomain]| that has been registered for more than 30
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calendar days with the division under Section 13-39-201 or a contact point with an address that

contains a domain name that has been registered for more than 30 calendar days with the

division under Section 13-39-201 if the communication:

(a) advertises a product or service that a minor is prohibited by law from purchasing; or

(b) contains or advertises material that is harmful to minors, as defined in Section
76-10-1201.

(2) The consent of a minor is not a defense to a violation of this section.

(3) An Internet service provider does not violate this section for solely transmitting a
message across the network of the Internet service provider.

Section 5. Section 13-39-203 (Effective 07/01/05) is amended to read:

13-39-203 (Effective 07/01/05). Rulemaking authority.

In accordance with Title 63, Chapter 46a, Utah Administrative Rulemaking Act, after

the division has implemented the registry with respect to a type of contact point under

Subsection 13-39-201(2), the division shall make rules to establish procedures relating to that

type of contact point under which:

(1) (a) a person may register a contact point with the division under Section 13-39-201,
including:

(1) the information necessary to register an instant message identity; and

(i1) for purposes of Subsection 13-39-102(1)[tb)t1v)], an electronic address that is
similar to a contact point listed in Subsection 13-39-102(1); and

(b) a school or other institution that primarily serves minors may register its domain
name with the division under Section 13-39-201; and

(2) the division shall:

(a) provide a mechanism under which a person described in Subsection
13-39-201[$H](5) may verify compliance with the registry to remove registered contact points
from the person's communications; and

(b) establish the mechanism described in Subsection (2)(a) in a manner that protects
the privacy and security of a contact point registered with the division under Section
13-39-201.

Section 6. Section 13-39-204 is enacted to read:

13-39-204. Release of information on registry.
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243 The information on the registry may not be released to any person except:

244 (1) as provided in this chapter; or

245 (2) under court order.

246 Section 7. Section 13-39-301 (Effective 07/01/05) is amended to read:

247 13-39-301 (Effective 07/01/05). Criminal penalty.

248 (1) A person who violates Section 13-39-202 commits a computer crime and:

249 (a) is guilty of a class B misdemeanor for a first offense [withrespectto-acontactpoint
250  registered-with-thedivistomrunder-Subsection13-39-261+(3)(a)]; and

251 (b) is guilty of a class A misdemeanor[:<1)] for each subsequent violation [with-respect

253

254  underSubsectron13=39-26H3)th)-]

255 (2) A person commits a computer crime and is guilty of a second degree felony if the
256  person:

257 (a) uses information obtained from the division under this chapter to violate Section
258  13-39-202; or

259 (b) improperly:

260 (i) obtains contact points from the registry; [or]

261 (i1) attempts to obtain contact points from the registry; or

262 [te)] (i) uses, or transfers to a third party to use, information from the registry [to-send
263  asoltertation].

264 (3) A person commits a computer crime and is guilty of a second degree felony if the
265  person:

266 (a) improperly obtains a contact point from the registry; and

267 (b) after improperly obtaining the contact point described in Subsection (3)(a), sends,

268  causes to be sent, or conspires with a third party to send, to the contact point a communication
269  that contains or advertises material that is harmful to minors, as defined in Section 76-10-1201.

270 [3)] (4) A criminal conviction or penalty under this section does not relieve a person
271  from civil liability in an action under Section 13-39-302.
272 [t$5] (8) Each communication sent in violation of Section 13-39-202 is a separate

273  offense under this section.
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Section 8. Section 13-39-302 (Effective 07/01/05) is amended to read:
13-39-302 (Effective 07/01/05). Civil action for violation.
(1) For a violation of Section 13-39-202, an action may be brought by:

(a) a person who receives a communication sent in violation of Section 13-39-202; or
(b) alegal guardian of a [user] person described in Subsection (1)(a).

(2) In each action under Subsection (1):

(a) a person described in Subsection (1) may recover the greater of:

(i) actual damages; or

(i) $1,000 for each communication sent in violation of Section 13-39-202; and

(b) the prevailing party shall be awarded costs and reasonable attorney fees.

Section 9. Section 13-39-304 (Effective 07/01/05) is amended to read:

13-39-304 (Effective 07/01/05). Defenses.

It is a defense to an action brought under this chapter that a person:

(1) reasonably relied on the [mechantsmrestablished-by-the-divistonunder-Subsection
13-39-263(2)] registry established in Section 13-39-201; and

(2) took reasonable measures to comply with this chapter.

Section 10. Effective date.

This bill takes effect on July 1, 2005.
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