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[2)] (1) (a) A governmental entity shall [eontact] notify the [Btah] Cyber Center as
soon as practicable when the governmental entity becomes aware of a data breach [ofsystem
security].

(b) When a governmental entity notifies the Cyber Center of a data breach under

Subsection (1)(a), the governmental entity shall include the following information:
(i) the date H=» and time ¢=H the data breach occurred:;
(i) the date H=» [and-time] ¢=H the data breach was discovered:;

(ii1) the total number of people affected by the data breach, including the total number

of Utah residents affected;

(iv) the type of personal data involved in the data breach:

(v)_a short description of the data breach that occurred;

(vi) the path or means by which access was gained to the system, computer, or

network, if known;

(vii) the individual or entity who perpetrated the data breach, if known:

(viii) steps the governmental entity is taking or has taken to mitigate the impact of the

data breach; and

(ix) any other details requested by the Cyber Center.

[t3] (2) The [Btak] Cyber Center shall provide the governmental entity with assistance
in responding to the data breach [of-systemrsecurity], which may include:

(a) conducting all or part of [the] an internal investigation [reqtired-tunder-Subsectron
13-44-202(Dta)] into the data breach;

(b) assisting law enforcement with the law enforcement investigation if needed;
(c) determining the scope of the data breach [of-systemrsecurity];

(d) assisting the governmental entity in restoring the reasonable integrity of the system;

or

(e) providing any other assistance in response to the reported data breach [ofsystem
security].
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