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212 [(2)] (1) (a)  A governmental entity shall [contact] notify the [Utah] Cyber Center as

213 soon as practicable when the governmental entity becomes aware of a data breach [of system

214 security].

215 (b)  When a governmental entity notifies the Cyber Center of a data breach under

216 Subsection (1)(a), the governmental entity shall include the following information:

217 (i)  the date  ����ºººº and time »»»»����  the data breach occurred;

218 (ii)  the date  ����ºººº [and time] »»»»����  the data breach was discovered;

219 (iii)  the total number of people affected by the data breach, including the total number

220 of Utah residents affected;

221 (iv)  the type of personal data involved in the data breach;

222 (v)  a short description of the data breach that occurred;

223 (vi)  the path or means by which access was gained to the system, computer, or

224 network, if known;

225 (vii)  the individual or entity who perpetrated the data breach, if known;

226 (viii)  steps the governmental entity is taking or has taken to mitigate the impact of the

227 data breach; and

228 (ix)  any other details requested by the Cyber Center.

229 [(3)] (2)  The [Utah] Cyber Center shall provide the governmental entity with assistance

230 in responding to the data breach [of system security], which may include:

231 (a)  conducting all or part of [the] an internal investigation [required under Subsection

232 13-44-202(1)(a)] into the data breach;

233 (b)  assisting law enforcement with the law enforcement investigation if needed;

234 (c)  determining the scope of the data breach [of system security];

235 (d)  assisting the governmental entity in restoring the reasonable integrity of the system;

236 or

237 (e)  providing any other assistance in response to the reported data breach [of system

238 security].

239 [(4) (a)  A person providing information to the Utah Cyber Center may submit the

240 information required in Section 63G-2-309 to request that the information submitted by the

241 person and information produced by the Utah Cyber Center in the course of the Utah Cyber

242 Center's investigation be classified as a confidential protected record.]


